
Business and Security in a Wired World
by COL Dennis Murphy

Background
The U.S. Army War Col lege (USAWC) Cen ter for Stra te gic Lead er ship (CSL) con ducted a “Busi -
ness Se cu rity in a Wired World” sem i nar in Rye, New York on 24-25 April 2002. Par tic i pants in the 
event in cluded busi ness ex ec u tives rep re sent ing crit i cal in fra struc ture seg ments, gov ern ment of fi -
cials, and ex ec u tives of two in dus try as so ci a tions. The Col lege’s ob jec tive in the ses sion was to
ob tain a better un der stand ing of pri vate sec tor con cerns for in for ma tion as sur ance and home land
se cu rity. The event fea tured panel pre sen ta tions by pub lic and pri vate sec tor ex perts in the fields of
in fra struc ture pro tec tion and in for ma tion se cu rity. Fol low ing the pan els, CSL fa cil i ta tors led a “cri -
sis ex er cise” which ex am ined key as pects of pol icy im ple men ta tion, in for ma tion shar ing,
stake holder ex pec ta tions, in ci dent re sponse and re cov ery, and or ga ni za tional cul ture. The Army’s
role in as sist ing in ter agency re sponse and the im por tance of gov ern ment and pri vate sec tor part ner -
ships in com bat ing the cyber-threat, was in ves ti gated through out the ses sions. In his key note
speech U.S. Rep re sen ta tive Curt Weldon, (R-7-PA) ap plauded the USAWC ini tia tive as a valu able
step to ward im proved un der stand ing and en hanced re la tions be tween the gov ern ment and the pri -
vate sec tor. 

Seminar Objectives
In the wake of the ter ror ist at tacks on the World Trade Cen ter and the Pen ta gon on Sep tem ber 11th,
2001 (9-11), gov ern ment agen cies at ev ery level have been re- ex am in ing their pre pared ness to re -
spond to, and abil ity to re cover from, such an 
in ci dent. Busi nesses are also re-examining
the scope of their ex po sure and the suf fi -
ciency of their risk mit i ga tion and di sas ter
re cov ery strat e gies. Now that the un think -
able has hap pened, con tin gency plans must
be ad justed for cat a strophic events that were
pre vi ously thought too un likely to take se ri -
ously.
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The 9-11 events also served to again highlight the extent of our dependence on Information
Technology (IT). The growth of the Global Information Infrastructure (GII) and the incorporation
of information technologies into nearly all aspects of daily life led the U.S. Government in 1996 to
recognize the need for developing plans to protect the Nation’s critical infrastructures. Much has
been done in both the public and private sectors to examine the vulnerabilities and begin to
formulate solutions. While the attacks were not specifically against IT or communications in fra-
struc ture, 9-11 served to further highlight the vulnerabilities of both, the interde pend ence of the
public and private sectors and also to underscore the economic aspects of national security interests.

Government is dependent upon private industry to provide the critical in fra struc ture through which
most government services, including defense communications and logistics, are delivered. In dus -
try, in turn depends on government to provide a level of security for U.S. business interests at home
and abroad and also counts on government as a significant customer in many business areas. Sev -
eral new organizations have been formed to enable the cooperation and information exchange
necessary to promote national security in the infrastructure protection arena. President Bush
created an Office of Homeland Security to, among other things, coordinate public-private
cooperation at all levels and assure that the effort receives presidential attention. 

This seminar examined the concepts of cyber terrorism, cyber crime and information infrastructure
attacks and fostered an improved understanding of the increasing exposure of U.S. business
organizations as targets. The relationship of government and industry in identifying and mitigating
critical infrastructure vulnerabilities, and a review of existing, proposed and alternative cooperative 
strategies was examined as well. 

Seminar Design
Sem i nar pan els “primed the pump” in the ini tial phase of the sem i nar by dis cuss ing cur rent crit i cal
is sues re gard ing cyber ter ror. Armed with this knowl edge and their own ex pe ri ences, par tic i pants
were then as signed roles as mem bers of gov ern ment and in dus try teams in a sim u lated cri sis ex er -
cise.

Panels included presentations from the United States Commission
on National Security (also known as the Hart-Rudman
Commission); the Defense Information Systems Agency; the FBI’s
National Infrastructure Protection Center; and several leaders in
industrial security, describing initiatives designed to mitigate risk,
safeguard information, and protect infrastructure. 

The crisis exercise, facilitated by representatives from the War
College, was designed to draw upon the information provided by
the panel experts and examined key aspects of policy
implementation, legislative involvement, information sharing,
stakeholder expectations, incident response and recovery, and
organizational culture. The scenario posited cyber attacks
accompanied by physical attacks on two major U.S. corporations (a
service corporation and a manufacturing corporation). An

inter-governmental, inter-agency response team convened in New York City after the revelation of
the cyber attacks. The game also posited an industry-government Joint Crisis Team (JCT) – an
operational response entity modeled on the Federal Emergency Management Agency (FEMA)
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Federal Response Plan, that put both industry and government resources at the disposal of
responders. These four teams (two industry teams and two government teams) grappled with the
problems generated by the scenario and interacted with each other, formally and in for mally,
through out the exercise. The lessons learned include the identification of key organizational and
procedural gaps and seams in dealing with cyber terror and information infrastructure attack.

Key Find ings
The value of es tab lish ing a Joint Cri sis Team (JCT) as de scribed above and op er at ing from Wash -
ing ton, D.C. be came ev i dent from the early stages of the ex er cise. The JCT role as an ad vi sory and
co or di nat ing body de vel oped in its first in ter ac tion with the cor po ra tions. Both cor po ra tions
seemed very open to dis cuss de tails of their cri sis with the JCT in hopes that the team could help.
Re quested sup port in cluded a pub lic re la tions cam paign to limit the dam age to the cor po ra tions be -
yond the cyber ter ror in ci dents (to in clude as suag ing share hold ers). Ad di tionally the cor po ra tions
re quested co or di nated in tel li gence in or der to better pre pare for the next at tack. The JCT’s in ter ac -
tion with both cor po ra tions al lowed it to be the first en tity to rec og nize that
the cyber at tacks on the busi nesses were re lated. Mem bers of the JCT
un der stood the need to gather and pass in for ma tion to pro tect na -
tional se cu rity in ter ests as well as their re quire ment to pass in for -
ma tion to fa cil i tate dam age con trol from a po lit i cal stand point.
The JCT saw a re quire ment not only to help the cor po ra tions in
cri sis, but also to be a con duit to co or di nate with other in dus -
tries to arm them with knowl edge thereby al low ing them to
pro tect them selves. De spite the con sen sus that the JCT pro -
vided im por tant value added dur ing cri sis, par tic i pants
rec og nized po lit i cal re al i ties that make the per ma nent cre ation
of such a team prob lem atic. They noted that these or ga ni za tions
(JCT type) fail be cause the in cen tives to in dus try are wrong.  Gov -
ern ment can’t give fi nan cial in cen tives to busi ness (based on con flict
of in ter est) so psy cho log i cal buy-in is crit i cal. Busi ness must be made to
feel part of the na tional se cu rity so lu tion (gov ern ment and in dus try vs. the world in stead of gov ern -
ment vs. in dus try).  In dus try must per ceive mean ing ful par tic i pa tion. The re sult ing JCT must be
last ing. The JCT could be a small stand ing group of gov ern ment rep re sen ta tives that can ex pand
and task or ga nize ac cord ing to cri sis. The De part ment of Com merce should have the gov ern ment
lead be cause they are per ceived as the most pal at able to in dus try.

The corporate teams clearly focused on the immediate need to protect corporate assets, reputation
and people as priorities, but saw the government (in the form of the JCT) as an ally to facilitate and
support their efforts. This was reflected in their open interaction with the JCT, providing
information that would not readily be shared in normal circumstances. (The corporations stopped
short of providing personal information on employees when the government attempted to
determine whether an insider was the perpetrator. In ternally, however, they recognized the need to
review personnel reliability screening measures). Both corporations recognized the need for a
strong public relations strategy to reinforce that their people were the first priority for the company.
Na tionally, they launched a campaign reassuring the customer base of the company’s capacity to
continue operations. Locally this effort included measures both for the public at large (particularly
with environmental clean-up concerns) and for the company work force (safety of operations and
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care for the employees and their families). In ternally they took proactive measures to review and
publicize chains of progression within the company, locally, nationally, and internationally. The
corporations set aside competitive concerns by notifying associated industrial sectors of the
problems being experienced in the company’s information technology sector. In ter ac tion with the
JCT focused on receipt of governmental notification of impending attacks on the cyber-structure,
cooperative exchanges of information (bordering on intelligence) between government and the
private sec tor and re quests for phased mitigation procedures for attacks, impending attacks and
threats.

Conclusion
Gary Hart and War ren Rudman note in their pre scient re port of Jan u ary 2001, “Roadmap for Na -
tional Se cu rity,”: “Our chal lenges are no lon ger de fined for us by a sin gle prom i nent threat… .
De spite the end of the Cold War threat, Amer ica faces dis tinctly new dan gers, par tic u larly to the
home land… . These dan gers must be ad dressed.”  No where is this more true than in the area of
cyber ter ror, where the cri sis pre ven tion and re sponse gaps be tween gov ern ment and in dus try re -
main while there ex ists a Na tional Crit i cal In fra struc ture that inexstricably links both. The
“Busi ness Se cu rity in a Wired World” sem i nar re vealed that so lu tions ex ist.  In dus try is more than
will ing to share in for ma tion with the gov ern ment in the face of loom ing cyber ter ror. They are also
will ing to be “part of the so lu tion” by part ner ing with gov ern ment to form a stra te gic team to pre dict 
and re spond to in for ma tion at tacks. Na tional pol icy mak ers must take the lead in de vel op ing a
struc ture that opens the di a log be tween in dus try and gov ern ment and a stand ing body that fa cil i -
tates in for ma tion flow be fore and dur ing cri sis. While the de bate over the scope of the Of fice of
Home land Se cu rity con tin ues, pol icy mak ers will be well served to place par tic u lar em pha sis on
this vi tal area of na tional se cu rity and de fense of the home land.

This and other CSL pub li ca tions can be found on line at http://www.carlisle.army.mil/usacsl/in dex.asp

The views ex pressed in this re port are those of the par tic i pants and do not nec es sar ily re flect of fi cial pol icy
or po si tion of the United States Army War Col lege, the De part ment of the Army, the De part ment of De fense, 
or any other De part ment or Agency within the U.S. Gov ern ment. Fur ther, these views do not re flect uni form
agree ment among ex er cise par tic i pants. This re port is cleared for pub lic re lease; dis tri bu tion is un lim ited.
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