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Preface

The	 Information	 in	 Warfare	 Working	 Group	 (I2WG)	 of	 the	
U.S.	Army	War	College	 (USAWC)	 is	pleased	 to	present	 this	
anthology	of	selected	student	work	from	Academic	Year	2009	

representing	 examples	 of	 well-written	 and	 in-depth	 analyses	 on	 the	
vital	subject	of	Information	as	Power.		This	is	the	fourth	volume	of	an	
effort	that	began	in	2006.		The	I2WG	charter	calls	for	it	to	coordinate	
and	recommend	the	design,	development	and	integration	of	content	
and	 courses	 related	 to	 the	 information	 element	 of	 power	 into	 the	
curriculum	 to	 prepare  students	 for	 senior	 leadership	 positions.	 This	
publication	is	an	important	component	of	that	effort.

Interestingly,	 one	needs	 to	 go	back	 to	 the	Reagan	 administration	 to	
find	 the	 most	 succinct	 and	 pointed	 mention	 of	 information	 as	 an	
element	 of	 power	 in	 formal	 government	 documents.1	 Subsequent	
national	security	documents,	to	include	the	2007	National	Strategy	for	
Strategic	Communication	 and	Public	Diplomacy,	 allude	 to	different	
aspects	of	information	but	without	a	holistic,	overarching	strategy	or	
definition.		Still,	it	is	generally	accepted	in	the	United	States	government	
today	 that	 information	 is	 an	 element	 of	 national	 power	 along	 with	
diplomatic,	 military	 and	 economic	 power…and	 that	 information	 is	
woven	 through	 the	other	 elements	 since	 their	 activities	will	have	 an	
informational	 impact.2	 	Given	this	dearth	of	official	documentation,	
Drs.	Dan	Kuehl	and	Bob	Nielson	proffered	the	following	definition	of	
the	information	element:	“use	of	information	content	and	technology	
as	 strategic	 instruments	 to	 shape	 fundamental	 political,	 economic,	
military	and	cultural	 forces	on	a	 long-term	basis	 to	affect	 the	global	
behavior	 of	 governments,	 supra-governmental	 organizations,	 and	
societies	to	support	national	security.”3		Information	as	power	is	wielded	
in	a	 complex	environment	consisting	of	 the	physical,	 informational,	
and	cognitive	dimensions.

The	current	information	environment	has	leveled	the	playing	field	for	
not	only	nation	states,	but	non-state	actors,	multinational	corporations	
and	 even	 individuals	 to	 affect	 strategic	 outcomes	 with	 minimal	
information	infrastructure	and	little	capital	expenditure.		Anyone	with	
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a	camera	cell	phone	and	personal	digital	device	with	internet	capability	
understands	 this.	 Adversary	 use	 of	 information	 as	 an	 asymmetric	
strategic	means	has	been	extremely	effective	in	the	current	theaters	of	
Iraq	and	Afghanistan	 leading	Richard	Holbrooke	 to	 famously	muse:	
“How	 can	 a	 man	 in	 a	 cave	 out-communicate	 the	 world’s	 leading	
communications	society?”4		And	so,	while	the	United	States	is	certainly	
a	 military	 “superpower”	 whether	 it	 maintains	 that	 same	 status	 with	
regard	to	information	is	debatable.

On	 the	 other	 hand,	 the	 U.S.	 military	 has	 increasingly	 leveraged	
advances	 in	 information	 infrastructure	 and	 technology	 to	 gain	
advantages	on	the	modern	battlefield.	One	example	from	Operation	
Iraqi	Freedom	is	the	significant	increase	in	situational	awareness	from	
network	centric	operations	that	enabled	the	military	to	swiftly	defeat	
Iraqi	forces	in	major	combat	operations.5

Clearly,	managing	the	“message”	while	controlling	and	exploiting	the	
necessary	technological	“means”	represent	critical	challenges	in	today’s	
information	environment.		We	hope	that	this	anthology	will	serve	not	
only	to	showcase	the	efforts	of	the	College	but	to	inform	the	broader	
body	 of	 knowledge	 as	 the	 Nation	 considers	 how	 best	 to	 operate	
effectively	and	proactively	within	this	environment	while	countering	
current	and	potentially	future	adversaries.

Professor	Dennis	M.	Murphy
Chair,	Information	in	Warfare	Working	Group
United	States	Army	War	College



Section one

Information	Effects	in	the	Cognitive	
Dimension





introduction

Dennis M. Murphy
Professor	of	Information	in	Warfare

Center	for	Strategic	Leadership	
U.S.	Army	War	College

This	 section	 focuses	 on	 “information	 effects”	 that	 include	
those	 actions,	 images,	 and	 words	 that	 ultimately	 influence	
perceptions	and	attitudes	leading	to	a	change	in	behavior.	Rafal	

Rohozinski	and	Dennis	Murphy	rightly	note	that	“if	IO	(information	
operations)	is	meant	to	accomplish	a	planned	intent,	then	the	concept	
of	‘information	effects’	compels	a	broader	analytical	lens	that	includes	
the	unintended	consequences	of	both	 IO	and	kinetic	 actions.”	 	The	
Department	of	Defense	(DoD)	later	included	this	same	explanation	in	
their	description	of	the	concept	of	strategic	communication.		In	short,	
the	messages	soldiers	and	U.S.	government	officials	send,	both	through	
informational	 means	 and	 other	 actions,	 will	 in	 some	 way	 influence	
the	 receivers:	 adversary,	 friendly,	 and	 neutral;	 foreign	 and	 domestic.		
This	 section	 considers	 strategic	 communication	 as	 a	 way	 to	 achieve	
these	 information	 effects.	 	 Public	 Diplomacy,	 military	 Information	
Operations	 and	 Public	 Affairs	 are	 inherently	 capabilities	 (means)	 of	
strategic	 communication	and	are	 explicitly	 stated	as	 such	 in	nascent	
DoD	literature	on	this	topic.		The	papers	in	this	section	grapple	with	
some	of	the	 issues	present	 in	these	capabilities	and	the	ability	of	the	
United	States	to	use	them	effectively	to	achieve	strategic	objectives.

Colonel	Jeffrey	L.	Scott	examines	the	requirement	for	and	the	role	of	
speed	and	accuracy	in	informing	and	influencing	key	audiences.		His	
paper	provides	an	overview	of	how	the	enemy	uses	 information;	 the	
enemy’s	 strategy	 to	 disrupt	 U.S.	 operations;	 and	 the	 application	 of	
current	 decision	 making	 processes	 in	 defeating	 the	 enemy’s	 strategy.		
It	 concludes	 with	 a	 recommendation	 for	 an	 information	 strategy	
developed	to	overcome	the	speed	versus	accuracy	dilemma	and	increase	
operational	effectiveness.
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Colonel	David	P.	Anders	considers	the	role	of	strategic	communication	
in	counterinsurgency	operations,	offering	a	model	to	operationalize	the	
concept.	 	He	argues	that	strategic	communication	should	be	made	a	
priority	by	directing	 it	be	 a	 line	of	operation	on	 equal	 footing	with	
security,	governance,	and	development	within	the	counterinsurgency	
spectrum	thus	ensuring	continuous	strategic,	operational	and	tactical	
leadership	attention	and	input.		The	steps	in	developing	this	offensive	
model	can	be	identified	by	answering	the	“five	W’s”	(why,	who,	where,	
what,	when),	and	most	importantly	the	“how”	of	the	counterinsurgent	
strategic	communication	environment.	

Lieutenant	 Colonel	 Douglas	 W.	 Little	 explores	 how	 U.S.	 hubris	
regarding	its	global	influence	in	a	unipolar	world	marginalized	a	once	
independent	 and	 effective	 Department	 of	 State	 public	 diplomacy	
effort.	Similarly,	the	paper	illustrates	how	a	misguided	U.S.	impression	
of	the	universality	of	the	democratic	peace	theory	and	a	fundamental	
misunderstanding	of	the	roots	of	international	terrorism	continue	to	
impede	sustainable	progress	in	the	war	of	ideas.	The	paper	concludes	
with	 recommendations	 to	 revitalize	 U.S.	 public	 diplomacy	 and	 to	
establish	a	sustainable	and	effective	vision	for	the	future.

Finally,	Colonel	Suhail	M.	Alseraidi	of	the	United	Arab	Emirates	provides	
a	fascinating	conceptual	look	at	what	a	U.S.	National	Communication	
Strategy	should	look	like.		Colonel	Alseraidi,	an	International	Fellow	in	
the	Army	War	College	class	of	2009,	provides	insights	through	the	eyes	
of	a	partner	nation	and	its	own	unique	cultural	lens	on	the	appropriate	
approach	to	strategic	communication	with	the	world	in	this	short,	but	
important	essay.

Well-written	and	insightful,	these	papers	serve	to	inform	the	military	
and	the	nation	as	it	continues	to	conduct	military	campaigns	in	two	
theaters	while	engaging	the	world.



SPeed VerSuS accuracy: a Zero Sum Game

Colonel Jeffrey L. Scott
United	States	Army

An	 effective	 information	 strategy	 requires	 credibility.	Truthful	
and	 accurate	 messaging	 develops	 and	 maintains	 credibility,										
however,	 the	 collection	 of	 correct	 information	 required	 for	

accurate	 messaging	 sacrifices	 speed.	 Speed	 is	 required	 to	 provide	
current,	relevant	information	to	inform	and	influence	key	populations.		
The	sacrifice	in	speed	to	release	messages	results	in	the	inability	to	“tell	
your	 side	 of	 the	 story”	 first.	 Constantly	 disputing	 initial	 published	
accounts	reduces	the	ability	to	effectively	inform	and	influence	select	
key	audiences,	and	over	time	reduces	source	and	message	credibility.		
The	dilemma	of	speed	versus	accuracy	in	messaging	creates	a	zero	sum	
game	in	information	strategy	that	reduces	operational	effectiveness.

This	paper	examines	the	trade-offs	between	speed	and	accuracy	in	an	
irregular	warfare	 information	 environment.	 It	begins	by	 establishing	
the	requirement	for,	and	the	roles	of,	speed	and	accuracy	in	informing	
and	 influencing	 key	 audiences.	 The	 paper	 provides	 an	 overview	 of	
how	the	enemy	uses	information,	the	enemy’s	strategy	to	disrupt	U.S.	
operations,	 and	 the	 application	 of	 Boyd’s	 OODA	 loop	 in	 defeating	
the	 enemy’s	 strategy.	 It	 concludes	 with	 a	 recommendation	 for	
overcoming	 the	 speed	 versus	 accuracy	 dilemma	 through	 developing	
and	implementing	an	effective	information	strategy	in	which	“actions	
and	words”	are	congruent,	ensuring	the	accuracy	and	speed	required	to	
inform	and	influence	key	populations.		

In	March	2006,	U.S.	and	Iraqi	Special	Forces	engaged	and	defeated	a	
Jaish	al	Mahdi	(JAM)	force	responsible	for	the	murders	of	several	Iraqi	
civilians	and	Iraqi	Soldiers.	Within	an	hour	of	leaving	the	engagement	
site,	JAM	had	staged	the	bodies	of	dead	fighters	to	appear	as	civilians,	
photographed	the	scene,	and	posted	the	images	on	the	web	along	with	a	
press	release	claiming	U.S.	forces	had	killed	the	men	while	they	prayed	
in	a	mosque.		Although	U.S.	forces	photographed	and	videotaped	the	
action,	it	took	three	days	to	release	the	information.1		The	untimely	U.S.	
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release	of	information	appeared	as	a	reaction	to	enemy	propaganda	and	
resulted	in	loss	of	credibility	for	the	U.S.	effort.

In	 July	 2008,	 U.S.	 led	 coalition	 forces	 in	 Afghanistan	 stated	 they	
conducted	an	airstrike	which	killed	insurgents.2		Locals	claimed	the	air	
strike	killed	civilians.		An	investigation	revealed	the	airstrike	killed	47	
civilians	attending	a	wedding	party.3		The	speed	of	response	by	the	U.S.	
forces	resulted	in	inaccurate	statements	being	made	before	the	facts	of	
the	situation	were	fully	known.		The	dissemination	of	misinformation	
damaged	U.S.	credibility	and	gave	the	enemy	an	opportunity	to	exploit	
against	the	U.S.	effort.

In	 both	 examples,	 the	 misapplication	 of	 speed	 in	 disseminating	
information	 to	 key	 audiences	 damaged	 the	 credibility	 of	 the	 U.S.	
mission.		With	the	importance	of	information	in	today’s	irregular	warfare	
environment,	how	do	you	develop	an	effective	strategy	to	overcome	the	
speed	versus	credibility	dilemma?		An	effective	information	strategy	is	
based	on	decentralization.	Operations	planned	and	conducted	and	the	
daily	interactions	of	the	units	and	Soldiers	on	the	ground	must	send	
the	message.	Only	then	can	an	information	strategy	maintain	the	speed	
to	enable	and	enhance	action	and	bolster	the	organization’s	credibility	
due	to	enhanced	operational	effectiveness.

Credibility and Speed

Accuracy	 is	 essential	 to	 an	 effective	 information	 strategy.	 Many	
simply	 believe	 presenting	 factual	 information	 guarantees	 credibility.		
However,	 does	 accuracy	 equal	 credibility?	 Credibility	 is	 a	 condition	
based	upon	the	audiences’	perceptions	of	the	message	and	source.4	Is	
the	organization	trustworthy	and	is	the	message	believable?

The	 audience	 considers	 three	 factors	 in	 determining	 credibility:	
accuracy	of	message	content,	unbiased	presentation,	and	the	audience’s	
reaction	to	the	source.5	Any	verified	or	perceived	error	in	information	
presented	is	viewed	as	inaccuracy.	Presenting	only	one	point	of	view	of	
the	issues	or	omission	of	unfavorable	information	is	considered	bias.		
The	audience’s	reaction	to	the	source	is	based	on	the	audience’s	past	and	
present	experiences	(both	actual	and	perceived)	with	the	source.6	As	a	
condition,	credibility	must	be	developed	and	maintained	by	the	source	
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with	the	audience.	Because	it	must	be	developed	and	maintained	with	
the	audience,	credibility	must	be	oriented	toward	action	and	not	based	
solely	on	words.

Credibility	 is	developing	the	“cores	of	credibility”	–	integrity,	 intent,	
capability,	 and	 results	 –	 that	 make	 the	 communicator	 and	 the	
communicator’s	message	believable	with	key	populations.7	In	Speed of 
Trust,	 Stephen	 Covey	 goes	 to	 great	 lengths	 to	 explain	 the	 “cores	 of	
credibility”	because	they	are	the	essence	of	developing	and	maintaining	
the	condition	of	credibility.8		Integrity	is	more	than	just	honesty	and	
a	reputation	of	being	truthful.	It	is	being	congruent	with	actions	and	
words.	Intent	involves	transparency	–	no	hidden	agendas	or	motives.		
Intent	is	derived	from	the	behavior	of	the	organization	and	is	directly	
related	to	integrity.		The	audience	must	believe	the	organization	has	their	
interest	 in	 mind.	 Capabilities	 are	 displayed	 through	 professionalism	
(expertise	and	knowledge)	of	the	organization.	Lastly,	the	organization	
produces	results.	They	are	operationally	effective.	The	organization	is	
perceived	by	the	audience	to	finish	what	it	starts.9	The	application	of	or	
lack	of	adherence	to	these	“cores	of	credibility”	in	all	actions	with	the	
audience	determines	their	past	and	present	experiences	either	positive	
or	negative.		As	stated	earlier,	these	experiences	determine	the	audience’s	
reaction	to	the	organization	as	a	source	–	whether	it	is	trustworthy	and	
their	message	believable.

In	determining	the	quality	and	credibility	of	 information,	timeliness	
of	 information	 is	 required	 to	 ensure	 it	 is	 relevant	 to	 the	 audience.		
The	 requirement	 for	 currency,	 and	 the	 fact	 technology	 accelerates	
information	 delivery	 to	 the	 audience,	 makes	 speed	 an	 important	
component	of	information	strategy.		It	is	essential	to	release	information	
to	 inform	 audiences	 of	 one’s	 positive	 actions	 with	 sufficient	 speed	
to	 prevent	 the	 enemy	 from	 exploiting	 and	 discrediting	 one’s	 action	
through	the	use	of	misinformation	and	disinformation.

Speed	 is	 important	when	 reporting	unfavorable	news	 resulting	 from	
the	actions	of	friendly	forces.	Releasing	factual	information	related	to	
negative	 events	 prevents	 the	 negative	 credibility	 which	 results	 from	
allowing	 the	enemy	 to	 release	 the	 information	first.	Failure	 to	apply	
speed	 in	 releasing	news	of	negative	 action	gives	 the	 appearance	of	 a	
cover	up,	a	lack	of	transparency.	It	enhances	the	effectiveness	of	enemy	
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propaganda	 by	 allowing	 him	 to	 release	 the	 information	 first.	 The	
delayed	release	by	friendly	forces	either	becomes	an	endorsement,	or	
confirms	the	accuracy	of	 the	enemy’s	 information	thereby	 increasing	
their	credibility.10

Speed	is	most	commonly	associated	with,	and	seen	as	a	requirement	
in,	 crisis	 response	 communications.	 A	 crisis	 is	 “a	 significant	 threat	
to	 operations	 that	 can	 have	 negative	 consequences	 if	 not	 handled	
properly.”11		A	crisis	causes	an	information	vacuum.		In	crisis	response,	
speed	 is	 required	 to	 allow	 the	 organization	 to	 tell	 its	 side	 of	 the	
story	and	fill	 the	 information	void	before	the	enemy	can	do	so	with	
misinformation	or	disinformation.		However,	there	are	factors	limiting	
the	application	of	speed	in	responding	to	a	crisis	event.		The	size	of	the	
incident,	the	amount	of	confusion	created	by	the	incident,	the	location	
of	 the	 incident,	 and	 the	 ability	 to	 respond	 to	 the	 incident	 scene	 all	
affect	the	ability	to	collect	the	factual	information	required	to	quickly	
inform	audiences	of	the	incident.12

In	 February	 2007,	 an	 incident	 in	 Afghanistan	 provided	 an	 example	
of	the	risk	associated	with	applying	speed	in	response	to	a	crisis	event	
without	 collecting	 and	 confirming	 the	 facts	 and	 de-conflicting	 the	
message	within	the	organization.	A	suicide	bomber	attacked	a	Khost	
hospital	 opening	 ceremony.	 Different	 U.S.	 elements	 and	 the	 local	
media	participating	in	the	ceremony	immediately	began	to	disseminate	
different	 accounts	 of	 the	 event.	 After	 several	 weeks	 of	 attempting	
to	 correct	 the	 initial	 misinformation	 disseminated,	 the	 end	 result	
remained	unchanged.	The	local	audience	perceived	the	United	States	
to	have	intentionally	spread	disinformation	concerning	the	event.13

Dissemination	of	inaccurate	information	affects	the	“cores	of	credibility”	
of	 integrity,	 intent,	 and	 capability	 of	 the	 organization.	 Inaccurate	
information	 damages	 the	 organization’s	 reputation	 of	 truthfulness	
and	results	in	incongruence	between	actions	and	words.		It	makes	the	
organization	 look	 inconsistent	 and	 displays	 a	 lack	 of	 transparency.		
Disseminating	 inaccurate	 information	 requires	 retractions	 and	
corrections	which	in	turn	make	the	organization	look	incompetent.14		
This	does	not	mean	speed	should	be	sacrificed	to	mitigate	the	risk	to	
credibility.
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In	Ongoing Crisis Communication: Planning, Managing, and Responding,	
Timothy	 W.	 Coombs	 presents	 instances	 in	 which	 speed	 in	 crisis	
response	displayed	control	of	the	situation.	He	explains	how	a	quick	
response	demonstrates	the	organization	is	taking	action	and	is	capable	
while	a	 slow	one	displays	 incompetence.15	The	proper	application	of	
speed	in	response	demonstrates	competence	and	increases	the	capability	
element	of	the	“cores	of	credibility.”

The	 proper	 application	 of	 speed	 and	 its	 affect	 on	 credibility	 is	 not	
limited	to	crisis	response.		As	discussed,	it	holds	true	for	all	situations	
related	to	an	effective	information	strategy.		This	is	the	zero	sum	game	
of	speed	and	accuracy	in	information	strategy.		In	irregular	warfare,	this	
is	the	vulnerability	the	enemy	attacks.

The Enemy’s Strategy

In	 irregular	 warfare,	 the	 enemy	 understands	 he	 cannot	 defeat	 the	
military	forces	of	the	stronger	opponent.		Destroy	the	stronger	forces’	
credibility	 and	he	destroys	 their	 ability	 to	 inform	and	 influence	key	
audiences	in	order	to	maintain	the	support	necessary	to	succeed.		This	is	
the	intent	of	the	enemy’s	strategy.16	In	order	to	fulfill	this	strategic	intent	
and	 keep	 their	 message	 in	 front	 of	 supporters	 and	 opponents	 alike,	
the	enemy	relies	on	action	in	the	form	of	terrorism	and	intimidation.		
These	 are	 acts	 of	 violence	 conducted	 by	 the	 enemy	 to	 influence	
audiences’	 perceptions,	 cognitions,	 and	 actions.17	 In	 The Accidental 
Guerrilla,	David	Kilcullen	labeled	this	use	of	physical	action	to	achieve	
information	effects	as	“armed	propaganda.”18	These	violent	acts	have	
little	military	value	but	send	a	message	to	the	enemy’s	target	audiences	
–	their	supporters	and	opponents.	Because	negative	information	more	
easily	 influences	 than	 positive,	 these	 negative	 events	 have	 a	 greater	
impact.19	Additionally,	because	the	enemy	controls	the	time,	place,	and	
manner	of	the	violent	acts,	it	increases	their	credibility	as	a	source	and	
provides	a	level	of	legitimacy	with	the	audience.20		“Armed	propaganda”	
gains	and	maintains	active	and	passive	support	of	the	population	they	
are	fighting	for,	erodes	the	political	will	of	the	opponent,	and	separates	
the	 opposing	decision	makers	 from	 the	populace.21	 If	 terrorism	 and	
intimidation	are	designed	to	send	a	message,	the	media	is	the	messenger.
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Richard	Josten	states	“terrorism	is	strategic	communication	in	the	purest	
definition	–	message	and	action	–	utilizing	the	global	communications	
network	 more	 to	 influence	 than	 inform.”22	 Without	 the	 media,	 the	
enemy’s	“armed	propaganda”	would	be	ineffective.		It	would	not	reach	
its	target	audiences.	The	question	to	be	answered	is	why	are	national	
and	international	media	so	quick	to	disseminate	the	enemy’s	message?		
Just	 as	 negative	 information	 is	 more	 apt	 to	 influence	 than	 positive	
information,	violent	action	makes	better	news	than	peaceful,	orderly	
behavior.		According	to	Pratkanis	and	Aronson,

…editors and reporters tend to look for stories that 1) are new and timely, 
2) involve conflict or scandal, 3) concern the strange or unusual, 4) happen 
to famous or familiar people, 5) capable of  being made dramatic and 
personal, 6) simple to convey in a short space or time, 7) contain visual 
elements and, 8) fit a theme that is currently prominent in the news and 
society.23 

The	enemy	has	become	adept	at	 exploiting	 the	media.	The	Taliban’s	
media	 campaign	 drives	 the	 news	 media	 and	 commands	 headlines	
creating	the	perception	they	are	stronger	than	they	really	are.24	Their	
spectacular	attacks	gain	media	headlines	and	facilitate	their	immediate	
response	 to	 journalists	 to	 shape	 the	 story	 to	 their	 advantage.25	 The	
Taliban	 outpace	 the	 Afghan	 government	 in	 accessibility	 and	 speed	
towards	the	media.		They	make	regular	calls	and	send	text	messages	to	
journalists,	often	within	minutes	of	attacks,	to	publicize	their	actions.26	

This	“speed	strategy”	utilized	by	the	Taliban	makes	use	of	gate	keeping,	
priming,	and	framing.27	Gatekeeping	involves	intimidating	community	
leaders	and	journalists	in	order	to	prevent	them	from	making	statements	
and	 reporting	actions	unfavorable	 to	 their	 cause	or	not	giving	 them	
due	prominence	in	the	media.	Priming	involves	the	timing	of	“armed	
propaganda”	 to	 ensure	 the	 correct	 amount	of	 space	 and	 time	 in	 the	
media	 is	 devoted	 to	 their	 message.	 It	 allows	 them	 to	 command	 the	
headlines	in	the	media.	This	forces	the	audiences	to	focus	on	their	issue	
and	think	about	their	message.	The	constant	contact	and	immediate	
availability	 to	 journalists	allow	the	Taliban	to	 frame	the	 information	
in	such	a	way	that	it	will	influence	the	audience	with	the	“facts”	they	
provide.
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The	 use	 of	 “armed	 propaganda”	 and	 “speed	 strategy”	 increases	 the	
enemy’s	ability	to	control	operational	tempo	and	places	U.S.	forces	in	
a	reactionary	posture.28	Constantly	being	in	a	reactionary	posture	leads	
to	the	loss	of	initiative	which	in	turn	reduces	operational	effectiveness.		
“Armed	 propaganda”	 and	 “speed	 strategy”	 attack	 credibility	 –	 the	
intent	of	the	enemy	strategy	–	by	reducing	the	opponent’s	operational	
effectiveness.

Boyd’s OODA Loop 

Many	 attempt	 to	 apply	 John	 Boyd’s	
OODA	 (Observe,	 Orient,	 Decide,	
Act)	 loop	 in	 response	 to	 the	enemy’s	
“armed	 propaganda”	 and	 “speed	
strategy.”	 The	 application	 of	 the	
OODA	 loop	 is	 not	 incorrect	 in	 this	
environment.		It	is	just	the	application	
of	 the	 wrong	 OODA	 loop	 concept	
developed	 by	 Boyd	 –	 his	 idea	 of	
the	 rapid	 OODA	 loop	 –	 for	 the	
situation	(see	figure	1).	Boyd’s	 intent	
of	the	rapid	OODA	loop	is	to	increase	speed	in	decision	making	and	
execution	of	kinetic	action	at	the	tactical	level.29		Tactical	engagements	
require	immediate	action	and	results.

In	the	information	environment,	the	immediate	response	to	a	specific	
instance	of	“armed	propaganda”	 is	 the	release	of	public	 information.		
The	 application	 of	 speed	 in	 releasing	 public	 information	 involves	
providing	 the	 facts	 required	 to	 facilitate	 public	 safety	 to	 the	 media.		
This	limits	the	enemy’s	ability	to	frame	the	“facts”	of	the	incident	with	
misinformation	 and	 disinformation	 and	 increases	 one’s	 credibility	
by	showing	control	over	the	situation	as	well	as	concern	for	the	local	
populace.	Because	the	organization	reacts	to	a	specific	event	which	is	
part	 of	 an	 overall	 strategy	 designed	 to	 influence,	 it	 is	 impossible	 to	
counter	the	way	the	specific	event	has	influence	after	the	fact.		It	is	the	
same	as	directly	refuting	each	piece	of	enemy	propaganda	produced.30		
One	 cannot	 “out-loop”	 and	 disrupt	 the	 enemy’s	 OODA	 loop	 by	
applying	the	rapid	OODA	loop	in	a	reactionary	state.		The	application	
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Figure 1: Traditional Rapid OODA 
Loop
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of	 the	 rapid	 OODA	 loop	 in	 this	 environment	 causes	 a	 trade-off	
between	speed	and	accuracy	of	 information	resulting	in	the	inability	
to	develop	and	maintain	credibility.		By	pursuing	this	course	of	action,	
the	enemy’s	use	of	“armed	propaganda”	and	“speed	strategy”	disrupts	
his	opponent’s	ability	 to	produce	 long	term	effects.	The	opponent	 is	
in	a	constant	reactionary	state	and	cedes	the	 initiative	to	the	enemy.		
The	application	of	the	OODA	loop	in	effective	information	strategy	
goes	beyond	Boyd’s	 idea	of	 the	 rapid	OODA	loop	to	his	 later	work	
concerning	operational	and	strategic	level	strategies.

Boyd	later	expanded	the	OODA	loop	theory	to	support	his	strategic	
perspective	(see	figure	2).		As	figure	2	depicts,	Boyd’s	expanded	OODA	
loop	 is	 much	 more	 detailed	 and	 complicated	 than	 his	 earlier	 rapid	
OODA	 loop	concept.	This	 expanded	 theory	 is	based	on	 interaction	
and	isolation.		Success	depends	on	sustaining	and	improving	the	ability	
to	interact	within	the	operating	environment	and	to	isolate	the	enemy	
by	limiting	his	ability	to	interact	within	that	same	environment.32	

Boyd	argues	that	interaction	and	isolation	occur	on	three	levels:	physical,	
mental,	and	moral.		Physical	interaction	occurs	with	the	exchange	of	
matter,	energy,	and	information	with	others	outside	of	the	organization	
–	 friend	 and	 foe.33	 The	 physical	 includes	 both	 communication	 and	
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actions	conducted	with	 the	outside	world.	Mentally	an	organization	
interacts	 by	 gathering	 and	 assessing	 the	 information	 from	 varying	
sources	 in	 order	 to	 develop	 mental	 images	 and	 impressions	 and	
matching	those	with	the	events	occurring	around	the	organization.34	
It	 is	 properly	 identifying	 positive	 and	 negative	 trends	 and	 changes	
to	 those	 trends	 in	 the	 environment	which	direct	 appropriate	 action.	
Moral	 interaction	 occurs	 by	 preventing	 mismatches	 in	 words	 and	
deeds.	It	is	abiding	by	the	“code	of	conduct	and	standards	of	behavior	
one	 is	 expected	 to	 uphold.”35	 Sustaining	 and	 improving	 interaction	
with	the	environment	is	developing	and	maintaining	credibility	with	
key	audiences.

Isolation	 limits	 the	 opponent’s	 ability	 to	 sustain	 and	 improve	 his	
interaction	 with	 the	 environment.	 In	 the	 physical	 realm,	 he	 cannot	
gain	 support	 from	 others;	 mentally,	 he	 cannot	 make	 sense	 of	 his	
surroundings;	 morally,	 he	 fails	 to	 abide	 by	 the	 code	 of	 conduct	 or	
standards	of	behavior	deemed	acceptable.36	The	opponent	is	unable	to	
develop	and	maintain	credibility.

According	 to	Boyd,	 interaction	with	 the	operating	environment	 is	 a	
constant	loop	that	begins	with	observation.	Observation	provides	the	
information	 necessary	 for	 interaction	 in	 the	 mental	 realm.	 It	 is	 the	
primary	 source	 of	 new	 information	 which	 influences	 decisions	 and	
action.	As	part	of	the	constant	loop,	observation	collects	feedback	in	
the	form	of	assessment	of	friendly	actions	including	the	reactions	of	the	
enemy	and	reactions	and	perceptions	of	key	audiences.	However,	all	
this	information	is	meaningless	without	proper	orientation.

Boyd’s	expanded	OODA	loop	places	orientation	in	the	central	location,	
influencing	 all	 other	 elements	 of	 the	 loop.	Orientation	provides	 the	
vision,	 focus,	 and	 direction	 to	 process	 the	 information	 gathered	 by	
observation,	and	guide	and	control	action.37	It	dictates	one’s	ability	to	
interact	in	the	physical	and	moral	realms.	Orientation	is	the	adaptive	
portion	of	the	loop.		ecause	the	environment	is	constantly	changing,	
one’s	orientation	must	continue	to	grow,	evolve,	and	adapt	to	interact	
with	 the	 environment.	 It	 detects	 changes	 in	 the	 environment	 and	
facilitates	the	necessary	organizational	adaptability	to	interact	with	the	
environment	and	operate	within	the	opponent’s	OODA	loop	isolating	
him	from	the	environment.	Proper	orientation	facilitates	speed	in	the	
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physical	level	but	more	importantly	it	allows	one	to	set	a	tempo	that	
isolates	 the	opponent	 in	the	mental	 realm	and	 limits	 the	opponent’s	
ability	to	adapt	to	the	changing	situation.38

Information Strategy 

Irregular	 warfare	 doctrine,	 specifically	 counterinsurgency	 doctrine,	
stresses	 the	 importance	 of	 information	 and	 an	 indirect	 approach	 in	
winning	 and	maintaining	 the	 support	of	key	populations.39	Current	
U.S.	 practice	 establishes	 Information	 Operations	 (IO)	 as	 a	 separate	
Line	 of	 Operation	 (LOO)	 or	 as	 a	 LOO	 encompassing	 all	 other	
LOOs.40	The	concept	is	correct	–	all	action	sends	the	correct	message	
–	but	the	application	is	incorrect.	FM	3-24	describes	all	information	
requirements	–	public	information,	command	information,	expectation	
management,	 media	 engagement,	 influence	 operations,	 counter-
propaganda,	 Soldier/leader	 interaction,	 etc.	 –	 as	 IO	 and	 activities	
within	the	IO	LOO.41	By	definition	and	doctrine,	IO,	as	a	function,	
is	an	information	activity	designed	to	achieve	specific	effects	–	attack	
adversarial	human	and	automated	decision	making	and	protect	friendly	
forces’	decision	making	–	 just	 as	Psychological	Operations	 (PSYOP)	
and	Public	Affairs	(PA)	are	information	activities	designed	to	achieve	
specific	effects	in	support	of	the	operation.42

The	misapplication	of	IO	degrades	the	intended	function	of	IO	and	
limits	the	effectiveness	and	capabilities	of	other	information	activities	by	
centralizing	all	information	requirements	under	IO.	Decentralization	
flattens	 the	 organization	 and	 increases	 operational	 effectiveness.		
Decentralization	 facilitates	 integrating	 all	 information	 activities	 into	
operational	 planning.43	 Properly	 placing	 information	 requirements	
back	under	the	appropriate	information	activities	allows	access	of	those	
trained	and	responsible	for	planning	and	executing	those	activities	to	the	
planning	process	and	the	commander.	Properly	defining	information	
strategy	and	applying	it	as	the	all-encompassing	LOO	would	increase	
operational	effectiveness	and	provide	the	decentralization	required	to	
properly	employ	all	information	activities	in	irregular	warfare.

Defining	information	strategy	as	the planning, coordination, and execution 
of kinetic and non-kinetic operations in conjunction with all information 
activities (strategic communication,44 PA, PSYOP, and IO) in order to 
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send a consistent message to key audiences enabling the achievement of the 
military and ultimately the political end facilitates	decentralization	and	
congruency	in	word	and	deeds.	This	decentralization	and	congruency	
would	increase	the	speed	of	information	dissemination	and	credibility	
of	the	organization	increasing	operational	effectiveness.

Effective	 information	 strategy	 (see	 figure	 3)	 is	 a	 continuous	 process	
of	 analysis,	 coordination,	planning,	 execution,	 and	assessment.	Both	
kinetic	and	non-kinetic	operations	require	utilizing	Boyd’s	expanded	
OODA	loop	to	be	effective.	All	actions	must	be	based	on	the	proper	
observations	and	orientation.		Information	strategy	must	be	pre-active,	
pro-active,	 and	 reactive.45	 Although	 depicted	 on	 the	 chart	 as	 being	
sequential	stages,	pre-active	and	pro-active	are	continuous,	overlapping	
functions.		
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Observation	in	the	pre-active	and	pro-active	stages	identifies	existing	
trends	and	changes	to	those	trends	within	key	audiences	and	in	enemy	
activity.	 Proper	 orientation	 provides	 the	 flexibility	 and	 adaptability	
enabling	effective	 exploitation,	mitigation,	 and	 the	ability	 to	 change	
established	and	developing	trends	in	order	to	achieve	the	desired	effects	
necessary	to	reach	the	military	and	political	objectives.	The	pre-active	
and	 pro-active	 stages	 are	 designed	 to	 anticipate	 shock	 points	 in	 the	
established	trends	and	limit	the	need	for	the	reactive	stage.		Anticipation	
of	shock	points	is	not	limited	to	potential	events	resulting	from	enemy	
action.		The	current	civilian	casualties	situation	in	Afghanistan	provides	
an	excellent	example	of	a	shock	point	resulting	from	the	action	of	U.S.	
forces.	 The	 initial	 incident	 in	 early	 2007	 which	 made	 international	
media	headlines	can	be	considered	the	actual	shock	point.	All	of	the	
following	events	are	related	crisis	events	exploited	by	the	enemy.	These	
events	continue	to	generate	negative	consequences	to	U.S.	operations.

Pre-active	activities	encompass	Boyd’s	three	levels	–	physical,	mental,	
and	moral.	The	organization	interacts	with	the	environment	to	gather	
and	 assess	 information.	 It	 matches	 the	 information	 with	 on-going	
events	 and	 identifies	 trends	 and	 changes	 required	 to	 those	 trends	 to	
determine	 appropriate	 future	 action.	 Pre-active	 activities	 shape	 the	
environment	in	favor	of	the	organization.

Engaging	 audiences,	 engaging	 media,	 and	 building	 rapport	 provide	
the	social	networking	necessary	to	shape	the	information	environment.		
Engaging	 audiences	 involves	 two-way	 communication	 creating	
stable	 relationships,	 not	 just	 selling	 the	 organization	 or	 its	 cause.		
Engaging	the	media	establishes	contact	with	journalists	and	facilitates	
accessibility	of	 the	organization	to	the	media	 in	such	a	manner	they	
will	seek	out	information	from	the	organization.		It	is	congruent	with	
building	rapport.	Building	rapport	develops	the	“cores	of	credibility”	of	
integrity,	intent,	and	capability	with	each	audience.	This,	coupled	with	
“actions	equal	words”	pro-active	activities,	develops	and	maintains	the	
organization’s	credibility.

Social	media	is	an	emerging	set	of	technologies	utilized	to	disseminate	
information	outside	of	mainstream	media	 sources.	The	use	of	 social	
media	 increases	 speed	 of	 information	 dissemination	 and	 interaction	
with	key	 audiences.	 Social	media,	 in	 the	 form	of	blogs,	 e-mail,	 and	
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sites	 such	 as	 YouTube,	 Facebook,	 Twitter,	 etc.,	 decentralizes	 the	
responsibility	 of	 publishing	 information	 from	 organizations	 to	 the	
individual.	 Additionally,	 mainstream	 media	 is	 incorporating	 social	
media	 through	 their	 use	 of	 the	 sites	 listed	 above	 to	 encourage	 the	
“man	 on	 the	 street”	 to	 send	 information	 directly	 to	 local,	 national,	
and	international	news	outlets.	An	effective	information	strategy	must	
incorporate	 this	 technology	 into	 pre-active	 activities	 to	 inform	 and	
influence	key	audiences	and	maintain	the	initiative	in	the	information	
environment.	 Implementation	 of	 this	 decentralized	 method	 of	
information	dissemination	will	require	efficient	policies,	training,	and	
operational	 guidance	 to	 effectively	 use	 social	 media	 in	 information	
strategy.

Effective	counter-propaganda	does	not	get	caught	up	 in	 the	 reactive	
cycle	of	attempting	to	directly	refute	each	piece	of	enemy	propaganda.		
This	reactive	mentality	only	draws	attention	to	the	enemy’s	action	and	
propaganda.	Effective	counter-propaganda	will	isolate	the	enemy	from	
interacting	with	key	audiences	by	discrediting	the	enemy	as	a	source	as	
well	as	his	message.	Identifying	the	enemy’s	propaganda	themes	enables	
counter-propaganda	efforts	 to	become	part	of	planned	Psychological	
Operations	 (PSYOP)	 programs	 and	 public	 information.	 Routine	
PSYOP	products,	public	information,	and	Soldier	interaction	with	key	
audiences	should	counter	the	enemy’s	themes	without	directly	calling	
attention	to	the	enemy’s	propaganda	products.	An	excellent	example	of	
counter-propaganda	is	the	routine	release	of	messages	from	respected	
Muslims	denouncing	the	extremist	use	of	suicide	bombers,	the	killing	
of	innocent	Muslims,	and	other	atrocities	carried	out	under	the	banner	
of	 Jihad.	 It	 attacks	 the	 enemy’s	 theme	of	 jihad,	 their	 legitimacy	and	
creates	 a	 negative	 reaction	 in	 the	 audience	 when	 the	 atrocities	 are	
continued.	It	discredits	the	enemy	with	the	key	audiences.	

Expectation	management	involves	keeping	all	audiences	informed	of	the	
actions	and	goals	of	friendly	forces	and	the	government.	Transparency	is	
a	vital	component	of	expectation	management.	Keeping	the	audiences	
informed	limits	rumors	which	feed	the	unrealistic	expectations	of	the	
audiences.	The	organization	must	monitor	perceptions	and	expectations	
of	the	populace	and	provide	consistent	messaging	of	future	conditions	
and	goals	that	do	not	exceed	the	abilities	of	the	organization.	Effective	
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expectation	management	supports	the	“cores	of	credibility”	of	intent,	
capability,	and	results.					

Pro-active	activities	encompass	Boyd’s	physical	and	moral	levels.		It	is	
the	physical	interaction	of	the	unit	and	the	Soldiers	with	key	audiences	
–	 the	 destruction	 of	 enemy	 forces,	 security	 operations,	 training	
partnered	national	security	forces,	infrastructure	development,	etc.,	as	
well	as	 information.	This	Soldier/leader	 interaction,	regardless	of	 the	
mission,	occurs	whenever	Soldiers	are	out	in	the	populace.	It	 is	how	
they	interact	with	and	treat	the	populace	while	conducting	operations.		
Pro-active	activities	establish	the	moral	element	of	Boyd’s	three	levels	
–	 the	code	of	 conduct	 and	 standards	of	behavior	one	 is	 expected	 to	
uphold	–	essential	for	credibility.	Pro-active	activities	maintain	all	the	
“cores	of	credibility.”

Additionally,	 pro-active	 activities	 employ	 action	 and	 information	
to	defuse	 threats	 to	 current	positive	 trends	 and	 risk	management	 to	
prevent	crises.	Defusing	threats	include	actions	taken	to	reduce	the	risk	
of	 the	 enemy	creating	a	 shock	point	 in	 current	 trends	or	producing	
crises.	 Risk	 management	 consists	 of	 Rules	 of	 Engagement	 (ROE),	
Escalation	of	Force	 (EOF),	 and	other	policies	 implemented	 to	 limit	
negative	perceptions	and	the	creation	of	a	crisis	by	friendly	forces.

The	reactive	stage	is	only	executed	as	a	crisis	response	to	a	specific	crisis.		
The	purpose	of	the	reactive	stage	is	to	restore	order	and	maintain	the	
credibility	 of	 the	 organization	 and	 mission.	 As	 stated	 earlier,	 crisis	
response	deals	primarily	with	dissemination	of	public	information	and	
action	to	ensure	public	safety.	Speed	in	release	of	public	information	
prevents	the	enemy	from	exploiting	the	event	through	the	dissemination	
of	misinformation	and	disinformation.

Conclusion

The	 trade-off	 between	 accuracy	 and	 speed	 in	 the	 information	
environment	 creates	 a	 zero	 sum	 game.	 Both	 are	 intertwined	 with	
the	 “cores	 of	 credibility”	–	 integrity,	 intent,	 capability,	 and	 results	 –	
required	to	develop	credibility	with	key	audiences.		Accuracy	requires	
time	to	collect	information	sacrificing	speed;	speed	sacrifices	accuracy.		
Inaccuracy	in	information	damages	integrity,	intent,	and	capability	–	
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the	message	and	source	are	untruthful,	have	hidden	agendas,	and	the	
source	 is	 incompetent.	Lack	of	 speed	damages	 intent	 and	 capability	
–	implies	a	cover-up,	a	lack	of	transparency	and	incompetence	due	to	
lack	of	control.

Unable	 to	 defeat	 the	 military	 forces	 of	 the	 stronger	 opponent,	 the	
enemy	attacks	 the	counterinsurgent’s	credibility	 in	order	 to	 limit	his	
ability	to	gain	and	maintain	the	support	of	key	audiences.	The	enemy’s	
strategies	of	“armed	propaganda”	and	“the	speed	strategy”	exploit	the	
speed	versus	accuracy	dilemma.	“Armed	propaganda”	and	“the	speed	
strategy”	allow	the	enemy	to	control	operational	tempo	and	seize	the	
initiative,	and	places	U.S.	forces	in	a	constant	reactionary	state.

The	misapplication	of	the	rapid	OODA	loop	by	U.S.	forces	in	reaction	
to	a	crisis	will	not	“out-loop”	and	disrupt	the	enemy’s	OODA	loop.		
Additionally,	the	centralization	of	all	information	requirements	under	
the	information	activity	of	IO	degrades	the	function	of	IO	and	limits	
the	capabilities	of	other	 information	activities.	Application	of	Boyd’s	
expanded	OODA	loop	coupled	with	an	 information	strategy	 that	 is	
pre-active	and	pro-active	anticipates	negative	trends	and	potential	shock	
points	in	positive	trends	and	facilitates	setting	operational	tempo	and	
maintaining	initiative.	Defining	information	strategy	as	the planning, 
coordination, and execution of kinetic and non-kinetic operations in 
conjunction with all information activities (strategic communication, PA, 
PSYOP, and IO) in order to send a consistent message to key audiences 
enabling the achievement of the military and ultimately the political 
end facilitates	 decentralization	 and	 congruency	 in	 words	 and	 deeds.		
Decentralization	of	information	activities	creates	a	flatter	organization	
allowing	those	responsible	for	planning	and	executing	those	activities	
access	 to	the	planning	process	and	the	commander.	 	Because	kinetic	
and	non-kinetic	operations	planning	and	execution	are	conducted	in	
conjunction	with	all	information	activities,	the	interaction	of	units	and	
Soldiers	on	the	ground	and	actions	send	the	organization’s	message	to	
key	audiences.		The	application	of	information	strategy	at	all	operational	
levels	 (tactical,	 operational,	 and	 strategic)	 in	 this	 manner	 maintains	
the	speed	and	accuracy	to	enable	and	enhance	action	and	bolster	the	
organization’s	credibility	due	to	enhanced	operational	effectiveness.
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The	volatile,	uncertain,	complex,	and	ambiguous	environment	of	
the	information	age	has	accentuated	the	necessity	of	a	strategic	
communication	 paradigm	 that	 can	 effectively	 articulate	 our	

national	policies	and	interests.		

United	 States	 (U.S.)	 military	 units	 are	 not	 sufficiently	 organized	 or	
trained	to	analyze,	plan,	and	integrate	the	full	spectrum	of	resources	
available	 to	 promote	 America’s	 interests.1	 Military	 commanders	 at	
the	 theater	 strategic,	 operational,	 and	 tactical	 levels	 are	 nonetheless	
challenged	 with	 the	 vital	 task	 of	 how	 to	 successfully	 communicate	
information	and	ideas	to	multiple	audiences,	local	and	international,	
individually	and	simultaneously,	as	we	fight	in	the	counterinsurgencies	
of	Iraq	and	Afghanistan.	

Strategists	in	both	wars	agree	with	classic	counterinsurgency	(COIN)	
theorists	that	the	real	fight	is	 for	the	support	of	the	population,	and	
that	 communication	 is	 essential	 to	 victory.2	 Of	 equal	 importance	 is	
ensuring	 that	 timely,	 accurate,	 and	 positive	 information	 concerning	
these	 wars	 is	 presented	 to	 the	 policy	 makers	 and	 citizens	 of	 the	
coalition	partners	participating	in	the	wars	with	their	national	treasures	
and	 the	blood	of	 their	 soldiers.	Unfortunately,	 the	U.S.	military	has	
been	historically	ineffective	in	communicating	accurate,	truthful,	and	
positive	 information	 to	 these	 populations	 and	 international	 target	
markets	 because	 of	 a	 failure	 to	 expedite	 information	 in	 a	 proactive	
manner.		Consequently,	the	information	initiative	is	lost	and	the	result	
is	a	reaction	to	the	enemy’s	disinformation	strategy.	The	U.S.	military	
has	 failed	 to	 achieve	 the	desired	 information	 effects	 at	 the	 strategic,	
operational,	 and	 tactical	 levels	 due	 to	 a	 passive/reactive	 approach	 to	
Strategic	Communication	(SC).		
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Military	 doctrine	 does	 not	 adequately	 address	 this	 challenge.	 The	
enemy	is	acutely	skilled	at	exploiting	the	24/7	news	cycle	to	exaggerate,	
twist,	 and	 distort	 the	 truth	 in	 order	 to	 discredit	 the	 host	 nation	
government	and	villainize	coalition	and	U.S.	forces	in	the	eyes	of	the	
local	population,	the	Muslim	people,	and	the	international	media.	Al	
Qaeda	 understands	 that	 today’s	 information	 age	 has	 fundamentally	
changed	not	only	the	speed	of	how	people	communicate,	but	also	how	
people	form	their	opinions.3	All	the	enemy	needs	is	an	event,	not	facts,	
to	 exploit	 their	message.	Abu	Ghraib	 is	 a	painful	 example	of	how	a	
tactical	event	can	have	incredible	strategic	implications.	

The	 general	 themes	 and	 messages	 provided	 by	 Central	 Command	
(CENTCOM),	the	International	Security	and	Assistance	Force	(ISAF),	
and	North	Atlantic	Treaty	Organization	 (NATO),	do	not	constitute	
strategic	or	operational	level	guidance	outlining	a	proactive	approach	
to	SC	in	the	Afghan	Theater.4	This	paper	provides	a	recommendation	
for	a	SC	model	for	future	operational	level	headquarters	as	they	enter	
into	a	COIN	environment.	

Key Definitions

The	United	States	Government	(USG)	uses	SC	to	provide	top-down	
guidance	 relative	 to	 using	 the	 informational	 instrument	 of	 national	
power	in	specific	situations.	It	is	defined	as:		

The focused USG processes and efforts to understand and engage key 
audiences to create, strengthen, or preserve conditions favorable to 
advancing national interests and objectives through the use of  coordinated 
information, themes, messages, and products synchronized with the actions 
of  all instruments of  national power.5  

The	primary	military	activities	that	support	SC	themes	and	messages	are	
information	operations	(IO),	public	affairs	(PA),	and	defense	support	
to	public	diplomacy	(DSPD).	Joint	Pub	3-13,	Information Operations,	
defines	IO	as:	

The integrated employment of  the core capabilities of  electronic warfare, 
computer networks operations, psychological operations, military deception, 
and operations security in concert with specified supporting and related 
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capabilities, to influence, disrupt, corrupt or usurp adversarial human and 
automated decision making while protecting our own.6  

Joint	 Pub	 1-02,	 Department of Defense Dictionary of Military and 
Associated Terms, defines	PA	as	“those	public	 information,	command	
information,	and	community	relations	activities	directed	toward	both	
the	 external	 and	 internal	 publics	 with	 interest	 in	 the	 Department	
of	 Defense	 (DOD).”7	 The	 same	 document	 defines	 DSPD	 as	 “those	
activities	 and	 measures	 taken	 by	 DOD	 components	 to	 support	 and	
facilitate	USG	public	diplomacy	efforts.”8		

Operationalizing Strategic Communication

SC	employed	at	 the	operational	 level	 in	COIN	is	designed	 to	effect	
the	 perceptions,	 attitudes	 and	 beliefs	 of	 target	 audiences	 in	 support	
of	USG	objectives.	Effectively	employing	the	communications	means	
listed	in	the	previous	paragraph	is	important	in	achieving	the	desired	
information	 effects.	 But	 actions	 speak	 louder	 than	 words.	 What	 a	
military	unit	does	also	 sends	a	SC	message,	 and	arguably	 this	 is	 the	
message	that	the	target	populations	receives	most	effectively.	Military	
commanders	must	be	cognizant	of	this	and	what	must	be	anticipated	
and	incorporated	in	the	overall	plan.9

This	makes	SC	an	offensive	resource	and	much	more	than	just	individual	
stories	and	interviews	to	be	placed	in	different	media	venues	as	a	result	
of	an	event.	SC	is	comprised	by	everything,	kinetic	and	non-kinetic,	
that	is	done	on	the	battlefield	and	throughout	the	Area	of	Operation	
(AO)	and	Area	of	Interest	(AI)	to	achieve	an	information	effect.		

As	a	principle	of	war,	the	term	offensive	is	synonymous	with	initiative.		
The	 surest	 way	 to	 accomplish	 an	 assigned	 mission	 is	 to	 gain	 and	
exploit	 the	 initiative	 and	 to	 force	 an	 enemy	 to	 react	 in	 a	 desired	
and	 anticipated	 manner.	 Military	 commanders	 desire	 the	 initiative	
to	 control	 their	 environment	 and	 impose	 their	will	 on	 the	 enemy.10		
By	 employing	 SC	 as	 an	 offensive	 resource	 it	 is	 operationalized	 and	
more	 effectively	 synchronized	 in	 operational	 plans	 (OPLANs).	 The	
operationalization	of	SC	will	establish	an	offensive,	aggressive	approach	
in	 the	 employment	 of	 this	 essential	 line	 of	 operation	 (LOO)	 in	 the	
COIN	fight.	The	center	of	gravity	(COG)	for	both	the	insurgent	and	
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counterinsurgent	at	the	operational	and	tactical	level	is	the	population.		
The	 first	 step	 to	 gaining	 the	 initiative	 from	 the	 insurgent	 is	 to	
understand	how	they	are	communicating	their	messages	to	the	people	
and	 what	 the	 effectiveness	 of	 that	 message	 is.	With	 that	 knowledge	
the	 counterinsurgent	 can	 then	 formulate	 a	 plan	 that	 will	 force	 the	
insurgent	to	react	to	the	environmental	and	information	effects	created	
by	an	offensive,	aggressive	SC	strategy.	While	this	will	be	a	challenge	
because	it	is	impossible	to	control	the	information	environment	100%	
of	the	time,	maintaining	the	flexibility	to	react	rapidly	and	truthfully	to	
unpredictable	events	can	undermine	the	insurgent’s	message.		

In	 order	 to	 effectively	 accomplish	 this	 concept,	 SC	 should	 be	
prioritized	as	 a	LOO	on	equal	 footing	 in	 the	COIN	spectrum	with	
security,	governance,	and	development,	ensuring	continuous	strategic,	
operational,	 and	 tactical	 leadership	 attention	 and	 input	 across	 the	
information	 environment.	 The	 steps	 in	 developing	 this	 offensive	
model	can	be	identified	by	answering	the	“five	W’s”	(why,	who,	where,	
what,	when),	and	most	importantly	the	“how”	of	the	counterinsurgent	
strategic	communication	environment.		

The	first	step	is	answering	the	“why.”	This	will	identify	what	information	
effect	we	wish	to	achieve	in	the	macro	as	well	as	with	each	target	audience.		
Step	two	is	“who	and	where.”	Who	are	the	target	audiences	that	the	
counterinsurgent	is	trying	to	reach	and	where	do	they	reside?	There	are	
risks	of	unintended	negative	second	and	third	order	information	effects	
when	delivering	an	effective	message	to	the	desired	target	audience.	The	
key	to	this	step	is	how	to	effectively	synergize	or	mitigate	that	risk	in	the	
information	environment.	Step	three	is	“what.”	What	are	the	messages	
that	we	want	to	be	accepted	by	each	target	audience?	Step	four	is	the	
“when.”	When	do	we	send	the	messages	and	at	what	are	the	frequency	
of	the	messages	to	specific	target	audiences.	Finally,	the	“how”	is	the	
most	important,	and	it	is	two-fold.	How	do	we	deliver	the	messages?		
What	 is	 the	best	vehicle	 for	delivery	to	the	desired	target	audiences?	
A	message	can	be	delivered	kinetically	or	non-kinetically,	by	action	or	
deed,	through	the	media	or	through	interpersonal	communication	that	
can	achieve	the	desired	effect	at	the	tactical,	operational,	or	strategic	
level	 individually,	sequentially,	or	simultaneously.	Additionally,	when	
delivering	the	message	by	interpersonal	means	the	U.S.	messenger	may	
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not	be	the	most	effective.	Instead	key	influencers	within	the	cultural	
milieu	of	 the	 target	 audience	 (TA)	 could	 act	 as	 a	principle	 agent	 to	
achieve	 the	 best	 information	 effects.	 The	 second	 “how”	 is	 the	 most	
difficult.	How	do	we	measure	the	effectiveness	of	the	message	within	
each	target	audience?

Why Strategic Communication Needs to be a Separate Line of 
Operation

The	USG	instruments	of	national	power	are	expressed	in	the	acronym	
DIME	standing	for	diplomatic,	information,	military,	and	economic	
elements.	 Diplomacy	 is	 the	 principal	 instrument	 for	 engaging	 with	
other	states	and	foreign	groups	to	advance	U.S.	values,	interests,	and	
objectives.	 The	 informational	 instrument	 is	 diverse	 and	 purposely	
has	no	single	center	of	control.	As	part	of	the	U.S.	Constitution	and	
the	right	to	freedom	of	speech,	information	is	freely	exchanged	with	
minimal	 government	 control.	 Information	 available	 from	 multiple	
sources	influences	domestic	and	foreign	audiences	including	citizens,	
adversaries,	 and	 governments.	 The	 USG	 uses	 SC	 to	 provide	 top-
down	guidance	and	focus	in	specific	situations	for	specific	themes	and	
messages.	The	purpose	of	the	military	instrument	of	national	power	is	
to	fight	and	win	the	nations	wars.	The	economic	instrument	is	the	free	
market	economy	itself.		In	keeping	with	U.S.	values	and	constitutional	
imperatives,	individuals	and	entities	have	freedom	of	action	worldwide.	
The	 USG’s	 financial	 strategies	 and	 resources	 support	 the	 economic	
instrument	of	national	power.11

There	 is	 a	 clear	 parallel	 between	 our	 instruments	 of	 national	 power	
and	 the	 traditional	 COIN	 LOOs.	 Joint	 Publication	 1-02	 defines	 a	
LOO	as	“a	logical	line	that	connects	actions	on	nodes	and/or	decisive	
points	 related	 in	 time	 and	 purpose	 with	 an	 objective.”12	 LOOs	 are	
used	 for	 synchronizing	 operations	 against	 enemies	 that	 hide	 among	
the	populace.	A	plan	based	on	LOOs	coordinates	the	actions	of	joint,	
interagency,	 multinational,	 and	 host	 nation	 (HN)	 forces	 toward	 a	
common	purpose.	Each	LOO	represents	a	methodology	along	which	
the	HN	government	and	COIN	force	commander	intend	to	counter	
and	gain	the	initiative	over	the	insurgent	strategy.	The	desired	end	state	is	
the	acceptance	by	the	people	of	the	legitimacy	of	the	HN	government.13	
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Field	Manuel	 (FM)	3-24,	Counterinsurgency,	 lists	examples	of	COIN	
LOOs	as:	Combat	Operations/Civil	Security	Operations,	HN	Security	
Forces,	Essential	Services,	Governance,	and	Economic	Development.14	
The	FM	uses	 the	figure	below	to	represent	the	 individual	LOOs	as	a	
single	strand	of	rope.	Once	intertwined	the	rope	becomes	stronger	than	
the	individual	strands.	“The	overall	COIN	effort	is	further	strengthened	
through	IO,	which	support	and	enhance	operations	along	all	LOOs	by	
highlighting	the	successes	along	each	one.”15		

Figure 1: The strengthening effect of interrelated logical lines of operations16

Combined	 Joint	 Task	 Force	 (CJTF)-82	 used	 the	 same	 approach	 as	
depicted	in	FM	3-24	as	it	developed	LOOs	for	Operation	Enduring	
Freedom	(OEF)	VIII	replacing	IO	for	SC	in	order	to	better	incorporate	
all	informational	capabilities	and	resources	available	to	an	operational	
level	 headquarters.	 As	 the	 headquarters	 prepared	 for	 the	 Mission	
Readiness	 Exercise	 a	 specific	 decision	 was	 made	 not	 to	 place	 SC	 as	
a	 separate	LOO	because	 it	was	 felt	 that	SC	was	 an	 essential	part	of	
each	of	the	identified	LOOs:	security,	governance	and	development	–	
exactly	as	depicted	in	figure	1.		In	retrospect,	there	was	an	inherent	flaw	
in	this	logic.	Once	CJTF-82	deployed,	the	operational	level	plan	was	
assessed	and	evaluated	on	a	monthly	basis.	Objective	 and	 subjective	
metrics	of	the	commander’s	vision	of	the	desired	end	state	of	each	LOO	
were	reviewed	with	the	task	force	leadership	at	monthly	Commander’s	
Operational	Assessment	Briefing	(COAB).	Unfortunately,	even	though	
it	was	a	function	of	security,	development	and	governance,	there	was	
no	 specific	 evaluation	 criteria	 associated	 with	 SC.	 Consequently	 SC	
was	not	synchronized	and	coordinated	across	the	LOOs	with	a	specific	
objective,	but	rather	addressed	in	each	LOO	individually.	The	outcome	
was	a	SC	plan	that	was	not	as	effective	as	it	could	have	been.	It	did	not	
have	an	overarching	plan	focusing	efforts	at	the	desired	target	audiences	
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(people,	military,	and	government)	that	quickly	exploited	the	successes	
of	the	Afghan	people	and	government	while	also	uncovering	the	brutal	
tactics	of	the	enemy	in	their	war	against	people	of	Afghanistan.	What	
was	missing	by	not	having	SC	as	a	separate	LOO	was	a	vision	from	the	
commander	of	what	the	informational	end	state	should	be.

The	key	to	an	offensive	information	environment	lies	in	clearly	stated	
information	intent.	Subordinate	commanders	need	a	vision	of	what	the	
commander	wants	the	information	environment	to	look	like	at	the	end	
of	the	military	operation.	This	articulates	what	the	desired	perceptions	
and	attitudes	of	the	TAs	are,	and	what	are	the	information	capabilities	
of	the	enemy	at	the	conclusion	of	the	operation.17

In	On War,	Carl	 von	Clausewitz	 famously	 identifies	 a	 trinity	of	 the	
people,	the	military,	and	the	government.	Clausewitz	argued	that	the	
active	 support	 of	 each	 segment	 was	 critical	 to	 success.18	 This	 trinity	
remains	as	relevant	in	the	COIN	struggle	today	as	ever.	In	American	
society,	and	arguably	every	society	 in	 this	 information	age	of	a	24/7	
news	cycle,	the	media	plays	a	unique	and	important	role	by	serving	as	
the	critical	information	link	among	the	three	elements.19	The	effective	
conduct	of	military	operations	demands	effective	communication	with	
the	people.	Successful	SC	is	the	ability	to	exploit	the	information	link.

Security,	 governance,	 and	 development	 mirror	 the	 instruments	 of	
national	 power	 of	 military,	 diplomacy	 and	 economics.	 The	 missing	
LOO	 is	 SC	 to	 mirror	 information.	 Using	 SC	 as	 an	 offensive	 tool	
places	it	as	a	separate	LOO	on	equal	footing	in	the	COIN	construct	
as	 security,	 governance	 and	development.	 It	would	 require	 a	desired	
end	state	articulated	by	the	commander	and	objective	and	subjective	
measures	of	effectiveness	(MOE)	as	well	as	measures	of	performance	
(MOP)	to	assess	its	progress	and	effectiveness	in	the	same	manner	as	
the	other	LOOs.

How the Insurgent Employs Strategic Communication

If	resistance	is	equal	to	means	times	will20	–	the	ability	of	the	insurgent	
to	maintain	their	fight	against	the	HN	is	in	direct	relation	to	the	will	
of	the	people	to	provide	active	or	passive	support.	SC	influences	the	
will	of	the	people	and	their	perception	of	how	the	HN	government	and	
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the	coalition	forces	that	are	supporting	them	can	provide	for	the	needs	
of	the	people.	Insurgents	use	SC	to	affect	perceptions,	attitudes,	and	
beliefs	as	well.	These	perceptions	become	reality	and,	as	was	described	
in	Clausewitz’s	trinity,	is	the	bond	that	either	unites	the	people	to	the	
government,	or	to	the	insurgent.		

Yet	the	insurgent’s	SC	has	no	responsibility	to	be	truthful	and	freely	
exaggerates	or	lies	to	ensure	his	message	is	delivered.	He	is	not	obliged	
to	prove;	he	is	judged	by	what	he	promises,	not	by	what	he	delivers.	The	
new	media	of	the	information	age	also	aid	this	effort.	The	enemy	can	
transmit	a	message	in	real	time	bypassing	editors	and	restrictive	source	
requirements.		Consequently,	propaganda	is	a	powerful	weapon	for	the	
insurgent.	With	no	real	or	positive	policy	but	with	good	propaganda,	
he	can	win.21		

The	highly	respected	British	strategist	Colin	S.	Gray	wrote	an	interesting	
essay	 in	2005	offering	12	 specific	characteristics	 that	 can	be	used	as	
an	example	of	how	the	world	views	the	American	way	of	war.	These	
include:	Apolitical,	Astrategic,	Ahistorical,	Problem-Solving	Optimistic,	
Culturally	Ignorant,	Technologically	Dependent,	Firepower	Focused,	
Large-Scale,	 Profoundly	 Regular,	 Impatient,	 Logistically	 Excellent,	
and	Sensitivity	to	Casualties.22	Gray’s	thesis	of	these	characteristics	is	
credible	 because	 he	 is	 not	 a	 U.S.	 citizen.	 His	 view	 therefore,	 allows	
an	 outside	 perspective	 on	 how	 we	 fight	 and	 the	 distinctiveness	 that	
separates	us	from	rest	of	the	world.	Though	each	of	these	characteristics	
can	arguably	be	explored	within	the	COIN	environment,	it	is	worth	
focusing	on	some	in	order	to	better	understand	how	the	enemy	could	
be	using	these	perceptions	against	us	in	their	effective	use	of	SC.

Culturally Ignorant: 

Americans are not inclined to be respectful of  the beliefs, habits, and 
behaviors of  other cultures…the American way of  war have suffered 
from the self-inflicted damage caused by a failure to understand the enemy 
of  the day.23  

Of	course,	this	does	not	only	apply	to	the	enemy,	but	to	the	population	
where	 we	 are	 fighting	 COIN.	 The	 enemy	 SC	 will	 exploit	 every	
opportunity	where	coalition	forces	violate	cultural	traditions	or	norms	
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to	 exasperate	 local	 or	 Muslim	 people	 emotions	 with	 the	 intent	 of	
inflaming	 the	 local	populace	or	 international	community	against	our	
operations.

Technologically Dependent: 

America is the land of  technological marvels and of  extraordinary 
technology dependency…American soldiers say that the human beings 
matter most, but in practice the American way of  war, past, present, 
and prospectively future, is quintessentially and uniquely technologically 
dependent.24  

The	 enemy’s	 SC	 exploits	 these	 both	 defensively	 and	 offensively.	 As	
an	 example	 from	 the	defensive	perspective	 the	 enemy	 exploits	 every	
opportunity	to	portray	our	use	of	Unmanned	Ariel	Vehicles	(UAVs),	
or	drones,	in	the	media	as	a	robotic	U.S.	instrument	of	death	that	is	
employed	due	to	our	lack	of	personnel	on	the	ground	and	that	they	
arbitrarily	kill	innocents	with	their	Hellfire	missiles.	In	fact	the	UAV	
was	developed,	and	is	primarily	used	as	a	reconnaissance	asset.	Their	
onboard	cameras	stream	back	real	time	video	and	provide	commanders	
at	all	levels	a	perspective	that	cannot	be	seen	by	the	units	on	the	ground.	
They	are	armed	and	have	the	technology	to	deliver	precision	guided	
munitions,	but	their	employment	in	that	function	is	less	than	desired	
and	in	the	event	close	air	support	is	required	other	platforms	available	
produce	far	better	effects	than	the	UAV.

The	 insurgent	has	used	 this	dependency	as	an	offensive	 tool	as	well.		
The	monopoly	enjoyed	by	nation-states	over	information	as	an	element	
of	power	was	lost	as	technology	improved	and	as	the	means	to	transmit	
information	 became	 smaller,	 faster,	 and	 cheaper.25	 The	 information	
explosion	of	the	last	decade	has	produced	a	wave	of	new	media	vehicles	
that	 the	 insurgent	 is	 effectively	 employing	 against	 the	 U.S.	 and	 its	
coalition	partners.	Islamic	extremist	websites	grew	from	twenty	to	over	
4,000	 in	 only	 five	 years.26	 Individuals	 and	 non-state	 entities,	 armed	
with	new	media	capabilities	and	unfettered	by	bureaucratic,	moral,	or	
ethical	standards	will	continue	to	use	information	as	an	asymmetrical	
weapon.27	The	paradox	of	this	technology	is	that	we	refuse	to	exploit	
the	capability	ourselves	and	yield	instantaneous	information	effects	to	
our	enemies.		
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Firepower Focused: 

It has long been the American way in warfare to send metal in harm’s 
way in place of  vulnerable flesh....Needless to say, perhaps, a devotion to 
firepower, while highly desirable in itself, cannot help but encourage the 
U.S. armed forces to rely on it even when other modes of  military behavior 
would be more suitable.  In irregular conflicts in particular…resorting to 
firepower solutions readily becomes self-defeating.28  

Our	enemy’s	use	 this	“David	and	Goliath”	analogy	of	firepower	and	
proportionality	with	great	effect.	Typically,	when	close	air	 support	 is	
used	in	a	contact	with	coalition	troops	and	insurgents	in	Afghanistan,	
there	 is	 a	 claim	 of	 non-combatant	 casualties	 by	 the	 insurgent.	 The	
mere	claim	is	enough	to	garner	international	attention	in	the	media.		
Compounded	 with	 the	 speed	 by	 which	 the	 insurgent	 posts	 these	
accusations	 the	 information	effect	 is	 significant.	 Islamic	 radicals	 and	
other	 factions	 opposed	 to	 the	 United	 States	 have	 demonstrated	 no	
respect	 for	 the	 truth	 when	 they	 manufacture	 charges	 of	 American	
atrocities.	 While	 the	 U.S.	 forces	 take	 great	 care	 to	 avoid	 inflicting	
civilian	casualties,	such	casualties	will	inevitably	occur.	A	few	injured	
civilians	become	a	massacre	of	 innocents,	first	 in	the	Arab	press	and	
then	often	substantiated	by	the	Western	media.29

Regardless	of	 the	 accusations	being	proven	 false	or	not,	 the	 effect	 is	
achieved	 and	 the	 perceived	 civilian	 casualty	 death	 toll	 continues	 to	
climb.	The	media	victory	 is	won	both	at	 the	 local	population	 target	
market	as	well	as	with	the	populations	of	 the	United	States	and	our	
coalition	allies.	In	today’s	information	environment	once	the	message	is	
delivered	to	attempt	to	deny	or	counter	it	becomes	largely	ineffective.30

Profoundly Regular:  

Few, if  any, armies have been equally competent in the conduct of  regular 
and irregular warfare….As institutions, however, the U.S. armed forces 
have not been friendly either to irregular warfare or to those in its ranks 
who were world-be practitioners and advocates of  what was regarded as the 
sideshow of  insurgency.  American soldiers…have always been prepared 
nearly exclusively for real war, which is to say combat against a tolerably 
symmetrical, regular enemy.31  
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Gray’s	 assessment	 gains	 credence	 as	 one	 examines	 the	 lack	 of	 new	
doctrine	 concerning	 counterinsurgency	 in	 the	 period	 immediately	
following	the	Vietnam	War.	The	U.S.	Army	failed	to	form	a	consensus	
on	the	lessons	of	Vietnam	and	did	not	accept	the	idea	that	revolutionary	
war	 requires	 a	qualitatively	different	 response	 from	 the	conventional	
warfare	 it	 knows	 so	 well	 how	 to	 fight.32	 Our	 inability	 to	 initially	
recognize	or	acknowledge	that	our	forces	were	involved	in	insurgencies	
in	both	Iraq	and	Afghanistan	is	another	example	of	our	reticence	as	an	
army	to	engage	in	this	type	of	warfare.	Our	enemies	know	this	and	use	
it	to	their	benefit.	Since	the	insurgent	alone	can	initiate	the	conflict,	
strategic,	operational,	and	tactical	initiative	is	his	by	definition.	He	is	
free	to	choose	his	hour	and	to	wait	safely	for	a	favorable	situation.33	An	
Army	fighting	conventional	warfare	tactics	cannot	defend	adequately	
these	asymmetric	tactics.	Only	since	new	counterinsurgency	doctrine	
was	published	in	2006	have	we	seen	real	progress	in	Iraq.		

Afghanistan	 continues	 to	 be	 a	 challenge.	 New	 COIN	 doctrine	 is	
being	implemented	to	include	an	understanding	of	the	importance	of	
SC.	However,	the	lack	of	security	forces	(both	Afghan	and	coalition)	
serving	throughout	the	country	to	ensure	the	perception	of	safety	to	
the	 Afghan	 population	 is	 working	 against	 HN	 and	 coalition	 forces.		
The	enemy	will	continue	to	use	their	SC	and	their	perception	of	our	
desire	 to	fight	a	conventional	fight	against	us	as	U.S.	 forces	work	to	
convince	the	Afghan	people,	as	well	as	international	and	domestic	TA’s	
of	our	well	meaning	intensions.

Impatient: 

Americans have approached warfare as a regrettable occasional evil that 
has to be concluded as decisively and rapidly as possible.34

The	American	characteristic	of	impatience	is	a	result	of	our	economic	
and	political	systems.	The	United	States	is	a	nation	of	people	who	expect	
immediate	satisfaction	and	our	enemies	use	this	against	us.	While	both	
the	 insurgent	 and	 counterinsurgent	 are	 vying	 for	 the	 support	of	 the	
people,	 so	 are	 they	 vying	 for	 the	 attention	 of	 the	 U.S.	 population.	
A	target	audience	of	enemy	SC	is	the	will	of	American	people.	They	
perceive	this	to	be	our	strategic	and	operational	COG.	As	evident	in	
the	Vietnam	War,	the	American	people	dislike	a	protracted	insurgency	
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regardless	 of	 battlefield	 victories.	 Using	 this	 example	 as	 an	 historic	
defeat	of	the	U.S.	military,	all	the	modern	day	insurgent	has	to	do	is	
survive.	Winning	simply	means	not	losing.	Knowing	the	impatience	of	
the	U.S.	population	time	is	on	the	side	of	the	insurgent.		

Sensitivity to Casualties: 

In common with the Roman Empire, the American guardian of  world 
order is much averse to suffering a high rate of  military casualties….Both 
superstates had and have armies that are small, too small in the opinion of  
many, relative to their responsibilities. Moreover, well-trained professional 
soldiers, volunteers all, are expensive to raise, train, and retrain, and are 
difficult to replace. American society has become so sensitive to casualties 
that the domestic context for U.S. military action is no longer tolerant of  
bloody adventures in muscular imperial governance.35  

October	 3,	 1993	 is	 a	 red	 letter	 day	 for	 the	 enemies	 of	 the	 United	
States.	The	 impact	of,	 and	 eventual	 reaction	 to,	 the	 loss	of	 eighteen	
special	operations	and	conventional	U.S.	military	men	on	that	day	in	
Mogadishu,	Somalia,	has	become	an	essential	text	book	tactic	in	the	
strategic	kitbag	of	our	enemies.	Our	enemies	continue	to	seek	a	similar	
spectacular	 catastrophic	 event	 for	 its	 informational	 effect.	 Though	
American	deaths	are	the	most	effective,	massive	HN	civilian	casualties	
will	also	degrade	U.S.	support	of	a	counterinsurgency.		

In	addition	to	the	mass	casualties,	inflicting	one	or	two	deaths	a	day,	
every	 day,	 with	 IEDs	 has	 the	 same	 informational	 effect	 over	 time.		
Coupled	 with	 graphic	 video,	 the	 act	 and	 images	 create	 a	 powerful	
negative	effect	on	the	American	people.		

It	 is	 safe	 to	 say	 that	 the	 insurgents	 and	 international	 terrorists	 in	
Afghanistan	are	using	these	perceptions	of	how	Americans	fight	their	
wars	against	us	in	their	SC	not	only	to	the	Afghan	people,	but	also	to	
the	international	community	and	the	U.S.	population.	One	does	not	
have	to	agree	100%	with	Mr.	Gray	to	see	the	value	of	his	observations.		
As	 part	 of	 a	 strategic	 intelligence	 preparation	 of	 the	 information	
environment,	 understanding	 how	 the	 United	 States	 is	 perceived	 by	
others	 and	 how	 the	 enemy	 may	 use	 those	 perceptions	 against	 us	 in	



33Information Effects in the Cognitive Dimension

their	 SC,	 an	 operational	 headquarters	 can	 anticipate	 information	
opportunities	and	positively	influence	an	offensive	SC	plan.

Desired Effects and Objectives for Strategic Communication 

The	idea	that	an	insurgency	wins	or	loses	by	its	ability	to	win	the	hearts	
and	minds	of	the	people	is	an	old	cliché.	However,	like	so	many	clichés,	
it	happens	to	be	true.	While	some	insurgencies	might	be	defeated	by	
sheer	brute	force,	this	option	is	ruled	out	by	any	Western	democracy	
today	on	the	grounds	of	morality	and	practicality.	Additionally,	brute	
force	 typically	 only	 grows	 more	 insurgents.	 Maintaining	 American	
legitimacy	while	waging	a	COIN	war,	as	viewed	in	the	eyes	of	the	world	
and	the	eyes	of	the	U.S.	people,	requires	that	we	adhere	to	the	high	
standards	of	behavior	demanded	in	the	Western	democratic	tradition.		
It	also	is	critical	to	help	allied	governments	fighting	insurgents	to	win	
the	active,	or	passive,	support	of	their	populations.

In	September	2007	the	DOD	published	an	SC	plan	for	Afghanistan.		
Within	this	document	it	outlined	the	desired	endstate	for	the	SC	as	“The	
Afghan	people	 and	people	 in	Allied	and	partner	 countries	 recognize	
and	support	the	efforts	of	the	Afghan	government,	the	United	States,	
its	Allies	 and	partners	 in	 stabilizing	 and	 reconstructing	Afghanistan.		
The	 Afghan	 people	 strongly	 support	 their	 government	 and	 reject	
insurgency,	terrorism,	and	the	narcotics	trade.”36	Though	published	by	
DOD	and	intended	at	 the	strategic	 level,	 this	endstate	addresses	 the	
strategic,	operational,	 and	 tactical	 levels.	While	 the	Brigade	Combat	
Team	 (BCT)	 commanders	 are	working	directly	with	 the	population	
and	the	Afghan	leadership	and	security	forces	at	the	provincial	levels,	
they	also	have	direct	 and	continuous	contact	with	media	 from	both	
the	United	States	and	international	press.	Clearly,	tactical	events	and	
actions	have	both	operational	and	strategic	impacts.

At	 the	 operational	 level	 CJTF-82	 identified	 an	 overarching	 COIN	
approach	 that	 focused	 on	 the	 people	 of	 Afghanistan	 and	 sought	 to	
achieve	effects	in	concert	with	the	DOD	plan.	These	effects	addressed	
both	 the	 Afghan	 people	 as	 well	 as	 the	 insurgents.	 For	 the	 Afghan	
people	 those	 effects	 are:	 Connect	 People	 to	 the	 Government,	 Build	
Trust	and	Confidence	in	Government,	and	Solidify	Popular	Support	of	
Government.	The	SC	effects	on	the	insurgents	are:		Separate	Insurgents	
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from	the	People,	Limit	Insurgent	Options	to	Reconcile,	Capture,	Kill,	
or	 Flee,	 and	 Discredit	 Insurgent	 Vision	 and	 Ideology.	 This	 COIN	
approach	is	depicted	in	the	following	slide	that	was	used	in	the	CJTF-
82	command	brief	given	to	VIPs	visiting	the	headquarters	at	Bagram	
Airfield	near	the	capital	Kabul,	Afghanistan.

Figure 2: Comprehensive Approach37

In	 COIN	 the	 focus	 is	 more	 on	 discrediting	 the	 insurgent’s	 SC	 and	
means	in	the	eyes	of	the	population	than	on	taking	out	the	insurgent	
kinetically.	 Insurgents	 are	 often	 the	 brothers	 and	 cousins	 of	 the	
population	you	are	trying	to	influence.	Killing	or	capturing	them	will	
not	win	hearts	and	minds,	but	may	well	fuel	future	recruits.	The	“win”	
must	 be	 based	 on	 convincing	 the	 people	 (and	 the	 insurgents	 where	
possible)	the	legitimacy	of	the	HN	government,	and	that	their	way	has	
the	best	interests	of	the	population	at	heart,	which	also	means	that	the	
insurgent’s	message	and	methods	are	discredited.38

Identifying Target Audiences

The	DoD	SC	Plan	for	Afghanistan	identifies	twelve	target	audiences	
(TA)	 at	 the	 strategic	 level.	 Those	TAs	 are:	 The	 Afghan	 Population,	
the	Afghan	Government,	 the	Government	and	Military	of	Pakistan,	
the	 Pakistan	 Population,	 Governments	 of	 ISAF	Troop	 Contributing	
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Nations,	 Populations	 of	 ISAF	Troop	 Contributing	 Nations,	 Enemy	
Leadership,	 Taliban	 Rank	 and	 File,	 Governments	 of	 Central	 Asia,	
Central	Asian	Populations,	 International	Government	Organizations	
(IGO)	 and	 Non-Governmental	 Organizations	 (NGO)	 Community,	
and	finally	U.S.	domestic	audiences.39		

While	these	TAs	are	focused	at	the	strategic	level,	from	an	operational	
perspective	 this	 list	 is	 too	 broad.	 As	 discussed	 throughout	 this	
document,	the	primary	target	audience	and	COG	in	any	insurgency/
COIN	is	the	people.	In	addition	to	the	Afghan	people,	both	the	Afghan	
leadership	and	security	forces	are	critical	to	the	success	in	the	COIN	
efforts	and	are	operational	level	TAs.	Second	only	to	the	Afghan	TAs	
are	the	U.S.	TAs.		Operational	SC	can	and	should	be	directed	at	the	
U.S.	policy	makers	as	well	as	the	U.S.	population	since	the	goal	of	SC	
is	 to	 inform	 and	 educate.	 ISAF	 contributing	 government	 leadership	
and	populations	are	also	critical	TAs	and	can	be	effectively	reached	at	
the	operational	level.	The	final	TA	that	can	be	effectively	reached	at	the	
operational	level	is	the	international	Muslim	community.	

Themes, Messages and Talking Points 

Themes,	messages	and	talking	points	are	key	elements	of	SC	and	are	
nested	horizontally	and	vertically	and	anchored	in	truth.	A	theme	is	a	
topic	of	discourse	or	discussion	that	is	used	by	strategic	communicators	
and	directed	to	a	TA	in	order	for	them	to	understand	and	accept	an	
idea	or	concept.	An	example	of	a	theme	for	Afghanistan	could	be	“the	
Taliban	 are	 a	 negative	 force	 that	 purposely	 targets	 innocent	 Afghan	
civilians.	They	engage	in	criminal	activity	and	brutal	tactics	for	their	
own	 gain	 and	 cannot	 offer	 long-term	 solutions	 for	 the	 people	 of	
Afghanistan.”

A	message	is	nested	under	a	theme	and	is	more	specific	in	supporting	
information.	 Messages	 are	 directed	 to	 specific	 TAs.	 Strategic	
communicators	 deliver	 the	 message	 that	 will	 resonate	 the	 most	
effectively.	Different	messages	directed	at	different	TAs	can	support	the	
same	theme.		As	an	example,	the	following	message	supports	the	example	
of	the	theme	proposed	in	the	previous	paragraph.	“The	Taliban	seek	to	
undermine	the	authority	of	the	legitimate	Afghan	government.	Their	
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campaign	of	terror	is	designed	to	convince	the	people	of	Afghanistan	
that	their	government	cannot	provide	security.”

Talking	points	are	timely	and	truthful	anecdotes	specific	to	the	message	
being	 delivered	 and	 support	 one	 of	 the	 themes.	 Just	 as	 there	 are	
numerous	messages	per	theme,	there	can	be	numerous	talking	points	
per	message.		

The	Public	Affairs	officer	for	an	organization	is	responsible	to	provide	
the	themes	and	messages	provided	from	the	higher	headquarters	and	
pertinent	talking	points	to	the	leadership	and	strategic	communicators.		
What	they	will	not	do	is	make	a	decision	regarding	how	often	messages	
should	be	delivered	 to	 the	TAs.	This	 is	 a	 leader	decision.	What	TAs	
are	 addressed,	 how	 often	 they	 are	 addressed,	 and	 the	 frequency	 of	
the	 messages	 should	 be	 planned	 in	 advance	 as	 part	 of	 an	 offensive	
SC	plan	nested	in	the	overall	campaign.	Critical	to	the	success	of	an	
offensive	SC	plan	is	the	consistency	of	themes	and	messages.	Messages	
delivered	 to	 TAs	 should	 be	 consistent	 and	 frequent.	 Measureable	
objectives	should	be	established	as	part	of	the	SC	LOO	with	measures	
of	effectiveness	(MOE)	identified	for	those	objectives.	MOE	must	be	
part	of	initial	planning	such	that	a	baseline	can	be	established	against	
which	to	measure.	A	key	function	of	the	MOE	will	be	to	determine	if	
the	frequency	of	messaging	is	adequate;	whether	or	not	the	message	is	
resonating	with	the	TA.	One	MOE	for	determining	whether	a	message	
is	resonating	with	a	TA	is	if	the	message	is	repeated	or	supported	by	that	
TA.	Determining	 the	 correct	 frequency	of	messages	delivered	 to	 the	
correct	TA,	and	incorporating	that	as	a	pillar	of	the	operation	is	the	goal	
of	a	proactive,	offensive	SC	plan.	This	defines	the	operationalization	of	
SC.	How	SC	is	synchronized	within	the	campaign	ensures	the	seamless	
application	of	this	LOO.		

Synchronizing SC with the other LOOs – The Joint Effects Process

The	synchronization	of	SC	with	all	the	kinetic	and	non-kinetic	resources	
and	assets	across	a	combined-joint	task	force	is	daunting	challenge	and	
can	only	accomplished	by	the	direct	 involvement	and	monitoring	of	
the	top	leadership	and	staff	of	an	organization.	In	order	to	synchronize	
SC	it	must	be	planned	in	advance	and	in	concert	with	the	other	LOOs.		
This	 Joint	Effects	Process	 (JEP)	 is	done	at	 the	operational	 staff	 level	
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under	 the	 direct	 supervision	 and	 guidance	 of	 the	 commander	 and	
his	 key	 subordinates	 (deputy	 commander,	 chief	 of	 staff,	 director	 of	
operations).		

The	operational	level	staff	of	CJTF-82	during	OEF	VIII	had	a	series	
of	boards,	bureaus	 and	 cells,	 developed	 into	 a	battle	 rhythm,	which	
culminates	in	a	monthly	Commanders	Operational	Assessment	Brief	
(COAB)	 delivered	 by	 the	 CJTF	 staff	 and	 BCT	 commanders	 to	 the	
CJTF-82	Commanding	General	(CG).	These	boards,	bureaus	and	cells	
(BB&C)	all	had	their	own	specific	designated	outputs	that	fed	linearly	
and	sequentially	to	the	next	BB&C.	The	JEP	is	based	on	the	standard	
targeting	 methodology	 of	 decide,	 detect,	 deliver	 and	 assess	 (D3A).	
This	is	both	a	lethal	and	non-lethal	targeting	process	that	supports	the	
LOOs,	their	objectives	and	the	desired	effects	as	the	basis	for	planning	
and	recommendations	to	sustain,	alter,	or	change	planned	operations	
or	events.		

Objectives	are	defined	as	“the	clearly	defined,	decisive,	and	attainable	goal	
toward	which	every	operation	is	directed.”40	Objectives	prescribe	friendly	
goals.		Effects	are	“the	physical	or	behavioral	state	of	a	system	that	results	
from	 an	 action,	 a	 set	 of	 actions,	 or	 another	 effect.”41	 Effects	 describe	
system	behavior	in	the	operational	environment.	MOE	are	“a	criterion	
used	 to	 assess	 changes	 in	 system	 behavior,	 capability,	 or	 operational	
environment	that	 is	tied	to	measuring	the	attainment	of	an	end	state,	
achievement	of	an	objective,	or	creation	of	an	effect.”42		They	are	the	basis	
of	evaluating	an	effect.	They	answer	the	question	“Is	the	force	doing	the	
right	things,	or	are	additional	or	alternative	actions	required?”

The	JEP	as	articulated	in	D3A	starts	with	the	“decide.”	Decide	answers	
the	 question	 what	 can	 we	 do	 to	 achieve	 the	 desired	 objectives	 and	
effects	with	each	of	the	LOOs?	Detect	identifies	where	we	achieve	the	
effects	for	maximum	results.	 	Deliver	identifies	who	or	what	delivers	
the	 action	 that	 achieves	 the	 desired	 effect.	 Assess	 at	 the	 operational	
level	 is	 done	 at	 the	 CJ5	 (Future	 Plans)	 staff	 section	 using	 regularly	
scheduled,	 reoccurring	 polling	 of	TAs,	 as	 well	 as	 by	 input	 from	 the	
separate	staff	sections	at	the	CJTF	headquarters,	and	by	getting	direct	
feedback	by	the	BCT	commanders.	The	assessment	is	done	not	only	
for	the	SC	LOO,	but	also	for	security,	governance	and	development.
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The	JEP	is	conducted	throughout	the	CJTF	battle	rhythm	and	ensures	
a	methodical,	thorough,	synchronized	and	comprehensive	method	to	
analyze,	measure,	and	maintain	the	initiative	in	an	offensive	approach	
across	 all	 LOOs	 at	 the	 operational	 level	 of	 COIN.	 From	 the	 SC	
standpoint,	the	JEP	confirms	or	denies	the	frequency	and	effectiveness	
of	 the	 information	 engagements,	 planned,	 or	 unplanned,	 across	 the	
information	 environment.	With	 that	 analysis	 and	 recommendations	
from	the	staff,	the	CG	or	his	designee,	can	make	the	decision	to	increase	
or	decrease	frequency,	methods	or	messages	to	each	TA.

Framing a Comprehensive, Offensive SC Model  

As	 previously	 stated,	 the	 CJTF	 reoccurring	 battle	 rhythm	 meetings	
culminates	 in	 a	 monthly	 Commanders	 Operational	 Assessment	
Briefing	(COAB)	delivered	by	the	CJTF	staff	and	BCT	commanders	
to	 the	 CJTF-82	 CG.	 The	 purpose	 of	 the	 briefing	 is	 to	 provide	 an	
assessment	of	the	operational	environment	to	the	CG.	Each	LOO	is	
assessed	based	on	objectives	and	desired	effects	at	the	operational	level,	
by	the	CJTF	staff,	and	at	the	tactical	level	by	the	BCT	commanders.	At	
the	end	of	the	briefing	the	CG	gives	guidance	to	commanders	and	staff	
focusing	on	the	LOOs	and	their	respective	objectives	and	effects.	The	
chart	used	to	visualize	this	is	called	the	Effects	Hierarchy.	The	guidance	
given	provides	the	staff	and	subordinate	commanders	a	baseline	from	
which	to	work	from	and	commanders	intent	through	the	next	COAB.	

The	 effects	 hierarchy	 becomes	 the	 visual	 aid	 that	 assists	 in	 the	
synchronization	of	all	the	LOOs	toward	the	COIN	goals	articulated	in	
the	Comprehensive	Approach	(see	figure	2.).	It	is	the	base	plan	for	the	
model	and	ensures	proactive	analysis	and	initiative	is	applied	to	achieve	
the	objectives.		

As	 stated	 previously,	 SC	 was	 not	 identified	 as	 a	 separate	 LOO	 during	
OEF	VIII,	but	was	rather	considered	embedded	in	each	of	the	other	three	
LOOs.	Unfortunately,	by	not	identifying	SC	as	a	separate	LOO	there	were	
no	objectives	or	MOE	established	for	SC	and	there	was	no	systematic,	
reoccurring,	objective	method	of	evaluating	the	information	effects.		

Specific	 objectives	 and	 effects	 for	 SC	 within	 the	 effects	 hierarchy	
should	 be	 determined	 in	 relation	 to	 the	 situation	 and	 assessment	
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of	 the	 current	 environment.	 SC	 objectives	 should	 be	 based	 on	 the	
number	of	 information	 engagements	 in	 relation	 to	 specific	TAs	 and	
the	other	LOOs.	Desired	effects	for	these	objectives	should	focus	on	
the	 understanding	 and	 acceptance	 of	 the	 messages	 by	 the	 specific	
TAs.	There	are	multiple	methods	of	measuring	the	effectiveness	of	the	
information	 engagements.	 The	 most	 objective	 method	 of	 knowing	
when	you	have	achieved	your	desired	effects	is	when	your	TA	repeats	
or	 supports	 by	 action,	 word	 or	 deed,	 your	 messages.	 This	 can	 be	
determined	by	polling	results	of	the	population,	local,	international,	or	
national	(U.S.)	media	or	news	stories,	quotes	from	key	local,	national,	
or	 international	 leaders,	 and	 the	objective	observations	or	 subjective	
perceptions	of	the	BCT	commanders.		All	of	these	information	effects	
and	results	are	analyzed	and	presented	to	the	CG	during	the	COAB.

Additionally,	 systems	 need	 to	 be	 in	 place	 to	 provide	 a	 real	 time	
informational	 response	 to	 the	events	 that	will	occur	on	a	daily	basis	
either	through	planned	or	unplanned	operations	and	actions	in	order	
to	 gain	 and	 maintain	 the	 informational	 initiative	 on	 the	 enemy.		
Everything	we	do	and	everything	the	enemy	does	have	an	information	
effect.	 The	 positive	 is	 exploited	 at	 the	 informational	 level	 to	 ensure	
the	desired	effect	is	achieved	with	the	TA.	The	same	should	be	done	
to	 exploit	 the	 negative	 enemy	 actions	 as	 well.	 These	 types	 of	 events	
become	information	decision	points	and	a	battle	drill	takes	place	at	the	
headquarters	in	the	Joint	Operations	Center	(JOC)	to	quickly	exploit	
the	event	and	provide	an	offensive	information	engagement	to	desired	
TAs.	

This	 is	 accomplished	 by	 manning	 an	 information	 cell	 comprised	 of	
public	affairs	and	information	operations	representatives	on	the	JOC	
floor	 continuously	operating	 in	 the	vicinity	of	 the	Chief	of	Current	
Operations,	who	 is	 responsible	 for	 the	day	 to	day	operations	 in	 the	
JOC.	 The	 information	 cell	 will	 provide	 “information	 ammunition”	
for	 distribution	 to	 the	 desired	 TAs	 in	 the	 form	 of	 an	 information	
engagement.	The	leadership	of	the	CJTF	must	trust	the	judgment	and	
capabilities	of	 the	 information	cell	 in	order	 for	 this	 technique	 to	be	
successful.	This	reinforces	the	requirement	for	the	CJTF	commander	
to	articulate	exactly	what	his	vision	 is	 for	 the	 information	end	state.		
Using	 that	 commander’s	 intent	 the	 information	 cell	 can	 act	 quickly	
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and	 decisively	 in	 order	 to	 exploit	 an	 information	 opportunity.	 The	
Chief	of	Current	Operations,	or	at	most	the	Director	of	Operations	
(CJ3),	must	have	release	authority	for	these	information	engagements.		

Another	 responsibility	 of	 the	 information	 cell	 would	 be	 to	 manage	
the	Commanders	Web	Page.	This	 is	 an	unclassified	web	page	which	
provides	 a	 daily	 update	 of	 current	 written	 and	 visual	 information,	
accessed	from	internet	by	anyone	with	a	computer.	The	Commander’s	
Web	Page	uses	the	internet	to	deliver	to	the	desired	TA’s	a	current,	up	
to	date	information	engagement	that	utilizes	real	time	talking	points	to	
constantly	reinforce	the	operational	level	themes	and	messages.	

Unplanned	 or	 unintended	 negative	 actions	 by	 friendly	 forces,	 also	
known	 as	 “wild	 cards,”	 must	 also	 be	 acted	 upon	 immediately.	 The	
enemy	 will	 most	 certainly	 exploit	 this.	 Speed	 is	 critical	 here	 as	 well	
and	 involves	 both	 the	 leadership	 and	 the	 staff.	 Press	 releases,	 press	
conferences,	interviews,	phone	calls	to	key	host	nation	leadership	and	
influencers,	etc.,	takes	place	as	quickly	as	possible	in	order	to	ensure	
this	negative	event	is	announced	first	by	the	HN	or	by	the	Coalition	
Forces,	and	not	the	enemy.	An	explanation	is	given	and	assurance	that	a	
combined	investigation	is	being	done.	This	counters	the	sensationalism	
of	 the	 informational	 effect	 that	 the	 insurgent	 will	 surely	 attempt	 to	
convey.		

The	 enemy	 has	 also	 exploited	 claims	 of	 non-combatant	 casualties	
following	 engagements	 where	 close	 air	 support	 (CAS)	 were	 used	 in	
support	of	coalition	operations.	Every	air	craft	has	cameras	on	board	
that	 record	 their	 engagements.	 A	 simple	 solution	 is	 to	 immediately	
release	 this	 footage	 which	 shows	 rifle	 or	 RPG	 fire	 coming	 from	 the	
house	 that	was	 engaged.	Unfortunately,	 the	 ability	 to	 declassify	 and	
release	this	type	of	footage	to	the	media	has	been	extremely	bureaucratic	
and	time	consuming.	By	the	time	the	release	authority	has	been	given	
a	 week	 has	 passed	 and	 the	 negative	 event	 has	 become	 a	 fact	 in	 the	
minds	of	the	TA	regardless	of	proving	it	false	or	not.	Some	headway	has	
been	made	to	improve	the	process,	but	the	true	fix	is	having	the	release	
authority	at	the	CJTF	CG	level.	Only	by	having	the	release	authority	
at	the	operational	level	commander	can	we	effectively	achieve	the	speed	
to	counter	the	enemy’s	disinformation	capability.	
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Conclusion

One	 can	 look	 in	 any	 nationally	 circulated	 periodical,	 surf	 the	
internet,	or	flip	through	cable	television	on	any	given	day	and	see	an	
example	of	an	unintended,	or	poorly	articulated	SC	message,	whether	
diplomatic,	military	or	economic.	Within	this	information	spectrum,	
there	 are	 multiple	 stories	 of	 Afghanistan	 and	 the	 counterinsurgency	
struggle	 that	 the	 country	 is	 involved	 in	 every	day.	Operational	 level	
headquarters	cannot	be	passive	or	reactive	in	how	they	function	in	the	
information	environment	unless	they	are	willing	to	accept	defeat.		SC	
is	a	LOO	that	is	critical	in	this	political	and	physical	struggle.		The	JEP	
creates	an	offensive	model	that,	when	employed	effectively,	provides	a	
proactive	methodology	that	can	anticipate	information	opportunities	
and	maintain	the	initiative	over	our	adversaries.	The	messages	of	the	
Afghan	 government	 and	 coalition	 forces	 need	 to	 be	 presented	 in	 a	
positive,	truthful,	and	proactive	manner	to	ensure	the	support	of	the	
Afghan	 people	 and	 the	 international	 community	 in	 a	 struggle	 with	
global	implications.
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Following	 the	 events	 of	 September	 11,	 2001	 (9/11),	 President	
Bush	 described	 the	 Global	 War	 on	Terror	 (GWOT)	 as	 more	
than	 a	 battle	 of	 arms,	 but	 a	 battle	 of	 ideas.1	 In	 his	 2002	

National	 Security	 Strategy	 (NSS),	 President	 Bush	 placed	 particular	
emphasis	on	 implementing	effective	public	diplomacy	as	a	means	to	
gain	 the	 trust	 and	 confidence	 of	 those	 who	 may	 otherwise	 support	
international	terrorism.2	President	Bush	hoped	to	capitalize	on	public	
diplomacy’s	 powerful	 ability	 to	 foster	 relationships	 and	 cultural	
understanding	among	people	of	differing	nations	to	 influence	global	
attitudes	and	actions	in	the	war	of	ideas.3	However,	eight	years	into	the	
GWOT,	 international	polling	data	demonstrates	U.S.	 failure	 to	gain	
substantive	ground	in	the	war	of	ideas.4	In	fact,	years	of	marginalizing	
public	 diplomacy	 has	 left	 the	 United	 States	 with	 an	 emaciated	 and	
arguably	ineffective	weapon	in	the	war	of	ideas.5	Enveloped	within	the	
Department	of	State	 (DoS),	devoid	of	an	 independent	vision,	and	a	
shadow	 of	 its	 prior	 budgetary	 and	 personnel	 strength,	 current	 U.S.	
public	 diplomacy	 remains	 ill-prepared	 to	 confront	 the	 crucial	 and	
formidable	 struggle	 in	 the	 battle	 of	 ideas	 now	 or	 in	 the	 foreseeable	
future.	

This	paper	explores	how	U.S.	hubris	regarding	its	global	influence	in	a	
unipolar	world	led	to	marginalizing	the	once	independent	and	effective	
public	diplomacy	effort	under	the	United	States	Information	Agency	
(USIA).	 Additionally,	 a	 presupposed	 universality	 of	 the	 democratic	
peace	 theory	 and	 a	 fundamental	 misunderstanding	 of	 the	 roots	 of	
international	 terrorism	continue	 to	obscure	 a	definitive	 strategy	 and	
progress	 by	 U.S.	 public	 diplomacy	 in	 the	 war	 of	 ideas.	 The	 paper	
concludes	with	recommendations	to	empower	U.S.	public	diplomacy	
and	establish	a	sustainable	and	effective	vision	for	confronting	the	war	
of	ideas	in	the	future.



44 Information as Power

Public Diplomacy Failure Analysis

“If	I	were	grading,	I	would	say	we	probably	deserve	a	‘D’	or	a	‘D-plus.’”6	
Stark	testimony	from	former	Defense	Secretary	Rumsfled,	delivered	to	
the	U.S.	Army	War	College	in	March	2006,	regarding	U.S.	performance	
in	 the	 war	 of	 ideas	 to	 date.	 Such	 assessment	 is	 considerably	 more	
damming	when	conceding,	in	addition	to	the	President’s	2002	NSS,	the	
United States National Strategy for Combating Terrorism	also	concluded	
success	in	the	GWOT	hinges	on	winning	the	war	of	ideas.7		

Considering	 America’s	 war	 of	 ideas	 began	 long	 before	 the	 events	 of	
9/11,	Secretary	Rumsfeld’s	current	assessment	of	U.S.	strategy	in	this	
struggle	 is	 rather	 generous.	 Reasonable	 arguments	 might	 trace	 the	
West’s	war	of	ideas	with	Islamic	extremism	as	far	back	as	the	fall	of	the	
Ottoman	Empire	or	earlier.8	However,	America’s	war	of	ideas	ostensibly	
began	with	the	Iran	Hostage	Crisis.	Analyzing	this	crisis,	International	
Relations	 Professor,	 Adda	 Bozeman,	 in	 1979	 described	 America’s	
ongoing	 intelligence	 collection	 failures	 and	 profound	 ignorance	 of	
complex	cultural	patterns	and	historical	perspectives	of	the	region	as	
the	sources	of	that	crisis.9	These	criticisms	appropriately	reverberate	in	
today’s	GWOT	(now	Overseas	Contingency	Operations)	and	painfully	
illustrate	just	how	little	progress	the	United	States	has	made	over	the	
last	30	years	in	the	war	of	ideas.

Such	lack	of	progress	in	the	war	of	ideas	warrants	strategic	reevaluation.	
Developing	 an	 effective	 and	 enduring	 strategy	 for	 U.S.	 public	
diplomacy	in	the	war	of	ideas	requires	analysis	of	factors	contributing	
to	 America’s	 ineffective	 response	 to	 its	 greatest	 security	 challenge	 in	
decades.	 While	 a	 multiplicity	 of	 factors	 undoubtedly	 contributes	 to	
U.S.	 public	 diplomacy’s	 recent	 ineffectiveness,	 the	 most	 prominent	
impediments	are:	America’s	power	paradox,	 inappropriately	applying	
a	 ‘one	 size	 fits	 all’	 universality	 to	 the	 democratic	 peace	 theory,	 and	
America’s	fundamental	aversion	of	religious	ideological	struggles.10

America’s Power Paradox – The Dismantling of United States 
Public Diplomacy11

The	 fall	 of	 Communism	 in	 the	 early	 1990’s	 placed	 America	 in	 a	
position	 of	 unparalleled	 dominance.	 As	 the	 world’s	 preeminent	
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superpower,	Congress	argued	democracy’s	triumph	over	Communism	
would	itself	suffice	as	the	most	effective	and	lasting	public	diplomacy	
for	the	United	States.12	Competition	over	scarce	budget	dollars	pressed	
Washington	to	question	the	continued	need	for	a	broad,	independent	
public	diplomacy	agency	in	a	unipolar	world.	

Following	a	decade	of	progressive	budget	cuts	and	staff	reductions,	a	
major	 restructuring	 of	 U.S.	 public	 diplomacy	 dramatically	 reduced	
its	 autonomy	 and	 flexibility.13	 In	 October	 1999,	 the	 Foreign	 Affairs	
Reform	 and	 Restructuring	 Act	 reduced	 U.S.	 public	 diplomacy	 to	 a	
subsidiary	 within	 the	 DoS.	 The	 Act	 placed	 U.S.	 public	 diplomacy	
under	the	direction	of	a	new	Under	Secretary	for	Public	Diplomacy	and	
Public	Affairs.14	The	fledgling	Department	of	Public	Diplomacy	and	
Public	Affairs,	as	America’s	premier	weapon	in	the	war	of	ideas,	found	
itself	ill-suited	to	meet	the	needs	of	an	aggressive	foreign	policy	agenda	
by	the	Bush	administration.	In	the	absence	of	an	established,	effective,	
and	robust	public	diplomacy	effort	to	help	successfully	facilitate	this	
new	foreign	policy,	the	stage	was	set	for	a	dismal	collapse.

In	 the	 GWOT,	 the	 Bush	 administration	 needed	 a	 well-orchestrated	
public	diplomacy	effort	to	reassure	the	international	community	that	
the	objective	was	not	U.S.	imperialism	or	a	threat	against	Islam,	but	a	
global	struggle	against	those	who	perpetrate	terrorism.	Unfortunately,	
due	to	the	organizational	structure	within	the	State	Department,	the	
Under	Secretary	of	Public	Diplomacy	and	Public	Affairs	lacked	direct	
oversight	 or	 control	 of	 the	 regional	 bureaus	 and	 field	 posts	 needed	
to	 synchronize	 the	 agenda.15	 To	 compound	 the	 problem,	 regional	
field	posts	lacked	a	coordinated	strategic	approach	to	their	mission.16	
Some	field	posts	were	left	vacant.	Moreover,	of	those	filled,	only	60%	
contained	 officers	 with	 the	 minimum	 required	 language	 proficiency	
skills.17	Security	concerns	limited	the	effective	outreach	of	these	posts	
and	 average	 staff	 tours	 in	 the	Middle	East	 region	were	22%	 shorter	
than	tours	in	other	parts	of	the	world.18

Maintaining	 a	 forward	 posture,	 President	 Bush	 used	 his	 2002	 NSS	
to	declare	the	United	States	would	act	preemptively	and	unilaterally,	
if	necessary,	to	prevent	future	hostilities	against	American	interests.19	
While	 this	 stance	was	 a	domestic	 public	 affairs	 success,	without	 the	
necessary	 foundation	 established	 by	 an	 effective	 public	 diplomacy	
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agency,	such	an	aggressive	approach	quickly	created	concerns	of	U.S.	
hegemony	 within	 the	 international	 community.20	 These	 perceptions	
undermined	 American	 influence	 abroad	 and	 eroded	 much	 of	 the	
world’s	 sympathy	 and	 support	 previously	 garnered	 after	 events	 of	
9/11.21	 As	 President	 Bush	 worked	 to	 build	 a	 case	 against	 Iraq	 and	
formulate	a	coalition,	Pew	Research	Center	polls	indicated	that	U.S.	
public	 diplomacy	 failed	 to	 contain	 growing	 animosity	 toward	 U.S.	
foreign	 policy	 across	 the	 globe.22	World	public	 opinion	 trends	 from	
1999	 to	 2003	 demonstrated	 marked	 decreases	 in	 U.S.	 favorability	
ratings	in	both	Muslim	and	European	countries.23

On	 May	 1,	 2003,	 after	 approximately	 two	 and	 a	 half	 months	 of	
conflict,	the	President	stood	aboard	the	USS	Abraham	Lincoln	in	front	
of	 a	 banner	 that	 proclaimed	 “Mission	 Accomplished”	 to	 announce	
that	 major	 combat	 operations	 in	 Iraq	 had	 ended.24	 What	 had	 only	
begun	was	the	devastating	blow	to	U.S.	public	diplomacy	that	would	
degrade	its	ability	to	influence	world	opinion	on	U.S.	foreign	policy.	
In	 the	 subsequent	months,	extensive	 investigations	 failed	 to	uncover	
substantial	 or	 conclusive	 evidence	 to	 support	 the	 claims	 by	 U.S.	
intelligence	agencies	that	Saddam	Hussein	possessed	weapons	of	mass	
destruction	or	had	definitive	ties	to	al-Qaeda.25	Consequently,	America’s	
moral	 authority	 was	 severely	 marred,	 debilitating	 its	 soft	 power	 in	
global	 influence.26	At	the	time,	even	former	U.S.	Under	Secretary	of		
Public	 Diplomacy	 and	 Public	 Affairs,	 Karen	 Hughes,	 acknowledged	
that	repairing	the	U.S.	image	abroad	could	take	years	if	not	decades.27	

One Size Does Not Fit All

The	second	impediment	to	U.S.	public	diplomacy’s	effectiveness	in	the	
war	 of	 ideas	 is	 a	misunderstanding	of	 the	 Muslim	 culture,	 attitudes	
and	behaviors.	In	an	oversimplification	of	the	democratic	peace	theory,	
America’s	 foreign	policy	 objective	 of	 democratizing	 the	Middle	East	
neglects	to	consider	how	such	an	agenda	may	affect	regional	culture.

Profound	respect	for	history	and	cultural	tradition	defines	and	binds	
Middle	Eastern	cultures.28	As	such,	fears	regarding	Western	colonization	
of	their	holy	lands	remain	at	the	forefront	of	their	consciousness.	U.S.	
military	 stationed	 in	 the	 Middle	 East	 and	 Western	 coalition	 forces	
invading	Iraq	and	Afghanistan	exacerbate	these	concerns.29	Similarly,	
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despite	Western	views	of	Saddam	Hussein	and	the	Taliban	as	abusive	
regimes,	removal	of	these	leaders	overlooks	that,	in	the	Muslim	faith,	
even	corrupt	or	tyrannical	leaders	engender	obedience,	so	long	as	they	
do	not	 interfere	with	Muslim’s	 religious	practices.30	Thus,	attacks	on	
these	regimes	threaten	even	moderate	Muslims,	widening	the	gap	with	
the	West	and	further	complicating	the	war	of	ideas.31

Imposing	 Western	 values	 on	 Muslim	 cultures	 similarly	 complicates	
the	war	 of	 ideas.	Civil	 liberties,	 human	 rights,	 separation	of	 church	
and	state,	and	political	freedoms	honored	in	the	Western	democracies	
have	no	applicable	translation	in	the	Muslim	culture.32	Muslims	argue,	
these	principles	 fail	 to	honor	the	primacy	of	Islam	and	are	 therefore	
Godless,	 and	 represent	 the	 West’s	 attempt	 to	 corrupt	 Islam	 and	
suppress	 Muslims.33	 Attempts	 to	 demonstrate	 religious	 tolerance	 to	
the	 Muslim	 culture	 also	 fail	 to	 resonate.	 Muslims	 consider	 religious	
tolerance	 as	 evidence	 of	 moral	 decline	 rather	 than	 virtuous.34	What	
the	West	views	as	freedom,	Muslims	view	as	purposeless	gratification	
of	the	individual.35	Muslims	argue	Islam	offers	personal	submission	to	
a	higher	authority.36	Therefore,	U.S.	policies	espousing	the	spread	of	
democracy,	promoting	individual	liberties	or,	preserving	human	rights	
will	likely	engender	resentment,	suspicion,	and	resistance	with	target	
audiences	 in	 the	 Middle	 East.	To	 Muslims,	 such	 agendas	 suggest	 a	
Western	attitude	of	political	and	moral	superiority	over	Islam.37

Application	 of	 Western	 values	 to	 theorize	 the	 etiology	 of	 Islamic	
terrorism	 similarly	 obscures	 the	 true	 foundations	 of	 this	 extremism,	
further	 complicating	 strategic	 development	 in	 the	 war	 of	 ideas.	
Perceptions	of	social	 injustice,	 income	disparity,	and	lack	of	political	
representation,	 as	 the	 causes	 of	 Islamic	 terrorism	 dominate	Western	
political	thought.38	However,	historical	analysis	refutes	these	theories	as	
problems	existing	in	the	Muslim	world	throughout	the	modern	era.39	
Rather,	the	intrusion	of	Westernization	into	the	Muslim	world	likely	
fuels	current	Islamic	terrorism.40	Accelerated	by	globalization,	Western	
influence	directly	threatens	to	disrupt	the	social	fabric	that	dominates	
the	Muslim	world.41	In	Muslim	societies,	religion	is	organic	and	loyalty	
to	the	extended	family	within	a	patriarchal	structure	is	implicit.42	This	
social	structure	is	hierarchical	and	everyone	knows	his	or	her	place.43	
Individuality	or	disloyalty	to	this	social	architecture	is	strictly	shunned,	
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and	at	times	with	dire	consequences,	as	evidenced	by	“honor	killings.”44	
Thus,	intrusion	of	Western	social	values	threatens	to	dismantle	Muslim	
social	and	religious	structures	that	provide	the	very	foundation	of	their	
societies.45	Such	perceived	external	 threats	 stimulate	greater	 religious	
conviction	among	Muslims	and	mobilizes	resistance	as	an	obligation	
to	protect	Islam.46

America’s Aversion to Religious Ideological Struggles

A	 final	 impediment	 to	 the	 development	 of	 an	 effective	 public	
diplomacy	 strategy	 in	 the	 war	 of	 ideas	 is	 America’s	 natural	 aversion	
to	 religious	 ideological	 struggles.	 Religious	 tolerance,	 separation	 of	
church	and	state,	and	freedom	of	speech	are	fundamental	to	American	
society.	 Thus,	 the	 concept	 of	 discrediting	 religious	 viewpoints,	 even	
those	 considered	 extreme,	 is	 hypocritical	 and	 unnatural	 to	 most	
Americans.47	 Non-Muslims	 defining	 Islamic	 extremism	 to	 Muslims	
presents	 a	 formidable	 challenge.48	 In	 Islam,	 non-Muslims	 have	
no	 authority	 to	 opine	 on	 matters	 of	 the	 internal	 struggle	 that	 only	
Muslims	 can	 wage.49	 As	 a	 result,	 much	 of	 U.S.	 public	 diplomacy	
efforts	 to	 date	 disproportionately	 focused	 on	 addressing	 methods	 to	
improve	 America’s	 global	 favorability	 ratings.50	 Far	 more	 relevant	 to	
U.S.	national	 security	 is	 a	 public	 diplomacy	 strategy	 that	 empowers	
moderate	Muslims	around	the	world	to	confront	and	arrest	the	spread	
of	 Islamic	 extremism.51	 While	 both	 improving	 America’s	 image	 and	
undermining	 terrorist	organizations’	 ability	 to	 recruit	 are	 relevant	 in	
the	war	of	ideas,	presuming	one	will	solve	the	other	is	a	flawed	strategy	
destined	for	failure.52

The Current State of U.S. Public Diplomacy: ‘Ready, Fire, Aim’

Sun	Tzu	stated,	“…if	you	know	the	enemy	and	know	yourself;	you	need	
not	fear	the	results	of	a	hundred	battles.”53	Arguably,	the	United	States	
has	done	neither	in	the	war	of	ideas.	As	Senator	John	McCain	notes,	
abolishing	 the	 USIA	 and	 subsequently	 marginalizing	 the	 remaining	
U.S.	public	diplomacy	programs	within	the	DoS	unilaterally	disarmed	
the	United	States	in	the	war	of	ideas.54

In	fact,	in	the	years	since	the	consolidation	of	the	USIA	into	the	DoS,	
there	 is	 no	 evidence	 that	 Department	 officials	 are	 involving	 public	
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diplomacy	 when	 considering	 new	 foreign	 policy	 initiatives.55	 The	
USIA	was	the	largest	public	diplomacy	operation	of	any	nation	ever,	as	
well	as	the	world’s	largest	publisher.56	USIA	boasted	a	greater	overseas	
representation	than	any	other	U.S.	government	agency.57	The	merger	
of	 public	 diplomacy	 within	 the	 DoS	 reduced	 the	 number	 of	 public	
diplomacy	officers	by	half.58	Since	the	merger,	the	number	of	overseas	
public	diplomacy	staff	has	remained	essentially	unchanged.59	Similarly,	
U.S.	 public	 diplomacy	 suffered	marked	 reductions	 in	 funding	upon	
merging	 with	 the	 DoS.	 Although	 increased	 from	 its	 nadir	 in	 2001,	
U.S.	public	diplomacy’s	funding	in	of	just	over	$800	million	(including	
broadcasting)	is	less	than	the	funding	it	received	in	1957	(in	constant	
dollars).60	To	 add	 perspective,	 public	 diplomacy’s	 current	 funding	 is	
approximately	 4%	 of	 the	 DoS’s	 overall	 foreign	 affairs	 budget	 and	 a	
mere	0.6%	of	the	DOD’s	budget.61	

Not	 only	 does	 the	 DoS	 fail	 to	 have	 a	 recruitment	 program	 for	 the	
public	diplomacy	career	path,	but	also,	public	diplomacy	officers	are	
conspicuously	absent	from	the	senior-most	ranks	of	the	department,	
demonstrating	an	overall	lack	of	integration.62	Public	diplomacy	officers	
report	that	they	now	spend	the	overwhelming	majority	of	their	time	
addressing	administrative	duties	as	opposed	to	their	primary	intended	
responsibility	of	direct	contact	with	their	target	populations.63		

An	 initial	 evaluation	 that	 public	 diplomacy	 has	 horribly	 failed	
in	 its	 mission	 to	 explain	 the	 United	 States	 to	 other	 nations	 is	 an	
oversimplification.	Deeper	inspection	reveals	the	misappropriate	use	of	
public	diplomacy	as	a	modality	for	crisis	management.	Whether	driven	
by	fiscal	considerations,	hubris,	or	perhaps	a	combination	of	both,	after	
the	collapse	of	the	Berlin	Wall,	the	costly	‘peace	dividend’	presumption	
that	the	United	States	no	longer	needed	to	devote	the	continued	level	
of	funding,	personnel,	or	effort	toward	its	public	diplomacy	programs	
prevailed	within	the	executive	and	legislative	branches	of	government.

The	choice	to	marginalize	public	diplomacy	initiatives	precipitated	a	
cascading	decline	 in	America’s	 ability	 to	maintain	 its	 global	 positive	
image.	 Currently,	 the	 United	 States	 lacks	 the	 solid	 foundation	 of	
a	 world	 well	 versed	 in	 the	 virtues,	 human	 rights,	 and	 freedoms	 for	
which	 America	 stands	 and	 espouses.	 There	 is	 no	 established	 base	 of	
credibility	to	buffer	lies	and	misconceptions,	nor	a	stable	network	of	
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field	ambassadors	groomed	by	years	of	familiarity	in	their	host	nations	
to	stem	the	tide	of	animosity	and	isolate	the	extremists.

What	remains	of	the	once	vibrant	and	effective	USIA	is	an	American	
public	diplomacy	that	is	a	mere	shell	of	its	former	capability.	Subsumed	
within	the	DoS,	U.S.	public	diplomacy	efforts	appear	fixed	on	a	public	
affairs-centric	 focus	 as	 opposed	 to	 developing	 an	 enduring	 strategic	
plan	to	win	the	war	of	ideas.	U.S.	public	diplomacy	leadership	lacks	
direct	supervision,	control	or	input	of	their	field	officers.	Inadequate	
budgets	 prevent	 modernizing	 to	 keep	 pace	 with	 information	
technology	 advances	 or	 filling	 staffing	 requirements	 causing	 critical	
vacancies	 in	 field	 offices.	 Current	 public	 diplomacy	 officers	 appear	
disproportionately	 saddled	 with	 administrative	 responsibilities,	
impeding	 them	 performing	 their	 primary	 function	 of	 networking	
with	their	target	populations.	Similarly,	many	public	diplomacy	field	
officers	lack	the	necessary	language	skills	enabling	them	to	engage	with	
their	target	audience.	This	is	the	arsenal	available	to	the	United	States	
to	confront,	arguably,	the	greatest	challenge	in	the	history	of	American	
public	diplomacy,	the	war	of	ideas.

Failure	to	implement	effective	public	diplomacy	in	the	war	of	ideas	also	
yields	direct	consequences	for	the	war	fighter.	As	anti-Americanism	rises,	
losing	ground	in	the	war	of	ideas	translates	into	greater	resistance	and	
hostility	of	the	host	populous	against	the	deployed	troops.	Expanding	
war	 efforts	 means	 more	 frequent	 and	 perhaps	 longer	 deployments.	
Secondary	effects	adversely	influence	divorce	rates,	mental	health,	and	
retention	among	military	members.64

Failure	 to	 contain	 the	 spread	 of	 extremism	 will	 produce	 additional	
regions	of	global	hostility,	requiring	new	mobilization	requirements	for	
military	members.	Similarly,	failure	to	succeed	in	the	war	of	ideas	risks	
extending	 the	 sanctuary,	 funding,	 and	 recruitment	 of	 enemy	 forces	
in	 the	GWOT.65	A	 losing	 effort	 in	 the	war	of	 ideas	may	affect	U.S.	
ability	to	form	or	maintain	coalitions	in	the	GWOT,	forcing	the	U.S.	
military	to	assume	a	larger	role	creating	more	frequent	and	or	longer	
deployments	with	larger	areas	of	responsibility.66	Allies	may	refuse	to	
assist	 in	 the	war	effort,	 as	was	 the	case	with	Turkey,	 creating	greater	
logistic	challenges	for	troop,	supply,	and	equipment	movements.67
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Inability	to	inspire	like-minded	alliances,	partnerships,	and	coalitions	
to	 sacrifice	 for	 common	 interests,	 changes	 the	 dynamic	 of	 the	
operational	 environment	 for	 Joint	 Force	 Commanders.68	 Ability	 to	
form	alliances	obviates	U.S.	troops	from	shouldering	far	greater	theater	
responsibilities,	 and	 averts	 the	 politically	 disastrous	 impression	 of	
American	unilateralism	to	forward	its	own	interests.	Failure	to	staff	the	
necessary	number	of	overseas	public	diplomacy	officers	 risks	causing	
military	mission	drift.	Military	members	may	find	themselves	assuming	
public	diplomacy	roles	and	responsibilities	that	U.S.	public	diplomacy	
is	understaffed	and	under-funded	to	execute.69

Recommendations to Empower U.S. Public Diplomacy

To	 improve	 the	 effectiveness	 of	 U.S.	 public	 diplomacy,	 changes	
must	begin	at	the	very	highest	 levels.	The	Under	Secretary	of	Public	
Diplomacy	must	have	direct	access	to	the	President,	be	present	during	
the	development	of	foreign	policy,	and	have	a	seat	at	National	Security	
Council	 meetings.70	 This	 crucial	 input	 will	 provide	 insight	 into	
international	reactions	to	proposed	foreign	policy	initiatives	and	will	
help	 shape	necessary	preemptive	public	diplomacy	 strategies	 to	 gain	
greater	reception	to	American	influence	abroad.	Now	is	an	ideal	time	
for	President	Obama	to	establish	this	cultural	change,	thereby	creating	
the	standard	for	future	administrations	regarding	the	importance	and	
relevance	of	U.S.	public	diplomacy	in	advancing	national	 interests.71	
Such	recognition	by	the	Executive	office	will	better	delineate	lines	of	
authority,	engender	greater	priority,	and	foster	interagency	cooperation	
for	Public	diplomacy	initiatives.72	As	former	prominent	USIA	director	
Edward	R.	Morrow	warned,	“Public	diplomacy	needs	to	be	in	at	the	
take	off	of	foreign	policies,	not	just	at	the	occasional	crash	landing.”73

First,	 and	 foremost,	 the	 Under	 Secretary	 of	 Public	 Diplomacy	 and	
Public	Affairs	must	coordinate	all	U.S.	public	diplomacy	efforts.	Unity	
of	 effort	 and	 interagency	 coordination	 of	 public	 diplomacy	 related	
programs	within	the	White	House,	the	DOD	and	the	DoS,	prevents	
irregular	 emphasis	 and	 competing	 priorities.	 Cooperation	 among	
departments	 facilitates	 successful	 implementation	 of	 U.S.	 foreign	
policy	agendas.	Synchronized	strategy	enables	a	streamlined,	uniform	
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approach	 reducing	 the	 likelihood	 of	 both	 gaps	 and	 redundancy	 in	
various	areas	of	effort	or	geographic	regions.

Similarly,	the	Under	Secretary	of	Public	Diplomacy	and	Public	Affairs	
must	be	in	the	direct	chain	of	command	for	all	public	diplomacy	efforts	
down	to	 the	very	 level	of	field	officers.	As	discussed,	a	 synchronized	
approach	at	all	 levels	with	clear	mission	objectives	 is	essential	 to	 the	
success	of	any	agenda.	It	is	the	responsibility	of	the	Under	Secretary	to	
create,	implement	and	then	adjust	strategy	as	necessary.	Without	the	
authority	over	all	areas	and	assets	of	public	diplomacy,	the	flexibility	
of	 implementing	urgent	changes	 in	 strategy	 is	 lost.	Additionally,	 the	
potential	 for	 essential	 regions	 to	 go	understaffed	 and	field	 agents	 to	
lack	a	unified	mission	focus	becomes	a	dangerous	reality.

The	training	and	recruiting	public	diplomacy	field	officers	must	receive	
greater	emphasis	within	the	DoS.	Public	diplomacy	strategy	is	only	as	
effective	as	its	messengers.	Having	as	few	as	60%	of	field	officers	meet	the	
most	minimum	standards	in	language	proficiency	of	their	host	nation	
is	a	poor	testimony	to	the	effectiveness	of	any	program.	If	field	officers	
are	not	able	to	converse	and	interact	fluently	and	seamlessly	with	their	
target	population	then	credibility	is	lost,	and	so	is	the	message	they	are	
trying	to	deliver.	Given	the	intensity	of	the	rancor	that	exists	in	Muslim	
regions,	the	United	States	can	ill	afford	field	officer	vacancies	due	to	
understaffing.	Similarly,	if	public	diplomacy	is	the	weapon	of	choice	in	
the	war	of	ideas	recruitment	of	public	diplomacy	officers	must	receive	
far	greater	emphasis	and	priority.

Preparing	a	successful	vision	for	U.S.	public	diplomacy	in	the	war	of	
ideas	 requires	 a	 return	 to	Cold	War	 era	prominence	 in	 the	national	
security	strategy.	A	2008	survey	of	USIA	alumni	argue	precedent	exists	
to	warrant	such	action.74	Seventy-two	percent	of	those	surveyed	reported	
that	public	diplomacy	was	instrumental	to	the	defeat	of	communism.75	
A	similarly	large	majority	(77%)	echo	that	public	diplomacy	plays	an	
equally	 critical	 role	 in	 today’s	 conflicts.76	These	 experts	note	 the	 top	
six	U.S.	Public	diplomacy	priorities	during	the	Cold	War	are	the	same	
public	diplomacy	priorities	identified	in	today’s	war	of	ideas.77	

At	the	height	of	the	Cold	War,	the	United	States	devoted	nearly	10,000	
employees	 and	 a	 $1	 billion	 dollar	 budget	 to	 its	 public	 diplomacy	
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programs.78	Additionally,	public	diplomacy	served	as	an	independent	
foreign	affairs	entity	within	the	executive	branch	and	boasted	the	most	
extensive	 global	 presence	 of	 any	 U.S.	 government	 agency.79	Today’s	
public	diplomacy	budget	of	$859	million	and	1,332	public	diplomacy	
officers	are	a	meager	shadow	by	Cold	War	standards.80

To	make	U.S.	public	diplomacy	more	effective	in	the	war	of	ideas,	the	
United	 States	 must	 regain	 its	 base	 of	 credibility;	 beginning	 with	 its	
allies.	Recent	international	polling	data	indicates	that,	since	the	start	of	
the	GWOT,	the	United	States	has	lost	a	substantial	degree	of	influence	
globally,	 even	 among	 its	 closest	 allies.81	 In	 2008	 polls	 of	 America’s	
traditional	 allies,	Britain,	France	 and	Germany,	only	Britain	 showed	
a	slim	majority	(53%)	reporting	favorable	views	of	the	United	Stattes,	
with	France	(42%)	and	Germany	(31%)	reporting	smaller	minorities.82	
This	 data	 reflects	 a	 significant	 decline	 in	 United	 States	 favorability	
among	 these	 close	 allies,	 who	 in	 2000	 had	 each	 demonstrated	 large	
majorities	reporting	favorable	views	of	the	United	States.83	

Notably,	 the	 United	 States	 currently	 suffers	 unprecedented	 anti-
Americanism	in	Western	Europe,	even	in	the	United	Kingdom	where	
41%	 of	 individuals	 polled	 believe	 that	 America	 is	 a	 greater	 threat	
to	 world	 peace	 than	 Iran.84	 Similarly,	 other	 allies	 such	 as	 Japan	 and	
Australia,	 where	 clear	 majorities	 held	 favorable	 views	 of	 the	 U.S.	 in	
2000,	reported	steady	declines	in	U.S.	favorability	since	the	beginning	
of	GWOT	to	present.85	In	Turkey,	a	NATO	ally,	U.S.	favorability	ratings	
have	plummeted	from	52%	in	2000	to	12%	in	2008.86	Similarly,	only	
13%	of	those	polled	in	Turkey	held	favorable	views	of	Americans.87

Equally	 concerning,	 of	 the	 24	 countries	 polled	 in	 the	 2008	 Pew	
Global	Attitudes	Project	(GAP),	21	view	the	United	States	as	having	
a	predominantly	negative	influence	in	their	country.88	Nineteen	of	the	
twenty-four	counties	polled	similarly	reported	the	U.S.	economy	had	
a	 negative	 influence	 on	 their	 country.89	 Fortunately,	 most	 countries	
polled	 in	 the	 Pew	 GAP	 viewed	 Americans	 more	 favorably	 than	 the	
United	 States	 itself,	 indicating	 less	 hostility	 toward	 the	 American	
people.90	A	notable	exception	to	this	finding,	however,	occurred	in	the	
Latin	American	countries	polled,	Mexico,	Argentina	and	Brazil,	where	
strong	 negative	 views	 of	 the	 United	 States	 correspond	 closely	 with	
similar	negativity	directed	against	Amercian	citizens.91
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United	 States	 public	 diplomacy	 must	 also	 regain	 credibility	 with	
Muslim	nations	to	succeed	in	the	war	of	ideas.	This	strategy	requires	
the	United	States	 to	demonstrate	 its	willingness	 to	depart	 from	past	
policies,	transition	away	from	the	confrontational	term,	“war	of	ideas”	
and	emphasize	cultural	connections	with	Muslim	nations.		Expanding	
U.S.	public	diplomacy	programs	to	bridge	relations	with	Iran	is	a	bold	
strike,	 one	 likely	 to	 find	 success	 rebuilding	 U.S.	 credibility	 among	
Muslims.		

United	States	engagment	of	Iran	via	public	diplomacy	is	a	formidable	
task;	particularly	when	considering	the	significant	number	of	Iranians	
who	hold	negative	views	of	the	U.S.	government,	but	developing	such	
relations	is	a	cornerstone	to	progress	in	the	war	of	ideas.	Recent	World	
Public	Opinion.org	polls	demonstrate	the	critical	nature	of	this	goal.	
Specifically,	74%	of	Iranians	feel	the	U.S.	Government	has	a	negative	
influence	on	the	rest	of	the	world.92	While	a	large	majority	of	Iranians	
(>80%)	 believe	 the	 United	 States	 seeks	 to	 control	 Middle	 East	 oil	
reserves	for	its	own	interests.93	Eighty-four	percent	of	Iranians	believe	
the	United	States	objectively	seeks	 to	weaken	and	divide	the	Islamic	
world.94	Equally	concerning,	64%	of	Iranians	polled	 feel	 the	United	
States	intentionally	desires	to	humiliate	the	Islamic	world.95		

Despite	 remnants	 of	 distrust	 between	 the	 two	 nations,	 Steven	 Kull,	
director	 of	 World	 Public	 Opinion.org,	 believes	 Iran	 is	 currently	
expressing	a	greater	readiness	 to	normalize	relations	with	the	United	
States,	 particularly	 in	 such	 areas	 as	 tourism,	 trade,	 and	 journalistic,	
educational,	cultural	and	athletic	exchanges.96	His	opinion	stems	from	
a	significant	decrease	in	hostility	toward	the	United	States	illustrated	
by	 comparing	 polling	 data	 from	 2006	 and	 2008	 where	 the	 belief	
that	violent	conflict	between	the	West	and	Muslims	is	inevitable,	has	
dropped	to	12%	in	2008	compared	to	25%	in	2006.97	Additionally,	
decreasing	numbers	of	Iranians	state	the	United	States	is	a	direct	threat	
to	their	country	and	hostile	to	Islam	(65%	in	2006,	vs.	51%	in	2008).98	
Similarly,	fewer	Iranians	consider	U.S.	military	presence	in	the	Middle	
East	 a	direct	 threat	 against	 Iran	 (55%	 in	2008,	down	 from	73%	 in	
2006)	or	view	Americans	unfavorably	(37%	in	2008,	down	from	49%	
in	 2006).99	 Equally	 reassuring,	 76%	 of	 Iranians	 polled	 felt	 attacks	
against	U.S.	citizens	in	the	United	States	was	never	justifiable.100
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Perhaps	more	compelling	is	data	suggesting	that	efforts	to	normalize	
relations	 with	 Iran	 may	 aid	 U.S.	 foreign	 policy	 objectives	 in	 the	
Middle	East	and	mitigate	concerns	regarding	Iranian	nuclear	weapons	
development.	A	majority	of	Iranians	reported	regional	concessions	and	
concessions	with	their	nuclear	energy	program	would	be	acceptable	in	
exchange	for	normalized	relations	with	the	United	States.101	In	fact,	a	
majority	of	Iranians	oppose	nuclear	weapons	development	with	a	near	
equal	majority	stating	such	weapons	violate	the	principles	of	Islam.102	
Similar	majorities	endorse	the	Nuclear	Non-Proliferation	Treaty	allowing	
the	International	Atomic	Energy	Agency	full	and	permanent	access	to	
Iranian	nuclear	facilities	in	exchange	for	allowing	Iran	to	conduct	full-
cycle	nuclear	energy	production.103	A	majority	of	Iranians	polled	stated	
they	would	end	support	for	armed	anti-government	groups	in	Iraq	for	
normalized	relations	with	the	United	States.104	Twenty-four	percent	of	
Iranians	expressed	willingness	to	recognize	the	State	of	Israel.105	That	
number	 nearly	 doubled	 when	 posed	 as	 a	 condition	 for	 normalizing	
relations	with	the	United	States.106	Finally,	the	majority	of	Iranians	had	
no	desire	for	Iranian	dominance	within	their	region,	preferring	instead,	
the	 development	 of	 cooperative	 relations	 with	 surrounding	 Middle	
Eastern	countries.107

Polling	 data	 collected	 in	 the	 United	 States	 and	 Iran	 also	 suggests	
majorities	in	both	nations	believe	common	ground,	with	similar	wants	
and	needs,	exists	between	them.108	Both	Americans	and	Iranians	view	
terrorism	as	a	national	threat	and	both	have	strong	negative	opinions	
toward	 Osama	 bin	 Laden.109	 Both	 the	 majorities	 of	 Americans	 and	
Iranians	reject	the	concept	of	attacks	against	civilians.110	A	large	majority	
of	Iranians	support	the	principles	of	free	elections	and	freedom	of	the	
press.111	Nearly	equal	majorities	from	each	country	(69%	of	Iranians	
and	 73%	 of	 Americans)	 support	 bilateral	 discussions	 on	 ways	 to	
stabilize	Iraq.112

The	 recent	 ease	 on	 U.S.	 restrictions	 regarding	 stem	 cell	 research	
by	 the	 Obama	 administration	 represents	 a	 poignant	 opportunity	
for	 U.S.	 Public	 diplomacy	 to	 initiate	 relations	 with	 Iran.	 Iran	 is	 an	
international	 leader	 in	 stem	 cell	 research	 whose	 scientists	 developed	
human	embryonic	stem	cell	lines	as	far	back	as	2003	and	who,	in	2008,	
devoted	2.5	billion	in	funding	to	the	country’s	stem	cell	research	over	
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the	next	five	years.113	In	fact,	several	other	Muslim	countries,	such	as	
Malaysia,	 Egypt	 and	Turkey,	 are	 also	 actively	 involved	 in	 their	 own	
stem	cell	research	programs.114	United	States	public	diplomacy	could	
conduct	 and	orchestrate	 international	 scientific	 symposia	devoted	 to	
the	advancement	of	stem	cell	research	and	the	development	of	global	
international	ethics	standards	for	such	research.

Prior	 to	 any	U.S.	 public	 diplomacy	 exchange	with	 Iran,	 the	United	
States	must	respect	that	polling	data	demonstrates	a	majority	of	Iranians	
are	satisfied	with	their	form	of	government.115	Similarly,	the	majority	
of	 Iranians	disapprove	of	U.S.	 attempts	 to	 spread	democracy	within	
Iran.116	These	data	warrant	further	review	by	the	DoS,	who	continues	
to	identify	promoting	democracy	as	one	of	the	primary	objectives	of	
U.S.	public	diplomacy.117

Success	in	the	war	of	ideas	may	also	require	modifications	to	current	
foreign	 policy	 objectives.	 International	 opinion	 surveys	 demonstrate	
that	much	of	the	decline	in	America’s	image	over	the	last	several	years	
surrounds	opposition	to	recent	U.S.	foreign	policy	 initiatives	and	its	
expanding	global	military	presence.118	Indeed,	polling	data	of	Muslim	
publics	 in	the	Middle	East	 indicate	wide	support	for	the	withdrawal	
of	U.S.	Forces	 from	the	Middle	East,	 including	U.S.	naval	 forces	 in	
the	Persian	Gulf.119	Similarly,	international	concerns	exist	that	feel	the	
build	 up	 of	 U.S.	 military	 presence	 in	 the	 Middle	 East	 over	 the	 last	
several	 decades	 actually	 exacerbates	 threats	 of	 nuclear	 proliferation	
and	 terrorism.120	 Ironically,	while	 large	majorities	of	Muslims	polled	
disapprove	 of	 terrorist	 attacks	 against	 Americans,	 equal	 majorities	
support	al	Qaeda’s	methods	of	pressuring	the	United	States	to	remove	
all	its	forces	and	bases	from	Muslim	lands.121	Large	majorities	view	the	
U.S.	military	presence	in	the	Middle	East	as	a	means	to	weaken	and	
divide	the	Islamic	world.122	

Polls	 carried	 out	 in	 Iraq	 in	 2008	 also	 demonstrate	 a	 growing	 desire	
for	 decreased	 U.S.	 military	 presence	 in	 the	 region.	 Data	 indicates	
that	 the	 majority	 of	 Iraqis	 are	 impatient	 with	 the	 pace	 of	 U.S.	
military	withdrawal.123	Eighty-four	percent	of	Iraqis	polled	desire	the	
withdrawal	of	U.S.	forces	within	a	year.124	Of	particular	concern,	71%	
of	 Iraqis	 feel	 the	 U.S.	 desires	 to	 occupy	 Iraq	 with	 permanent	 bases	
and	61%	view	the	presence	of	U.S.	forces	in	Iraq	as	destabilizing	their	



57Information Effects in the Cognitive Dimension

security	 situation.125	 Such	 findings	 are	 an	 ominous	 predictor	 of	 the	
Iraqi’s	 willingness	 to	 cooperate	 with	 the	 coalition	 forces,	 or	 support	
an	 insurgency.126	Sixty-one	percent	of	 Iraqis	 support	attacks	on	U.S.	
troops,	 while	 68%	 of	 Iraqis	 endorse	 non-military	 assistance	 by	 the	
United	 States,	 to	 include,	 building	 schools,	 health	 clinics	 and	 other	
assistance	with	organizing	communities.127

While	 global	 opinion	 polls	 should	 not	 dictate	 any	 country’s	 foreign	
policy,	 countries	 should	 not	 routinely	 dismiss	 them.	 As	 such,	 the	
U.S.	 should	 re-evaluate	 its	 military	 force	 structure	 in	 the	 Middle	
East.	Phased	reductions	of	American	 forces	and	bases	 in	 the	Middle	
East	based	on	a	timetable	ratified	through	the	UN	Security	Council,	
demonstrates	U.S.	commitment	to	international	governing	bodies	and	
multilateralism.

Conclusion

Concluding	 budget	 cuts	 and	 staff	 reductions	 alone	 account	 for	
U.S.	 public	 diplomacy’s	 ineffectiveness	 in	 the	 war	 of	 ideas	 to	 date	
oversimplifies	the	greater	complexity	of	issues	at	hand.	Upon	merging	
within	the	DoS,	U.S.	public	diplomacy	abandoned	the	very	principles	
that	define	its	functionality,	independence,	agility,	coordinated	action,	
a	direct	voice	with	the	executive	office,	and	person-to-person	contact	
with	target	populations.	Rather	than	appropriately	vetting	aggressive	
new	foreign	policy	initiatives	through	U.S.	public	diplomacy,	America	
blindly	attempted	to	superimpose	Western	values	upon	an	established	
foreign	culture	with	predictable	results	 to	only	then	question,	“Why	
do	they	hate	us?”	Lastly,	America’s	apprehensions	toward	confronting	
ideological	 struggles	 led	 to	 a	 disproportionate	 emphasis	 for	 public	
diplomacy	 on	 pubic	 relations	 as	 opposed	 to	 confronting	 the	 more	
challenging	issue	of	containing	the	spread	of	Islamic	extremism.		

Success	 in	 the	 war	 of	 ideas	 requires	 a	 comprehensive,	 coordinated,	
overarching	 strategy	 for	 U.S.	 public	 diplomacy,	 something	 lacking	
since	the	Cold	War	era.	Rather	than	viewed	as	a	relic	of	a	past	conflict,	
the	success	of	public	diplomacy	(or	USIA)	during	the	Cold	War	era	
should	serve	as	a	template	for	the	level	of	national	commitment	and	
emphasis	necessary	for	public	diplomacy	to	favorably	influence	the	war	
of	ideas.128	International	anti-Americanism	and	the	spread	of	Islamic	
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extremism	threaten	U.S.	interests	globally	and	create	a	growing	national	
security	threat.	The	United	States	must	prioritize	its	public	diplomacy	
efforts	 to	 counter	 these	 threats.	 In	order	 to	do	 so	 it	must	 engage	 in	
the	 war	 of	 ideas	 with	 as	 much	 vigor	 and	 capital	 as	 it	 dedicated	 to	
winning	the	Cold	War.129	Similarly,	public	diplomacy	must	regain	the	
prominence	it	held	during	the	Cold	War	era	as	a	central	component	of	
national	strategy	and	America’s	premiere	political	weapon	to	contain	
Soviet	influence	beyond	its	borders.130

As	 recent	 opinion	 polls	 indicate,	 Islamic	 extremism	 is	 losing	 favor	
in	even	the	most	conservative	of	Muslim	countries.	Now	is	the	ideal	
time	 for	 the	new	administration	 to	 capitalize	upon	 this	momentum	
and	redefine	America’s	approach	to	the	war	of	ideas.	Rebuilding	public	
diplomacy	 will	 enable	 the	 United	 States	 to	 distance	 itself	 from	 the	
ambiguous	 and	 arguably	 confrontational	 term,	 “war	 of	 ideas,”	 and	
launch	a	new,	inclusive	direction	aimed	at	creating	cultural	harmony	
with	moderate	Muslims.
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Colonel Suhail M. Alserraidi
United	Arab	Emirates

The time has come to look anew at our institutions of  public diplomacy.  
We must do much more to confront hateful propaganda, dispel dangerous 
myths and get out the truth. We must increase our exchanges with the 
rest of  the world. We must work closer than ever with educational 
institutions, the private sector and nongovernmental organizations and we 
must encourage our citizens to engage the world to learn foreign languages, 
to understand different cultures and to welcome others into their homes.

—Secretary	of	State	Condoleezza	Rice1

Nature of the Information Environment

The	United	States	is	and	has	been	for	the	past	eight	years,	engaged	in	
a	difficult	long-term	struggle	against	secular	and	religious	extremists.	
This	 major	 struggle,	 especially	 in	 the	 Middle	 East,	 has	 shown	 that	
communication	is	a	critical	factor	in	overcoming	extremists.	The	need	
to	engage,	enforce,	inform,	understand	and	influence	people,	not	only	
overseas	audiences	but	also	the	American	public,	has	become	vital.

However,	at	the	beginning	of	this	struggle	the	public	diplomacy	effort,	
especially	for	the	Arab	and	Muslim	world,	reflected	a	system	that	was	
outmoded,	lacked	resources	and	had	no	strategic	direction.	The	United	
States	had	previous	successes	in	public	diplomacy,	such	as	the	Fulbright	
education	 two-way	 exchanges,	 the	 Marshall	 Plan,	 the	 United	 States	
moon	 landing,	 and	 the	 reunification	 of	 Germany.	 In	 recent	 times,	
only	the	Reagan	years	had	communication	strategies	that	took	a	front	
role	in	all	political	challenges.	The	strategy	was	simple	and	clear	with	
a	 mission	 “to	 win	 the	 Cold	War	 once	 and	 for	 all”	 stated	 personally	
by	 President	 Reagan.	 Many	 people	 today	 expect	 public	 diplomacy	
to	 instantly	 produce	 goodwill	 among	 other	 nations	 without	 first	
establishing	an	atmosphere	of	trust	and	understanding.		What	is	needed	
in	 this	 struggle	 with	 militants	 is	 presidential	 leadership,	 resources,	
and	 full	 commitment	 by	 the	 government	 and	 private	 organizations.	
To	 demonstrate	 the	 need	 for	 an	 effective	 strategic	 communication	
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strategy,	 the	Heritage	Foundation	conducted	a	poll	and	stated	 in	an	
article	 that	 “many	 in	 the	 Arab	 world	 believe	 that	 the	 United	 States	
wants	to	destroy	Islam	and	replace	it	with	Christianity.”2	

Strategic Intent

The	strategic	intent	of	strategic	communication	is	to	assist	in	winning	
the	War	on	Terror	by	winning	the	battle	of	ideas.	The	battle	of	ideas	
is	part	of	 the	overall	public	diplomacy	 strategy	except	 its	 task	 is	not	
to	change	 foreign	views	of	 the	United	States	and	 its	policies,	but	 to	
ensure	that	unfavorable	sentiments	and	“day-to-day	grievances	toward	
the	United	States	and	its	allies	do	not	manifest	themselves	in	the	form	
of	 violent	 extremists.”3	The	question	of	 the	primary	mission	 for	 the	
battle	of	 ideas	 is	whether	 to	defeat	 the	 terrorists	or	 to	build	 a	 long-
term	 relationship	 of	 trust,	 understanding,	 and	 support	 for	 United	
States	foreign	policy	objectives.	Arab	and	Muslim	nations	may	see	the	
first	 choice	 as	 being	 taken	 advantage	 of	 for	 United	 States	 purposes.		
The	second	choice	considers	the	Arab	and	Muslim	world	as	long-term	
partners.	To	achieve	the	strategic	intent	of	winning	the	war	on	terror	
we	 must	 choose	 to	 become	 full	 partners	 with	 Muslim	 nations.	 To	
accomplish	this	we	must	understand	that	overall	United	States	policy	
is	the	most	important	part	of	the	task.	The	United	States	cannot	expect	
other	nations	to	accept	their	policies	if	other	nations	don’t	understand	
them,	have	little	or	no	input	and	disagree	with	the	policies.		Therefore,	
we	must	accept	the	fact	that	we	need	the	assistance	of	other	nations	and	
people	and	their	views,	beliefs	and	interests.	This	begins	with	listening.	

Goals and Objectives

The	 goal	 of	 strategic	 communication	 is	 to	 help	 defeat	 terrorism	 by	
producing	 counterterrorism	 ideas	 through	 words,	 deeds	 and	 images	
that	separate	terrorists	from	their	base	and	general	audiences.	This	will	
result	in	the	avoidance	of	violence	to	achieve	political	objectives,	ending	
attempts	of	radicalizing	and	recruiting	new	members	and	making	those	
who	do	use	violence	isolated	and	condemned.

The	objective	of	strategic	communication	is	to	be	proactive,	sustained	
with	 a	 coordinated	 and	 coherent	 set	 of	 actions	 that	 support	United	
States	strategic	objectives.		Some	actions	to	achieve	these	objectives	are:
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1.	Understanding	of	global	attitudes	and	cultures.		In	reference	to	the	
Arab	and	Muslim	world,	the	United	States	must	understand	that	
their	 societies	 and	 countries	 are	diverse	 culturally,	 linguistically,	
ethically	and	religiously	and	thus	the	United	States	must	customize	
their	message	and	ideas	to	each	nation.

2.	Learn	to	listen.	The	United	States	needs	to	hear	the	voices	of	other	
nations,	especially	Arab	and	Muslim	political	sectors,	not	just	pro-
American	groups.	The	United	States	needs	to	listen,	address	and	
interact	with	the	Arab	world	and	its	different	voices	and	be	willing	
to	have	frank,	truthful,	respectful	and	tough	discussions	in	which	
they,	at	times,	must	be	ready	to	lose.

3.	Understand	 the	 transformation	 of	 the	 media,	 especially	 with	
young	adults.	Information	flow	is	primarily	by	viral	methods	such	
as	Goggle,	YouTube,	Wikipedia,	blogs,	chat	rooms,	etc.,	and	not	
broadcasts.	The	focus	is	not	on	the	delivery	means	but	on	what	
the	 content	 of	 the	 message	 is	 and	 its	 credibility	 to	 the	 people.		
Terrorist	 organizations	 have	 used	 the	 media	 to	 their	 advantage	
through	 fast	 responses,	 flexibility,	 decentralized	 leadership	 and	
local	 autonomy.	 They	 recognize	 that	 bad	 news	 is	 “good”	 since	
bombs	sell	and	schools	don’t.	The	rise	of	pan-Arab	media	outlets	
have	vastly	increased	(e.g.,	Al-Jazeera)	and	the	web	is	available	to	
all.	The	traditional	media	are	losing	their	influence	to	the	citizen	
reports	on	new	media.	Censorship	or	hiding	of	information	has	
become	impossible,	and	balanced,	validated	reporting	has	changed	
to	polarized,	target	group	reporting.

4.	The	world	today	is	watching	the	deeds	and	actions	of	the	United	
States	to	compare	them	with	United	States	strategic	communication	
messages.	Communication	today	is	global	and	“bad”	actions	are	
quickly	 seen	 and	 measured.	 Also,	 domestic	 messages	 sent	 for	
support	 at	home	can	have	a	negative	 result	 internationally.	The	
United	States	must	also	understand	that	what	they	say	at	times	is	
not	what	others	hear.		Concepts	such	as	“democracy,”	“rule-of-law”	
and	“freedom”	have	different	meanings	in	different	cultures.	The	
United	States	value	system	is	confusing	to	others,	especially	in	the	
Arab	 and	Muslim	world,	particularly	 considering	United	States	
cultural	homogeneity	vs.	cultural	diversity	and	the	acceptance	of	
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alternate	lifestyles.	Thus,	the	focus	of	the	United	States	message	
should	 be	 cultural	 concepts	 that	 are	 globally	 valued	 such	 as	
human	 dignity,	 health,	 personal	 safety,	 environment,	 education	
and	economic	well-being.

Conclusion

The	battle	of	ideas	will	be	a	continuing	challenge	to	the	United	States.		
The	 nation	 must	 mobilize	 and	 utilize	 its	 best	 talent,	 expertise	 and	
resources	both	within	and	outside	the	government.		It	needs	a	national	
structure	for	strategic	communication,	increased	financial	support	and	
strong	leadership	from	the	highest	levels.	Fortunately,	the	new	United	
States	President	may	be	up	to	all	the	challenges.	His	decision	to	make	
his	first	official	interview	as	President	on	the	Arabic	television	station,	
Al-Arabiya,	shows	his	understanding	of	culture,	respect	and	value	of	
dialogue.	 President	 Obama’s	 comments	 at	 the	 G-20	 Conference	 of	
“listening	to	others”	brings	the	promise	of	a	fresh	start	in	U.S.-world	
relations.		His	Secretary	of	State,	Hillary	Clinton,	comments	on	“smart	
power”4	 which	 she	 defines	 as	 relying	 heavily	 on	 global	 engagement	
and	public	diplomacy	also	 shows	 that	 the	United	States	will	not	act	
unilaterally	as	it	has	in	the	past.

The	understanding,	support	and	leadership	for	United	States	strategic	
communication	is	rising.	This	is	proven	by	the	introduction	in	Congress	
of	the	“Strategic	Communication	Act	of	2009”	by	Republican	William	
Thornberry	 (R-TX-13)	 on	 January	31,	 2009.	The	 subtitle	 states	 “to	
improve	 the	 conduct	 of	 strategic	 communication	 by	 the	 Federal	
Government.”5		Once	again,	the	United	States	is	rising	to	a	challenge.
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Section	 two	 is	 focused	 on	 the	 practical	 application	 of	 existing	
information	 theories	 and	 concepts	 concerning	 information	
availability	and	its	usage	in	national	and	theater	operations.	Since	

the	onset	of	the	information	age,	activities	and	considerations	involved	
in	the	protection,	availability	and	application	of	information	have	been	
debated	and	put	into	theory;	however	these	theories	become	somewhat	
archaic	 after	 time	 since	 the	 information	 environment	 continues	 to	
present	an	ever	changing	medium.	Starting	with	the	concept	of	Net-
Centric	Warfare	developed	in	1998	and	the	Joint	Vision	series	(2010	
and	 2020)	 many	 new	 information	 related	 conceptual	 ideas	 have	
emerged	and	 taken	 root	 in	military	planning	and	operations.	While	
the	 initial	 concepts	 still	have	 some	merit,	 they	need	 to	be	“rounded	
out,”	 updated,	 and	 refocused.	 Protecting	 information	 that	 rides	 the	
information	 super-highway	 has	 moved	 up	 to	 front	 and	 center	 in	
national	 and	 strategic	 considerations,	 as	 vulnerabilities	 in	 military	
networks	and	the	commercial	 internet	raise	significant	threats	to	the	
well	being	of	the	U.S.	culture.		Additionally,	empowering	military	and	
government	 agencies	 with	 the	 timely	 flow	 of	 accurate	 information,	
and	developing	“knowledge”	from	that	information	is	a	full	time	issue	
as	empowerment	 involves	more	 than	 just	getting	 the	 information	to	
the	right	 location.	Finally,	the	development	of	repositories	of	critical	
and	 historic	 information	 that	 is	 available	 to	 a	 ubiquitous	 audience,	
while	maintaining	the	appropriate	level	of	security	will	move	military	
planners	and	decision	makers	to	new	levels	of	success.	Each	of	these	
authors	explores	one	of	these	concepts	as	they	present	their	thesis	on	
how	to	improve	information	protection,	flow,	and	availability.

The	 first	 monograph,	 written	 by	 Lieutenant	 Colonel	 Scott	 W.	
Beidleman	explores	the	protection	aspect	of	information	requirements,	
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writing	 about	 the	 potential	 for	 cyber	 attack	 to	 cause	 exceptionally	
grave	damage	to	a	state’s	national	security,	and	examining	what	issues	
would	make	a	cyber	attack	an	act	of	war.	He	considers	efforts	to	apply	
existing	 international	 norms	 to	 cyberspace,	 and	 also	 assesses	 how	
traditional	concepts	of	deterrence	apply	in	cyberspace.	He	concludes	
that	cyber	attack,	under	certain	conditions,	must	be	treated	as	an	act	of	
war;	that	deterrence	works	to	dissuade	cyber	aggression;	and	provides	
recommendations	to	protect	American	national	interests.

Next,	 Colonel	 David	 A.	 Barlow	 argues	 that	 the	 requirement	 for	
unimpeded	information	sharing	is	a	central	tenet	of	network	centric	
warfare	and	is	not	currently	a	reality	across	theaters	of	operation.	He	
further	contends	that	the	different	combatant	command	information	
technology	support	methodologies	impede	network	centric	operations	
within	 the	 Department	 of	 Defense.	 His	 paper	 examines	 desktop	
collateral	information	technology	support	to	the	combatant	commands	
as	 it	 pertains	 to	 network	 centric	 warfare	 at	 the	 theater	 level,	 and	
proposes	a	single	solution	provided	by	a	single	agency	to	service	all	ten	
combatant	commands.	By	examining	the	strengths	and	weaknesses	of	
the	current	 support	methods	he	provides	 strategic	 recommendations	
aimed	at	improving	network	centric	warfare.

Lieutenant	 Colonel	 Robert	 B.	 Sofge	 writes	 that	 Knowledge	 Centric	
Warfare,	 an	 evolutionary	 step	 beyond	 Network	 Centric	 Warfare,	
provides	 a	 conceptual	 underpinning	 to	 propel	 a	 fundamental	 shift	
in	 the	 joint	 force	as	 it	 focuses	on	knowledge	vice	 information.	Built	
upon	the	philosophical	position	that	knowledge	is	inseparable	from	the	
knower,	this	paper	rejects	the	objectification	of	knowledge	and	argues	
that	deliberately	developing	the	private	and	cultural	mental	models	of	
the	force	will	achieve	the	Chairman’s	vision.		

Finally,	Commander	Timothy	L.	Daniels	writes	that	knowledge	created	
and	shared	within	and	among	responsible	organizations	enables	timely	
and	effective	problem	solving,	decision-making,	and	action	critical	to	
successful	Security,	Stability,	Transition,	and	Reconstruction	Operations	
(SSTRO)	 in	 complex	 and	 uncertain	 environments.	 He	 explores	
knowledge	management	as	an	SSTRO	enabler	and	examines	the	use	of	
the	Intelligent	Complex	Adaptive	System	(ICAS)	Model	to	demonstrate	
strategic	Knowledge	Management	(KM)	application.		Additionally,	he	



67Information Effects through Network and Knowleged-based Operations

explores	organizational	culture	as	a	barrier	to	KM	implementation	and	
identifies	strategic	leader	focus	areas	for	overcoming	cultural	barriers.		
Finally,	he	provides	recommendations	for	realizing	the	strategic	utility	
of	KM	as	part	of	SSTRO	to	achieve	national	security	objectives.	

These	 excellent	 papers	 provide	 a	 depth	 of	 research	 and	 thought	
concerning	 the	 future	 development	 of	 information	 processes	 and	
network	 structure.	 They	 lay	 the	 groundwork	 for	 the	 development	
of	 new	 and	 innovative	 ideas	 to	 meet	 the	 information	 requirements	
emerging	in	future	military	and	commercial	ventures.





defininG and deterrinG cyber war

Lieutenant Colonel Scott W. Beidleman
United	States	Air	Force

Cyberspace is the nervous system—the control system of our country.
—President	George	W.	Bush1

What	if	one	day	the	control	systems	of	a	major	dam	suddenly	
released	 torrents	 of	 water	 upon	 nearby	 communities,	 or	
safety	systems	of	nuclear	power	plants	malfunctioned,	or	

air	 traffic	 control	 systems	 of	 major	 airports	 shut	 down,	 or	 financial	
transactions	 of	 major	 banks	 and	 stock	 exchanges	 stopped	 or	
disappeared?	What	 if	 these	 events	happened	 simultaneously?	 Is	 such	
a	scenario	the	plot	of	a	Hollywood	blockbuster,	or	the	new	reality	of	
twenty-first	century	cyber	war?

Since	the	public	debut	of	the	Internet	in	the	early	1990s,	not	all	users	
have	acted	with	peaceful	purposes	in	cyberspace.	The	magnitude	and	
frequency	of	cyber	attacks	have	grown	continuously	since	the	inception	
of	the	World	Wide	Web,	from	the	nuisance	of	individual	hackers	in	the	
early	years	to	potential	state-sponsored	cyber	aggression	recently	against	
Estonia	and	Georgia.	Indeed,	cyberspace	has	emerged	as	a	setting	for	
war	on	par	with	land,	sea,	air,	and	space.	This	is	unsettling	since	the	
Internet	 and	 information	 and	 communications	 technologies	 (ICT)	
have	increasingly	become	integrated	into	all	aspects	of	human	society.		
In	 fact,	 computers	 control	 much	 of	 America’s	 critical	 infrastructure	
and	 essential	 processes	 in	 manufacturing,	 utilities,	 banking,	 and	
communications.2	Even	President	Bush	declared	cyberspace	as	America’s	
nervous	system	and	the	control	system	of	the	country.3		Cyberspace	is	
America’s	operating	system,	analogous	to	a	national-level	Windows	XP.		
A	system	crash	would	cause	grave	damage	to	the	economy	and	national	
security,	and	rebooting	America	might	not	be	easy.	Consequently,	this	
paper	asserts	that	cyber	attacks	have	the	potential	to	cause	grave	damage	
to	the	national	security	of	the	United	States	and	must	be	treated	as	an	
act	of	war.	As	a	first	line	of	deterrence	in	this	relatively	new	domain	of	
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war,	the	United	States	should	lead	efforts	to	establish	an	international	
regime	of	laws,	norms,	and	definitions	to	deter	aggression	in	cyberspace.

The	 question	 of	 cyber	 deterrence	 reveals	 several	 more	 fundamental	
questions,	the	answers	to	which	the	international	community	has	not	
reached	consensus.	Does	cyber	attack	constitute	a	use	of	force?	Is	cyber	
attack	an	act	of	war?	Do	the	traditional	concepts	of	deterrence	prevail	
in	 cyberspace?	 These	 questions	 are	 difficult	 to	 answer	 because	 there	
are	no	common,	codified,	legal	standards	regarding	cyber	aggression.		
More	than	a	decade	after	the	advent	of	the	Internet,	the	international	
community	still	has	no	sanctioned	body	of	norms	to	constrain	states’	
actions	in	cyberspace.		

This	paper	begins	by	examining	the	increasing	scope	and	destructiveness	
of	cyber	attacks	and	establishing	cyber	war	as	a	threat	to	the	national	
interests	of	the	United	States.	Next,	it	defines	cyber	war	and	attempts	
to	assess	cyber	attack	as	an	act	of	war	regarding	current	international	
law.	 Then	 the	 study	 applies	 the	 traditional	 concepts	 of	 deterrence	
to	 cyberspace	 and	 concludes	 with	 recommendations.	 The	 research	
concludes	that	deterrence	can	work	in	cyberspace,	but	the	United	States	
must	pursue	a	comprehensive	approach	that	combines	the	fielding	of	
defensive	 and	 offensive	 cyber	 capabilities	 with	 a	 concerted	 effort	 to	
establish	an	international	regime	to	constrain	cyber	aggression.		

A Threat to National Security

Since	 its	 arrival	 as	 a	 public	 domain	 in	 the	 1990s,	 the	 Internet	 and	
ICT	 have	 become	 integrated	 into	 all	 aspects	 of	 human	 society.		
Advances	 in	 ICT	 continuously	 fuel	 globalization,	 which	 increases	
the	 interdependence	 of	 states’	 economies,	 politics,	 and	 security.		
Concurrently,	 it	 increases	 states’	 vulnerabilities	 to	 cyber	 attack.	Like	
any	 other	 medium,	 cyberspace	 provides	 avenues	 to	 pursue	 peaceful	
ends	as	well	as	aggression.		

One	of	the	earliest	attacks	in	cyberspace	to	gain	notoriety	occurred	in	
1994	at	Rome	Lab,	 a	military	 research	and	development	 laboratory.		
Two	 hackers	 intruded	 into	 the	 lab’s	 network	 150	 times	 but	 caused	
no	 damage.4	 One	 of	 the	 hackers	 from	 Israel	 was	 acquitted	 because	
no	 Israeli	 laws	 applied	 to	 the	 incident.5	 A	 few	 years	 later	 the	 Love	
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Bug	virus	infected	over	60	million	computers	worldwide	and	caused	
organizations	as	diverse	as	the	British	Parliament	and	the	Ford	Motor	
Company	to	shut	down	their	servers.6	Again,	the	Filipino	perpetrator	
was	not	charged	or	punished	because	“creating	computer	viruses	was	
not	a	crime	under	Philippine	law.”7

In	1997,	 the	 U.S.	 military	 conducted	Eligible	Receiver,	 the	nation’s	
first	 information	 warfare	 exercise.	 This	 exercise	 tasked	 a	 group	 of	
highly	 trained	 computer	 experts,	 known	 as	 a	 government	 red	 team,	
to	independently	examine	plans	and	operations	from	the	perspective	
of	adversaries.8	The	red	team	“was	able	to	infiltrate	and	take	control	of	
Pacific	command	center	computers,	as	well	as	power	grids	and	9/11	
emergency	systems	in	nine	major	U.S.	cities.”9		These	results	suggested	
that	America’s	critical	military	and	civilian	infrastructures	were	highly	
vulnerable.	In	fact,	the	very	next	year	hackers	confirmed	the	findings	of	
Eligible	Receiver	when	they	attacked	Department	of	Defense	networks	
and	compromised	over	500	computers	in	an	incident	dubbed	“Solar	
Sunrise.”10	 This	 attack	 targeted	 logistics	 and	 accounting	 systems	
essential	 to	 managing	 and	 deploying	 U.S.	 military	 forces	 at	 a	 time	
when	the	United	States	was	considering	military	action	against	Iraq	for	
their	failure	to	comply	with	United	Nations’	(UN)	resolutions.11	These	
events	 served	as	 signs	of	 things	 to	come	as	 smaller-scale	hacker-level	
assaults	gave	way	to	more	organized	and	destructive	attacks,	escalating	
to	reputed	state-level	attacks	on	Estonia	and	Georgia.

Since	Estonia	declared	independence	from	the	Soviet	Union	in	1991,	it	
has	zealously	embraced	information	and	communications	technology	
and	has	become	one	of	the	most	wired	nations	in	Europe.	More	than	
65	percent	of	Estonians	have	access	to	the	Internet	and	they	conduct	
virtually	 all	 of	 the	 administrative	 functions	 of	 their	 society	 online.12	
This	includes	97	percent	of	their	banking	transactions,	as	well	as	voting	
and	paying	taxes	online.13	In	fact,	Estonia	has	embraced	cyberspace	to	
such	a	high	degree	that	all	of	its	citizens	carry	national	identification	
cards	 embedded	 with	 electronic	 identity	 chips	 and	 the	 country’s	
parliament	declared	Internet	access	a	basic	human	right	in	2000.14	This	
high	degree	of	reliance	on	ICT	made	Estonia	extremely	vulnerable	to	
cyber	attack.
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For	 two	 weeks	 beginning	 in	 late	 April	 2007	 this	 eastern	 European	
nation	endured	the	world’s	first	cyber	attack	that	threatened	the	national	
security	of	an	entire	state.15	The	persistent	attacks	involved	computer	
robot	 networks,	 known	 as	 botnets,	 that	 seized	 more	 than	 a	 million	
computers	from	75	countries	and	directed	them	to	barrage	targets	in	
Estonia,	eventually	“bringing	the	 functioning	of	government,	banks,	
media	and	other	institutions	to	a	virtual	standstill.”16	The	majority	of	
the	attacks	came	in	the	form	of	distributed	denial	of	service	(DDOS)	
attacks	that	overwhelmed	websites	with	a	massive	number	of	requests	
for	 information	and	crippled	 the	underlying	network	of	 routers	and	
servers.17	Although	Estonian	officials	said	the	sources	of	the	attacks	had	
possible	ties	to	the	Russian	government,	insufficient	evidence	existed	to	
accuse	Moscow	formally.	While	the	investigation	continues,	so	far	only	
one	person	has	been	convicted	and	fined	 in	 the	cyber	attack	against	
Estonia.18		

A	year	after	the	Estonia	attacks,	Georgia	suffered	the	world’s	first	cyber	
attacks	 that	coincided	with	conventional	attacks.19	The	cyber	attacks	
were	 staged	 to	 begin	 shortly	 before	 the	 initial	 Russian	 airstrikes	 as	
part	 of	 the	 Russian	 invasion	 in	 August	 2008.20	 The	 attacks	 focused	
on	government	websites,	with	media,	communications,	banking,	and	
transportation	companies	also	targeted.21	These	botnet-driven	DDOS	
attacks	were	accompanied	by	a	cyber	blockade	that	rerouted	all	internal	
Georgian	Internet	traffic	through	Russia	and	blocked	electronic	traffic	
in	and	out	of	Georgia.22		The	impact	of	the	cyber	attacks	on	Georgia	
was	significant,	but	less	severe	than	the	Estonia	attacks	since	Georgian	
society	is	a	much	less	dependent	on	the	Internet.	These	attacks	severely	
limited	not	only	Georgia’s	 ability	 to	 communicate	 to	 the	world	 and	
its	own	people,	but	also	 its	 ability	 to	 shape	 international	perception	
while	 fighting	 a	 war	 in	 which	 “accusations	 of	 genocide	 have	 been	
levied.”23	 Similar	 to	 the	 Estonian	 attacks,	 circumstances	 suggested	
Russian	involvement,	but	there	was	no	hard	evidence		to	substantiate	
its	 complicity.	 However,	 experts	 believe	 the	 cyber	 attacks	 bore	 “the	
markings	of	a	trained	and	centrally	coordinated	cadre	of	professionals,”	
and	 “were	 too	 successful	 to	 have	 materialized	 independent	 of	 one	
another.”24	 As	 evidenced	 by	 the	 cyber	 attacks	 on	 the	 two	 former	
Soviet	republics,	greater	dependence	on	cyberspace	equates	to	greater	
vulnerability.		



73Information Effects through Network and Knowleged-based Operations

In	the	United	States,	where	Internet	use	has	penetrated	73	percent	of	
the	American	population,	cyberspace	plays	a	vital	role	 in	controlling	
critical	infrastructure	and	processes	in	manufacturing,	utilities,	banking,	
and	 communications,	 as	well	 as	military	 systems.25	Recognizing	 this	
vulnerability,	 President	 Bush	 declared	 that	 a	 healthy,	 functioning	
cyberspace	 was	 essential	 to	 U.S.	 national	 interests.26	 In	 fact,	 cyber	
aggression	 threatens	 three	of	 the	 four	 core	U.S.	national	 interests	 as	
defined	 by	 the	 U.S.	 Army	 War	 College:	 security	 of	 the	 homeland,	
economic	well-being,	and	a	stable	international	order.27	

The	 critical	 infrastructure	 of	 homeland	 security	 is	 extremely	 reliant	
on	 ICT,	 specifically	 the	 supervisory	 control	 and	 data	 acquisition	
(SCADA)	systems.		SCADA	systems	are	the	computer	systems	that	use	
ICT	to	monitor	and	adjust	 switching	and	other	processes	of	 critical	
infrastructures	like	power	plants.		These	systems	are	frequently	unmanned	
and	are	remotely	accessed	by	engineers	via	telecommunications	links.28		
The	Chairman	of	the	Joint	Chiefs	of	Staff	recognized	the	destructive	
potential	of	cyber	attacks	against	critical	infrastructures	and	compared	
cyber	war	with	weapons	of	mass	destruction	when	he	stated,

Catastrophic	 threats	 involve	 the	 acquisition,	 possession,	 and	 use	 of	
weapons	of	mass	destruction	(WMD)	or	methods	producing	WMD-
like	 effects.	 Such	 catastrophic	 effects	 are	 possible	 in	 cyberspace	
because	of	the	existing	linkage	of	cyberspace	to	critical	infrastructure	
SCADA	systems.	Well-planned	attacks	on	key	nodes	of	the	cyberspace	
infrastructure	 have	 the	 potential	 to	 produce	 network	 collapse	 and	
cascading	effects	that	can	severely	affect	critical	infrastructures	locally,	
nationally,	or	possibly	globally.29

The	corresponding	vulnerabilities	have	not	gone	unnoticed.	Al	Qaeda	
computers	seized	in	Afghanistan	contained	models	of	a	dam	complete	
with	engineering	software	that	“enabled	the	simulation	of	a	catastrophic	
failure	 of	 dam	 controls,”	 as	 well	 as	 “programming	 instructions	 for	
digital	switches	that	run	power,	water,	transport,	and	communications	
grids.”30	Additionally,	 in	 late	2001	the	FBI	uncovered	multiple	cases	
of	electronic	 surveillance	of	“emergency	 telephone	systems,	electrical	
generation	and	transmission	equipment,	water	storage	and	distribution	
systems,	 nuclear	 power	 plants,	 and	 gas	 facilities	 across	 the	 U.S.”	
emanating	from	Saudi	Arabia,	Indonesia,	and	Pakistan.31		Furthermore,	
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hackers	frequently	employ	malicious	computer	code	known	as	worms,	
to	 identify	 and	 exploit	 vulnerabilities	 within	 a	 network.32	 In	 one	
such	 instance,	 the	 “Slammer”	 computer	 worm	 corrupted	 the	 safety	
monitoring	systems	of	a	nuclear	power	plant	in	Ohio	for	five	hours	in	
2003	by	exploiting	a	program	code	backdoor	through	the	Internet.33		
Another	worm	known	as	MSBlast	was	reportedly	linked	to	the	major	
power	 outage	 that	 hit	 the	 northeast	 United	 States	 in	 August	 2003,	
where	it	“crippled	key	detection	systems	and	delayed	response	during	a	
critical	time.”34	In	2007,	researchers	at	the	Idaho	National	Laboratory	
“launched	an	experimental	cyber	attack”	causing	a	generator	 to	 self-
destruct	 by	 changing	 the	 device’s	 operating	 cycle.35	 Industry	 experts	
hypothesize	that	“cyber	attacks	on	key	electrical	facilities	could	knock	
out	power	to	large	geographic	areas	for	months,	harming	the	nation’s	
economy.”36		

Like	homeland	security,	economic	well	being	is	another	national	interest	
that	has	serious	vulnerability	 to	cyber	attack.	The	global	economy	is	
linked	to	U.S.	and	international	financial	systems	controlled	by	computer	
networks.	In	fact,	“finance,	wholesale	and	retail	trade,	transportation,	
much	of	manufacturing,	and	many	service	industries	would	slow	to	a	
crawl	without	computers.”37		Estimated	economic	losses	due	to	cyber	
attacks	amounted	 to	$226	billion	worldwide	 in	2003.38	The	average	
corporation	traded	on	the	New	York	Stock	Exchange	suffered	losses	up	
to	five	percent	in	the	days	following	an	attack,	which	translated	into	
shareholder	 losses	up	 to	$200	million.39	 In	2006,	a	 jihadist	web	site	
promoted	an	aspirational	threat	to	“carry	out	cyber	attacks	on	the	U.S.	
financial	industry	to	retaliate	for	abuses	at	the	Guantanamo	Bay	prison	
facility.”40		One	year	later,	the	aforementioned	cyber	attack	on	Estonia	
forced	two	major	banks	to	suspend	operations,	resulting	in	the	loss	of	
millions	of	dollars.41	Similarly,	the	attacks	on	Georgia’s	banking	system	
in	 August,	 2008,	 shut	 down	 electronic	 financial	 transactions	 for	 10	
days.42		Certainly,	global	financial	markets	are	volatile	enough	without	
the	 added	 disruption	 and	 uncertainty	 of	 cyber	 attacks.	 A	 successful	
major	attack	on	a	primary	financial	center	like	Wall	Street	or	the	Nikkei	
would	not	only	damage	economies	worldwide,	but	also	likely	induce	
fiscal	panic	for	anyone	concerned	about	their	pensions	and	life	savings,	
as	well	as	severely	damage	peoples’	faith	in	their	governments.		
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In	 addition	 to	 damaging	 security	 and	 economic	 well	 being,	 cyber	
aggression	 can	 adversely	 affect	 a	 stable	 international	 order,	 as	 the	
cumulative	 damage	 from	 cyber	 attacks	 against	 critical	 infrastructure	
“…can	 ignite	 panic,	 cause	 a	 loss	 of	 confidence,	 create	 uncertainty,	
and	destroy	trust	in	modern	society.”43	Sustained	disruptions	to	basic	
services	could	 lead	 to	a	mob	mentality.	“The	fragility	of	 social	order	
was	demonstrated	in	2008	when	fuel	price	increases	led	to	widespread	
violent	protests	across	the	globe.”44	

In	short,	since	the	inception	of	the	Internet,	cyber	attacks	have	grown	
in	scope	and	destructiveness	to	where	they	may	now	threaten	America’s	
core	 national	 interests	 of	 homeland	 security,	 the	 economy,	 and	
international	stability.	In	fact,	aggression	in	cyberspace	has	emerged	as	
a	threat	to	the	national	security	of	all	sovereign	states.	However,	“there	
is	 currently	 no	 international,	 legally	 binding	 instrument	 that	 would	
address	cyber	attacks	as	threats	to	national	security.”45		Given	this,	can	
cyber	attack	threaten	national	security	and	not	be	considered	an	act	of	
war?

Cyber Attack as an Act of War

States	exist	in	an	anarchic	world	where	security	is	a	self-help	system.		
States	 maintain	 order	 and	 security	 by	 exercising	 their	 monopoly	 on	
legitimate	 violence.46	 This	 legitimacy	 is	 derived	 and	 defined	 by	 the	
international	 regime	 of	 laws,	 norms,	 and	 definitions	 regarding	 war	
and	 aggression.	 Therefore,	 international	 stability	 is	 underpinned	
by	 a	 common	 understanding	 of	 this	 regime	 that	 ultimately	 frames	
how	 states	 behave	 in	 the	 anarchic	 system.	 Similarly,	 definitions	 of	
cyber	war	 and	 related	 terms	 are	 critical	 to	how	 the	 laws	of	war	 and	
international	treaties	proscribe	the	scope	and	use	of	cyber	capabilities	
for	 martial	 purposes.47	 In	 other	 words,	 norms	 and	 definitions	 guide	
how	 states	 should	 behave	 in	 cyberspace.	 Uncertainty	 caused	 by	 the	
lack	of	a	common	understanding	regarding	cyber	attack	could	escalate	
conflicts	unintentionally	if	states	have	different	interpretations	of	what	
is	 permissible	 in	 cyberspace.48	 A	 common	 understanding	 of	 cyber	
war	 can	 also	 guide	 how	 a	 state	 deters	 cyber	 attacks.	 For	 clarity	 and	
consistency,	a	definition	of	cyber	war	must	be	preceded	by	a	definition	
of	cyberspace.		
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Defining	cyberspace	is	a	challenge	due	to	its	expansive	and	global	nature	
and	the	rapid	rate	of	change	of	ICT.	Dr.	Dan	Kuehl,	an	information	
operations	expert	at	the	National	Defense	University	identified	over	a	
dozen	definitions	of	cyberspace	in	circulation,	ranging	from	Google’s	
“the	 place	 between	 the	 phones”	 to	 several	 variations	 within	 the	
Department	of	Defense.49		

The	Department	of	Defense	definition	has	matured	over	time.	Early	
joint	doctrine	limited	cyberspace	to	“a	notional	environment	in	which	
digitized	 information	 is	 communicated	 over	 computer	 networks,”	
implying	 cyberspace	 was	 simply	 a	 communications	 medium	 of	 a	
theoretical	or	imaginary	nature.50	In	2006,	the	Chairman	of	the	Joint	
Chiefs	of	Staff	referred	to	cyberspace	as	a	“domain	characterized	by	the	
use	of	electronics	and	the	electromagnetic	spectrum	to	store,	modify,	
and	 exchange	 data	 via	 networked	 systems	 and	 associated	 physical	
infrastructures,”	which	recognized	cyberspace	as	a	domain	that	stretched	
beyond	computers.51	In	the	same	year,	the	Air	Force’s	Cyber	Task	Force	
more	bluntly	deemed	cyberspace	as	an	operational	warfighting	domain	
where	the	electromagnetic	spectrum	was	the	maneuver	space.52		Finally,	
the	October	2008	update	of	Joint	Publication	(JP)	1-02,	 the	official	
military	dictionary,	refined	cyberspace	as	a	“global	domain	within	the	
information	 environment	 consisting	 of	 the	 interdependent	 network	
of	 information	 technology	 infrastructures,	 including	 the	 Internet,	
telecommunications	 networks,	 computer	 systems,	 and	 embedded	
processors	and	controllers.”53	This	definition	in	JP	1-02	provides	a	solid	
basis	for	defining	cyber	war.	In	addition	to	recognizing	the	omnipresent	
nature	 of	 cyberspace,	 this	 definition	 references	 the	 information	
environment,	 inferring	 cyberspace	 pervades	 and	 links	 the	 physical	
world,	 where	 people	 and	 society’s	 critical	 infrastructures	 reside,	 the	
information	realm,	where	data	is	created	and	stored,	and	the	cognitive	
realm	 where	 human	 perceptions	 and	 decisions	 are	 made.54	 These	
linkages	make	cyber	warfare	an	attractive	supplement	or	alternative	to	
conventional	war	and	tie	cyberspace	to	national	security.

President	 Bush	 underscored	 the	 national	 security	 implications	
of	 cyberspace	 when	 he	 characterized	 it	 as	 the	 nervous	 system	 of	
the	 nation’s	 critical	 infrastructures,	 controlling	 public	 and	 private	
institutional	 assets	 in	 the	 “agriculture,	 food,	 water,	 public	 health,	
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emergency	services,	government,	defense	industrial	base,	information	
and	telecommunications,	energy,	transportation,	banking	and	finance,	
chemicals	and	hazardous	materials,	and	postal	and	shipping”	sectors.55		

The	president	specifically	stated	cyberspace	“is	composed	of	hundreds	
of	thousands	of	interconnected	computers,	servers,	routers,	switches,	
and	fiber	optic	cables	that	make	our	critical	infrastructures	work.”56	

From	this	definition	and	its	implications,	one	could	deduce	that	cyber	
war	is	simply	warfare	in	the	cyberspace	domain,	but	this	simplification	
is	insufficient	for	two	reasons.	First,	‘warfare	in	cyberspace’	is	too	broad	
a	definition.	Dropping	a	bomb	on	a	telecommunications	center	is	not	
cyber	war.	Moreover,	cyber	war	is	not	synonymous	with	information	
operations	 (IO),	 but	 it	 could	 be	 a	 subset	 since	 IO	 is	 comprised	 of	
psychological	 operations,	 military	 deception,	 operations	 security,	
electronic	warfare,	and	computer	network	operations	(CNO).57	CNO	
involves	 actions	 through	 “the	 use	 of	 computer	 networks”	 to	 attack	
“information	 resident	 in	 computers	 and	 computer	 networks,	 or	 the	
computers	and	networks	themselves.”58	Cyber	war	uses	cyberspace	to	
attack	personnel,	 facilities,	or	equipment	 in	addition	 to	 information	
and	computers.59	

Second,	 defining	 cyber	 war	 as	 warfare	 in	 cyberspace	 ignores	 the	
complexity	 of	 applying	 the	 more	 fundamental	 legal	 aspects	 of	 war	
to	 cyberspace.	 What	 is	 war	 in	 cyberspace?	 The	 original	 drafters	
of	 international	 law	 did	 not	 envision	 situations	 created	 by	 cyber	
capabilities	 and	 the	 current	 regime	 of	 international	 law	 is	 still	 not	
comprehensive	in	this	regard.	Currently,	the	UN	Charter,	Hague	and	
Geneva	Conventions,	and	related	treaties	are	the	only	basis	from	which	
to	assess	acts	of	war.		

International	 law	does	not	define	the	term	“act	of	war.”	In	the	sense	
that	war	is	“the	legal	consequence	of	the	use	of	force”	between	states,	
international	 law	 is	organized	on	 the	 concepts	of	 “use	of	 force”	 and	
aggression.60	A	state	of	war	may	exist	when	a	nation	violates	Article	2(4)	
of	 the	UN	Charter.	Article	2(4)	prohibits	 states	 from	threatening	or	
using	force	“…against	the	territorial	integrity	or	political	independence	
of	any	state.”61	However,	not	all	force	is	prohibited.	The	Charter	outlaws	
the	use	of	aggressive	force	while	recognizing	the	right	of	states	to	use	
force	 in	 self-defense	 as	 specified	 in	Article	51.62	The	 term	aggressive	



78 Information as Power

generally	refers	to	the	actions	of	the	first	party	resorting	to	force	or	the	
threat	thereof.63	Furthermore,	the	UN	defines	aggression	in	Article	1	
of	 the	UN	General	Assembly	Resolution	3314	as	“the	use	of	armed	
force	by	a	state	against	the	sovereignty,	territorial	integrity,	or	political	
independence	 of	 another	 state.”64	 Thus	 the	 “trigger	 for	 the	 inherent	
right	 of	 self-defense”	 that	 defines	 a	 legal	 state	 of	 war	 “is	 contingent	
on	a	use	of	force	amounting	to	an	armed	attack.”65	So	the	key	issue	in	
understanding	cyber	war	involves	the	concept	of	armed	attack.

Unfortunately,	 the	 UN	 Charter	 does	 not	 provide	 a	 definition	 of	
armed	attack	to	apply	to	cyberspace.	However,	the	General	Assembly’s	
Resolution	3314	provides	several	examples	of	aggression	that	constitute	
armed	attack.66		Such	actions	include	invasion	or	attack,	bombardment,	
blockade	of	ports	or	coasts,	and	attacks	on	land,	sea,	or	air	forces	of	
another	 state.67	 These	 examples	 manifest	 themselves	 in	 the	 physical	
world	 and	 fall	 within	 the	 traditional	 approach	 of	 kinetic	 means	 of	
attack	that	produce	physical	effects	on	a	state	and	its	sovereignty.	How	
does	 one	 translate	 these	 ideas	 into	 cyberspace	 where	 the	 concept	 of	
kinetic	means	does	not	easily	apply?		

In	cyberspace,	cyber	attack	is	the	mechanism	that	equates	to	the	use	
of	force.	Cyber	attack,	although	not	defined	officially,	can	be	viewed	
as	a	subset	of	cyber	operations	employing	the	hostile	use	of	computers	
and	 information	 technology	 infrastructure	 to	 achieve	 effects	 or	
objectives	 in	or	 through	cyberspace.68	Cyber	war	occurs	when	cyber	
attacks	reach	the	threshold	of	hostilities	commonly	recognized	as	war	
by	 the	 international	 community	 and	 defined	 by	 international	 law.		
While	cyber	attacks	are	hostile	acts	in	cyberspace,	not	all	cyber	attacks	
equate	to	armed	attack.	Cyber	attacks	can	range	from	the	defacing	of	
individual	 web	 sites	 to	 the	 organized	 shut	 down	 of	 electrical	 power	
grids,	but	defacing	web	sites	hardly	amounts	to	an	act	of	war.	Cyber	
attacks	 can	 target	 individuals,	 objects,	 or	 entire	 societies,	 and	 their	
effects	 can	 range	 from	 mere	 annoyance	 to	 physical	 destruction	 and	
death.69	 Somewhere	 along	 this	 spectrum	of	 conflict	 in	 cyberspace,	 a	
cyber	attack	crosses	the	threshold	and	becomes	an	armed	attack.		

A	logical	discriminator	to	gauge	a	cyber	attack	is	to	judge	the	action	by	
the	effect	or	consequence	it	produces,	rather	than	its	means	of	delivery.		
“Armed	attack	should	not	be	defined	by	whether	or	not	kinetic	energy	



79Information Effects through Network and Knowleged-based Operations

is	employed	or	released,	but	rather	by	the	nature	of	the	direct	results	
caused.”70	This	is	supported	by	international	law	which	recognizes	that	
the	 use	 of	 “unarmed,	 non-military	 physical	 force”	 can	 produce	 the	
same	severe	effects	as	an	armed	attack,	so	actions	like	the	“spreading	of	
fire	across	a	frontier”	or	the	“diversion	of	a	river	by	an	upstream	state”	
would	 constitute	 armed	 attacks	 in	 terms	 of	 Article	 2(4)	 of	 the	 UN	
Charter.71	Cyber	attacks	may	not	exactly	fit	the	unarmed,	non-military	
physical	force	paradigm,	but	they	can	cause	commensurate	effects.		

Following	 this	 logic,	 any	 cyber	 attack	 that	 causes	 the	 same	 level	 of	
damage	 as	 a	 traditional	 armed	 or	 kinetic	 attack,	 either	 through	 the	
destruction	of	physical	property	or	 loss	of	 life,	would	be	 considered	
an	armed	attack.	Whether	a	power	plant	is	bombed	by	aircraft	or	its	
electrical	grid	destroyed	by	malicious	code,	a	blackout	 is	a	blackout.		
Until	 recently	 this	 quantitative	 approach	 towards	 assessing	 cyber	
attacks	 achieved	 consensus	 among	 legal	 scholars.72	 However,	 cyber	
attacks	can	cause	damage	to	other	aspects	of	society	besides	physical	
property	and	people.	As	seen	in	Estonia	and	Georgia,	a	cyber	attack	
can	 inflict	 economic	 and	 psychological	 damage	 as	 well.	 Scholars	
argue	that	an	effects-based	approach	to	classifying	armed	attack	is	not	
congruent	with	the	qualitative	and	instrument-based	paradigm	of	the	
UN	Charter	that	places	greater	restrictions	on	military	activity	versus	
non-military	activity.73	For	instance,	a	long-term,	devastating	economic	
embargo	that	causes	enormous	suffering	would	not	be	considered	an	
armed	attack,	but	a	minor,	armed	border	incursion	would	equate	to	an	
armed	attack.74	One	method	that	attempts	to	bridge	this	quantitative	
and	qualitative	gap	and	may	provide	a	more	comprehensive	assessment	
of	cyber	attack	is	known	as	Schmitt	Analysis.

In	1999,	Professor	Michael	N.	Schmitt	created	a	framework	that	can	be	
used	to	assess	whether	a	cyber	attack	equates	to	a	use	force	in	terms	the	
UN	Charter.	For	a	given	attack	scenario,	the	method	evaluates	seven	
qualitative	factors	and	produces	a	cumulative	score	that	“determines	the	
overall	level	of	forcefulness,	which	is	either	above	or	below	the	Article	
2(4)	 threshold”	 of	 the	 UN	 Charter.75	 Some	 of	 the	 more	 pertinent	
factors	include	severity,	which	measures	the	level	of	physical	injury	or	
damage	to	property;	immediacy,	which	evaluates	how	fast	the	effects	
are	 seen;	directness,	which	measures	 to	what	extent	 the	attack	 is	 the	
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sole	cause	of	the	effect;	and	invasiveness,	which	assesses	to	what	degree	
the	attack	crosses	into	the	targeted	state.76		

In	2003,	a	team	of	researchers	applied	the	Schmitt	Analysis	to	a	notional	
cyber	attack	scenario	where	terrorists	remotely	used	malicious	code	to	
strike	the	software-intensive	control	systems	of	the	Washington	D.C.	
subway.77	The	simulated	attack	caused	several	train	collisions,	killing	30	
people	and	causing	extensive	property	damage.	The	analysis	concluded	
that	 an	 armed	 attack	occurred.	 It	 is	 clear	 that	 any	 cyber	 attack	 that	
produces	effects	tantamount	to	traditional	armed	force	will	score	above	
the	threshold	of	an	armed	attack.	What	is	not	clear	is	the	case	of	cyber	
attacks	that	cause	extreme	economic	damage.	The	severity	factor	of	the	
Schmitt	Analysis	is	designed	to	weigh	physical	destruction	heavier	than	
economic	impact.	Also,	since	most	cyber	attacks	would	emanate	from	
outside	the	targeted	state,	cyber	attacks	earn	lower	invasiveness	scores	
than	traditional	armed	attacks,	as	was	the	case	in	the	subway	scenario.78		
The	 economic	 impacts	 of	 the	 Estonian	 and	 Georgian	 cyber	 attacks	
were	considerable	and	they	illustrate	the	potential	for	more	devastating	
future	attacks	on	economies.	As	 this	potential	develops,	 the	Schmitt	
criteria	applied	to	cyber	attack	may	need	to	adjustment.		

International	law	is	also	unclear	regarding	acts	of	economic	coercion.		
The	 prevailing	 view	 among	 scholars	 interpreting	 Article	 2(4)	 of	 the	
UN	Charter	is	that	the	charter	only	prohibits	armed	force	and	would	
not	proscribe	acts	of	economic	coercion.79	Alternatively,	some	scholars	
suggest	economic	coercion	becomes	economic	aggression	if	the	action	
jeopardizes	a	state’s	security.80	A	cyber	attack	of	this	consequence	would	
meet	the	Article	2(4)	threshold	for	a	use	of	force,	but	probably	not	the	
armed	attack	threshold	for	self	defense	in	Article	51.		

Given	its	potential	 to	cause	grave	damage	to	national	security,	cyber	
attack	must	be	treated	as	an	act	of	war,	or	in	terms	of	international	law,	
as	a	“use	of	 force”	and	an	armed	attack.	However,	assessing	whether	
a	cyber	attack	 is	actually	an	act	of	war	 is	a	complicated	effort.	Each	
case	must	be	examined	 in	 its	own	context	against	 international	 laws	
and	circumstances	because	no	single	rule	set	exists	 that	defines	what	
constitutes	 a	use	of	 force	or	 armed	attack	under	 all	 circumstances.81		
Furthermore,	 the	 current	 regime	 of	 international	 laws,	 norms,	 and	
definitions	 were	 designed	 a	 half	 century	 before	 the	 advent	 of	 cyber	
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capabilities	 and	 thus	 are	 not	 well	 suited	 for	 cyberspace	 application.		
Existing	 international	 law	 impedes	 the	 development	 of	 a	 common	
understanding	of	cyber	aggression	and	hinders	a	state’s	ability	to	deter	
cyber	attacks	against	them.

Deterring Cyber War

In	general,	deterrence	is	a	state	of	mind.	It	is	the	concept	of	one	state	
influencing	another	state	 to	choose	not	 to	do	something	that	would	
conflict	with	the	interests	of	the	influencing	state.	Similarly,	the	central	
idea	of	deterrence	from	the	perspective	of	the	Department	of	Defense	
is	“to	decisively	influence	the	adversary’s	decision-making	calculus	in	
order	to	prevent	hostile	actions	against	U.S.	vital	interests.”82	Deterred	
states	decide	not	to	take	certain	actions	because	they	perceive	or	fear	
that	such	actions	would	produce	intolerable	consequences.83	The	idea	
of	 influencing	states’	decisions	assumes	 that	 states	are	 rational	actors	
“willing	to	weigh	the	perceived	costs	of	an	action	against	the	perceived	
benefits,	 and	 to	choose	a	 course	of	 action”	 logically	based	on	“some	
reasonable	cost-benefit	ratio.”84		

Thus	 the	 efficacy	of	 cyber	deterrence	 relies	 on	 the	 ability	 to	 impose	
or	raise	costs	and	to	deny	or	lower	benefits	related	to	cyber	attack	in	
a	 state’s	 decision-making	 calculus.	 Credible	 cyber	 deterrence	 is	 also	
dependent	on	a	state’s	willingness	to	use	these	abilities	and	a	potential	
aggressor’s	awareness	that	these	abilities	as	well	as	the	will	to	use	them	
exist.	 While	 a	 state’s	 ability	 to	 deter	 cyber	 attacks	 is	 a	 subset	 of	 its	
overarching	defense	strategy	comprised	of	all	instruments	of	national	
power,	this	paper	focuses	on	states’	actions	to	deter	cyber	attack	within	
the	cyberspace	domain.	Effective	cyber	deterrence	 in	cyberspace	will	
employ	 a	 comprehensive	 scheme	 of	 offensive	 and	 defensive	 cyber	
capabilities	supported	by	a	robust	international	legal	framework.	

Offensive	 capabilities	 are	 the	 primary	 tools	 used	 to	 impose	 or	 raise	
costs	in	deterrence.	Offensive	cyber	capabilities	and	operations	provide	
a	state	the	means	and	ways	for	retaliation	and	enhance	the	perceived	
probability	that	aggressors	will	pay	severely	for	their	actions.	A	more	
robust	capability	translates	to	a	more	credible	imposition	of	costs.		Until	
recently,	U.S.	efforts	to	develop	offensive	cyber	capabilities	have	lagged	
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efforts	on	 the	defensive	 side.	The	daily	onslaught	of	attacks	on	U.S.	
networks,	coupled	with	the	likelihood	that	potential	U.S.	adversaries	
will	be	less	dependent	on	electronic	networks	than	the	United	States,	
has	prioritized	activities	for	gathering	intelligence	and	defending	U.S.	
capabilities	 over	 those	 for	 disrupting	 enemy	 capabilities.85	 However,	
the	United	States	has	recently	gained	momentum	in	the	development	
of	offensive	cyber	capabilities.

In	 2006,	 the	 United	 States	 published	 the	 National Military Strategy 
for Cyber Operations	 with	 the	 expressed	 intent	 to	 achieve	 “military	
strategic	superiority	in	cyberspace.”86	One	of	its	main	goals	is	to	ensure	
“adversaries	 are	 deterred	 from	 establishing	 or	 employing	 offensive	
capabilities	 against	 U.S.	 interests	 in	 cyberspace.”87	 Unlike	 the	 air,	
land,	 and	 sea	domains,	 the	United	States	 currently	 lacks	dominance	
in	 cyberspace.88	 In	 fact,	 without	 a	 significant	 effort,	 the	 United	
States	will	 lose	 its	 current	 technological	 advantages	 and	“risks	parity	
with	 adversaries”	 in	 cyberspace.89	To	 this	 end,	 the	United	States	has	
taken	measures	 in	support	of	offensive	cyber	operations.	While	each	
military	service	has	some	form	of	cyber	footprint,	the	U.S.	Air	Force	
has	incorporated	operating	in	cyberspace	as	part	of	its	core	mission	on	
par	 with	 flying	 and	 space	 operations.	 For	 instance,	 the	 commander	
of	 the	 Air	 Force’s	 provisional	 cyber	 operations	 command	 envisions	
initial	offensive	 cyber	operations	 as	 subduing	or	killing	data	packets	
that	threaten	U.S.	systems,	with	the	potential	to	expand	in	the	future	
to	missions	normally	executed	by	conventional	forces	in	the	past.90	The	
United	States	continues	to	modernize	its	cyber	forces,	create	new	hacker	
units,	and	conduct	cyberwar	exercises,91	with	the	intent		to	“penetrate	
and	disrupt	foreign	computer	systems.”92		However,	the	United	States	
is	not	alone	in	pursuing	cyber	attack.	Over	120	countries	already	have	
or	are	developing	computer	attack	capabilities,	reinforcing	the	need	for	
a	strong	defense.93

In	 addition	 to	 offensive	 means,	 defensive	 capabilities	 play	 a	 critical	
role	 in	 deterring	 cyber	 attack.	 Defensive	 cyber	 capabilities	 not	 only	
ensure	essential	 services	and	 functions	of	 society	continue	unabated,	
they	 also	 deny	 or	 lower	 the	 benefits	 an	 aggressor	 might	 obtain	 via	
cyber	 attack.	 Defensive	 cyber	 capabilities	 increase	 a	 state’s	 resistance	
to	 attacks	 and	 reduce	 the	 consequences	 of	 attacks.	 They	 enable	 the	
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state	to	strengthen	the	security	of	potential	targets	and	correspondingly	
limit	or	eliminate	an	aggressor’s	ability	 to	 threaten	the	state	 through	
cyberspace.	Ultimately	they	reduce	the	probability	of	success	that	an	
aggressor	will	achieve	its	goals.		

The	United	States	has	employed	a	defensive	cyber	policy	as	outlined	
in	 the	 National Strategy to Secure Cyberspace.	 This	 strategy	 focuses	
on	preventing	cyber	 attacks	 against	America’s	 critical	 infrastructures,	
reducing	 national	 vulnerability	 to	 cyber	 attacks,	 and	 minimizing	
damage	and	recovery	time	from	attacks	that	do	occur.94		It	recognizes	the	
need	to	unite	all	levels	and	facets	of	government	with	private	industry	
and	individual	Internet	users	to	fully	integrate	defensive	efforts.	Also,	
it	outlines	broad,	robust	defensive	measures	and	capabilities	to	deter	
cyber	 attack.	 For	 instance,	 the	 United	 States	 continues	 to	 invest	 in	
defense	 of	 cyberspace	 infrastructure	 by	 “diversifying	 and	 limiting	
the	number	of	access	points	that	could	be	used	for	an	attack.”95	Also,	
the	 Department	 of	 Homeland	 Security	 (DHS)	 is	 leading	 integrated	
efforts	between	the	public	and	private	sectors,	like	the	U.S.	Computer	
Emergency	Readiness	Team	designed	to	analyze	threats	and	coordinate	
responses	to	cyber	attacks.96		

However,	 the	 current	 U.S.	 approach	 focuses	 on	 deterring	 attacks	 in	
American	cyberspace,	implying	that	cyberspace	recognizes	state	borders.		
Cyber	 attacks	 against	 the	 infrastructure	 or	 economies	 of	 other	 states	
can	have	severe	effects	that	cascade	to	the	United	States.	The	globalized	
interdependence	of	cyberspace	underscores	the	adage	‘a	risk	accepted	by	
one	is	a	risk	assumed	by	all,’	thus	implying	that	cyber	aggression	requires	
a	 cosmopolitan	 solution.	 Unfortunately,	 U.S.	 deterrent	 strategies	 do	
little	to	foster	the	crafting	of	international	standards	for	state	behavior	in	
cyberspace.		In	contrast,	Estonia,	a	veteran	of	the	largest	cyber	attack	in	
history,	promotes	a	defensive	strategy	to	secure	cyberspace	with	a	broader	
perspective.	Like	the	United	States,	Estonia	seeks	to	protect	its	critical	
infrastructure,	to	prevent	cyber	attacks,	and	to	ensure	a	swift	recovery	of	
systems	should	an	attack	occur.97		However,	Estonia	also	champions	the	
development	of	international	norms	to	regulate	cyber	attacks.98		

Over	 and	 above	 offensive	 and	 defensive	 cyber	 capabilities,	 the	 most	
critical	component	of	a	comprehensive	approach	to	deter	cyber	attack	is	
a	robust	international	legal	framework	that	addresses	cyber	aggression.		
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International	 law	 and	 norms	 are	 fundamental	 to	 deterrence	 because	
states	“share	an	 interest	 in	adopting	or	codifying	common	standards	
for	 the	 conduct	 of	 international	 transactions…or	 in	 promoting	 or	
banning	specific	kinds	of	behavior	by”	states.99	Multilateral	agreements	
provide	the	most	efficient	way	of	realizing	these	shared	interests.100		The	
common	acceptance	of	norms	moderates	state	interaction	and	makes	
state	 behavior	 more	 predictable,	 which	 leads	 states	 to	 “combine	 to	
insist	on	respect	for	specific	norms	of…conduct	by	those	who	violate	
their	consensus.”101	In	this	way,	international	law	builds	the	framework	
that	guides	how	and	when	states	employ	offensive	and	defensive	cyber	
capabilities	and	forms	the	foundation	of	cyber	deterrence.		International	
law	adds	certainty	to	punitive	actions	and	amplifies	the	costs	of	cyber	
attack	by	engendering	a	negative	response	from	the	entire	international	
community,	 not	 just	 from	 the	 attacked	 state.	 Moreover,	 it	 adds	
credibility	to	the	threat	of	reprisal	by	providing	legitimacy	to	retaliatory	
actions	and	by	increasing	the	potential	to	isolate	the	aggressive	state.	
Also,	international	law	provides	a	measure	of	protection	to	states	that	
lack	robust	defensive	and	offensive	cyber	capabilities	and	serves	as	their	
first	and	possibly	only	line	of	deterrence.		

However,	 recall	 that	 there	 is	currently	“no	binding	 international	 law	
on	cyber	security”	that	“expresses	the	common	will	of	countries.”102		In	
fact,	the	lack	of	international	norms,	 laws,	and	definitions	to	govern	
state	actions	in	cyberspace	has	created	a	gray	area	that	can	be	exploited	
by	aggressive	states	as	long	as	their	actions	skirt	the	imprecise	thresholds	
contained	in	the	UN	charter.103	For	example,	in	response	to	accusations	
of	state-sponsored	cyber	war	against	Estonia,	“the	head	of	the	Russian	
Military	Forecasting	Centre	stated	that	the	attacks	against	Estonia	had	
not	violated	any	international	agreements	because	no	such	agreements	
exist,”	 suggesting	 that	 even	 if	 Russia’s	 complicity	 could	 be	 proved,	
Estonia’s	 options	 for	 reprisal	 were	 limited.104	 Such	 an	 environment	
thwarts	deterrence	because	it	lowers	the	probability	“of	reprisal	even	if	
the	attacker’s	identity	is	suspected”	and	reduces	an	attacker’s	potential	
costs	of	pursuing	cyber	attack.105	Oddly,	this	void	in	international	law	
is	unique	to	cyberspace.

Historically,	 each	 time	 warfare	 was	 introduced	 to	 a	 new	 domain,	
international	 law	 reacted	by	developing	domain-specific	guidance	 in	
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some	form	of	treaty	or	convention.	For	example,	the	rules	governing	
actions	on	the	seas	have	existed	as	customary	law	for	centuries,	based	
on	 the	Grotian	doctrine	 of	 ‘freedom	of	 the	 seas’	 dating	back	 to	 the	
early	1600s.106	This	customary	law	now	exists	as	the	United	Nations	
Convention	on	the	Law	of	the	Sea.	Also,	five	years	after	World	War	
I,	 the	 war	 in	 which	 the	 airplane	 made	 its	 debut	 as	 a	 weapon,	 the	
international	 community	 drafted	 the	 1923	 Hague	 Rules	 of	 Aerial	
Warfare.		Although	not	ratified,	these	rules	have	endured	to	“form	the	
basis	 of	 all	 current	 regulation	of	 air	warfare.”107	Moreover,	 ten	 years	
after	the	launch	of	Sputnik,	the	international	community	agreed	to	the	
principles	of	the	Outer	Space	Treaty	in	1967.	Despite	these	precedents,	
roughly	16	years	after	the	World	Wide	Web	burst	onto	the	public	scene,	
no	international	regime	exists	to	govern	state	actions	in	cyberspace.108		

In	addition	to	a	lack	of	regulatory	framework,	ineffective	attribution	of	
cyber	attacks	further	undermines	deterrence	in	cyberspace	and	widens	
the	exploitable	gray	area.	The	threat	of	offensive	cyber	capabilities	will	
not	deter	aggression	if	the	attacked	state	cannot	identify	 its	attacker.		
Likewise,	deterrence	falters	if	the	UN	cannot	identify	where	to	target	
sanctions.	 In	 the	 aftermath	of	 the	Estonian	 attacks,	 “neither	NATO	
nor	 European	 Commission	 experts	 were	 able	 to	 find	 any	 proof	 of	
official	Russian	 government	participation.”109	This	would	 reduce	 the	
probability	of	legitimate	reprisal	to	zero	and	nearly	eliminate	the	costs	
of	pursuing	cyber	attack.	Reversing	this	recurring	theme	in	cyber	attack	
investigations	requires	significant	international	investment.	

In	summary,	the	concept	of	deterrence	is	applicable	to	cyberspace	since	
it	focuses	on	the	decision	calculus	of	a	state,	not	the	domain	in	which	it	
is	employed.		While	offensive	and	defensive	cyber	capabilities	are	critical	
to	deterring	aggression,	employing	these	capabilities	depends	on	robust	
international	norms	for	state	behavior	in	cyberspace.	International	law	
is	the	first	line	of	deterrence	in	cyberspace.

Conclusions and Recommendations

Since	the	 launch	of	the	 information	superhighway	in	the	1990s,	the	
destructiveness	 of	 cyber	 attack	has	 grown	 consistently	 in	magnitude	
to	the	extent	that	it	can	now	threatens	the	critical	infrastructure	that	
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forms	 the	 basis	 of	 modern	 society.	 In	 short,	 cyber	 attack	 can	 cause	
grave	damage	to	national	security.	In	fact,	it	can	prevent	a	state	from	
functioning.110	Rational	thought	realizes	cyber	attack	can	be	an	act	of	
war,	but	common	sense	and	the	rule	of	law	can	conflict	in	cyberspace.		
The	current	regime	of	international	laws,	norms,	and	definitions	is	not	
only	insufficient	to	address	cyber	aggression,	it	actually	intensifies	the	
dangers	of	cyber	attack	by	creating	a	gray	area	of	legitimacy	that	can	be	
exploited	by	cyber	aggressors.	This	loophole,	coupled	with	insufficient	
techniques	to	 identify	assailants,	undermines	a	state’s	ability	to	deter	
cyber	 attack.	To	 reverse	 this	 trend,	 the	United	States	must	pursue	 a	
policy	 of	 changing	 the	 existing	 regime	 which	 in	 this	 case	 refers	 to	
the	 “complex	 of	 norms,	 treaties,	 international	 organizations,	 and	
transnational	activity	that	orders”	cyberspace.111

In	 conjunction	 with	 the	 UN,	 the	 United	 States	 should	 lead	 a	
multilateral	 effort	 to	 adapt	 the	 existing	 international	 regime	 of	 laws	
and	norms	governing	warfare	to	address	aggression	in	cyberspace,	or	
build	a	new	regime	for	the	new	warfighting	domain.	Only	the	UN	has	
the	“membership	and	capability	to	address	these	issues	in	a	meaningful	
way	that	will	have	a	global	impact”	to	this	global	problem.112	Regulation	
within	individual	countries	alone	will	prove	ineffective.113	Already	the	
world	has	seen	“Internet	activities	considered	to	be	legitimate	in	one	
country	violate	the	laws	in	another.”114	

Additionally,	 the	United	States	 should	 lead	 a	UN	effort	 to	 establish	
an	institution	to	“serve	as	a	clearinghouse	and	coordination	center”	to	
pool	international	cyber	security	initiatives	and	maintain	standards.115	
The	regime	and	institution	would	define	international	relations	within	
cyberspace	and	provide	a	mechanism	for	the	international	community	
to	initiate	sanctions	or	punitive	actions	for	noncompliance.	The	know-
ledge	that	a	cyber	attack	is	an	act	of	war	provoking	a	severe	and	costly	
reprisal	from	the	global	community	would	serve	as	a	strong	deterrent	
to	would-be	cyber	aggressors.	The	proposal	for	such	a	new	regime	fully	
supports	 the	U.S.	National	Security	Strategy,	 in	which	the	President	
urges,	 “where	 existing	 institutions	 and	 regimes	 can	 be	 reformed	 to	
meet	 new	 challenges,	 we…must	 reform	 them.	 Where	 appropriate	
institutions	do	not	exist,	we…must	create	them.”116		
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The	Council	of	Europe’s	(CoE)	Convention	on	Cybercrime	provides	the	
United	States	with	a	solid	basis	on	which	to	build	a	new	international	
regime.		The	CoE	recognized	that	addressing	the	transnational	character	
of	cybercrime	required	a	global	effort.117		The	treaty	fosters	international	
cooperation	to	fight	crime	in	cyberspace	and	defines	various	offenses	as	
cybercrimes	with	the	intent	to	“establish	a	common	criminal	policy,”	
improve	 deterrence,	 and	 “reduce	 the	 number	 of	 countries	 in	 which	
criminals	can	avoid	prosecution.”118	However,	this	convention	cannot	
be	 extended	 to	 cyber	war	 as	 it	 treats	 cyber	 attacks	 as	 crimes	 against	
private	 and	 public	 property	 and	 makes	 no	 distinction	 between	 the	
scope	 and	 impact	 of	 the	 attack,	 “thereby	 disregarding	 the	 national	
security	dimension	of	the	threat.”119	Despite	these	shortcomings,	the	
convention	still	serves	as	a	model	for	international	cooperation	and	the	
development	of	a	larger-scale	regime.

The	United	States	 is	uniquely	suited	to	 lead	this	effort.	“The	United	
States…acts	as	an	architect	of	global	and	regional	security	affairs	 for	
the	purpose	of	containing	new-era	dangers.”120		More	importantly,	this	
effort	allows	the	United	States	to	shape	international	norms	for	state	
behavior	in	cyberspace	in	accordance	with	American	national	interests;	
to	 do	 otherwise	 risks	 forfeiting	 this	 advantage	 to	 other	 nations.	 For	
example,	China	is	engaged	“in	the	debate	of	defining	cyber	warfare,	in	
part	through	the	Shanghai	Cooperation	Organization,	in	order	to	have	
a	hand	in	the	shaping	of	a	legal	framework	and	rules	of	engagement	
related	to	this	new	warfare.”121		

To	strengthen	the	new	regime’s	ability	to	deter	cyber	attack,	the	United	
States	 should	 also	 lead	 research	 and	development	 efforts	 to	 improve	
attribution	 techniques.	 This	 includes	 accelerating	 ventures	 like	 the	
multilateral	effort	within	the	UN	to	trace	original	sources	of	Internet	
communications	and	reduce	the	anonymity	of	cyberspace;	creating	an	
“International	Caller-ID	capability”	of	sorts	 for	the	Internet.122	Such	
an	 effort	 “requires	 multilateral	 actions	 that	 transcend	 jurisdictions	
and	 national	 boundaries.”123	 Ultimately,	 an	 acknowledged	 ability	 to	
track	 aggression	 is	 essential	 to	deter	 future	 attacks	by	 increasing	 the	
probability	 of	 reprisal	 and	 elevating	 the	 costs	 of	 resorting	 to	 cyber	
attack.124
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Cyber	 attack	 can	 cause	 grave	 damage	 to	 national	 security	 and	 must	
be	 treated	 as	 an	 act	 of	 war.	 A	 robust	 international	 regime	 of	 laws,	
norms,	and	definitions	provides	the	basis	for	deterrence	in	cyberspace.		
The	United	States	is	uniquely	suited	to	lead	efforts	to	constrain	state	
behavior	 in	 this	new	global,	warfighting	domain.	The	 Internet	 is	 an	
“interconnected	 global	 network	 of	 600	 million	 users	 served	 by	 15	
million	 hosts	 connecting	 nearly	 200	 countries.”125	 Consequently,	
cyberspace	is	the	world’s	nervous	system;	the	control	system	of	modern	
society.	Its	protection	is	an	international	existential	concern	that	should	
be	addressed	with	urgency.	
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The	different	information	technology	support	methods	used	by	
the	ten	United	States	combatant	commands	impede	network	
centric	operations	within	the	Department	of	Defense.	Network	

Centric	 Warfare	 (NCW)	 is	 the	 method	 used	 by	 the	 combatant	
commands	 to	 wage	 war.	 	 Information	 technology	 is	 a	 fundamental	
enabler	of	network	centric	warfare.	The	ten	combatant	commands	use	
different	methods	to	provide	desktop	information	technology	support	
to	their	headquarters	staffs.	The	result	is	different	sets	of	applications,	
capabilities,	 and	business	processes	 that	 impede	 information	 sharing	
between	 commands	 and	 the	 Department	 of	 Defense	 (DoD),	 and	
sometimes	between	a	combatant	command	and	its	own	components.	
Information	Technology	 (IT)	 support	 at	 the	 combatant	 commands,	
meant	to	be	a	NCW	enabler,	often	fails	to	support	information	sharing.	

Unimpeded	information	sharing	is	a	central	tenet	of	network	centric	
warfare.1,2	The	current	disjointed	IT	support	methods	at	the	combatant	
commands	 impede	 information	 sharing	 within	 and	 between	 the	
commands.	This	lack	of	seamless	information	sharing	does	not	support	
NCW,	and	interferes	with	the	combatant	commands’	synchronization	
of	the	elements	of	national	power.	Through	examination	of	several	of	
the	IT	applications	meant	to	facilitate	information	sharing,	this	paper	
will	 demonstrate	 the	 important	 role	 combatant	 command	 desktop	
IT	support	plays	in	NCW.	The	joint,	interagency,	intergovernmental,	
and	multinational	(JIIM)	nature	of	the	current	and	future	operational	
environment	impose	a	huge	information	sharing	requirement	on	the	
combatant	commands.3	Developing	NCW	capabilities	to	better	enable	
the	 combatant	 commands	 to	 synchronize	 the	 elements	 of	 national	
power	will	require	the	DoD	to	fundamentally	change	the	way	in	which	
it	provisions	IT	support	at	the	combatant	commands.	
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This	paper	addresses	secret	collateral	and	below	IT	support,	commonly	
known	 as	 “SIPRNet”	 (Secret	 Internet	 Protocol	 Router	 Network)	
and	 “NIPRNet”	 (Non-classified	 Internet	 Protocol	 Router	 Network)	
services.	 The	 Joint	Worldwide	 Intelligence	 Communications	 System	
(JWICS),	while	fundamentally	an	IT	system,	is	provisioned	through	
the	 Defense	 Intelligence	 Agency	 (DIA).	 DIA	 provisions	 JWICS	
support	separately	and	distinctly	from	the	organizations	that	provision	
collateral	IT	services	at	the	combatant	commands.		

This	 paper	 examines	 desktop	 collateral	 information	 technology	
support	to	the	combatant	commands	as	it	pertains	to	network	centric	
warfare	at	the	theater	level.	It	proposes	a	single	solution	provided	by	
a	 single	 agency	 to	 service	 all	 ten	combatant	 commands.	 It	 examines	
the	 strengths	 and	weaknesses	 of	 the	 current	 information	 technology	
support	methodology	and	the	proposed	solution.	Based	on	this	study,	
the	paper	provides	strategic	recommendations	aimed	at	improving	the	
network	centric	warfare	capabilities	across	the	combatant	commands.		

Background

The	United	States	 combatant	 commands	 exist	 to	provide	 command	
and	 control	 of	 the	 broad	 array	 of	 forces	 and	 functions	 that	 the	
individual	Services	and	Defense	Agencies	can	provide.4,5	The	doctrinal	
framework	in	which	the	combatant	commanders	assert	their	command	
and	control	has	become	NCW.6			

In	 its	most	basic	 form,	NCW	seeks	 to	 achieve	 increased	 agility	 and	
effectiveness	 when	 compared	 to	 industrial	 age	 warfare.	 NCW	 first	
requires	 shared	 awareness.	 People	 and	 systems	 normally	 achieve	
shared	 awareness	 through	 information	 sharing.	 NCW	 practitioners	
then	leverage	this	shared	awareness	to	achieve	a	greater	degree	of	self-
synchronization.	The	emergence	of	self-synchronizing	behavior	is	the	
core	of	 the	power	of	NCW,	 leading	directly	 to	 increased	agility	and	
effectiveness.7	 Within	 the	 context	 of	 IT	 support	 at	 the	 combatant	
commands,	 self-synchronizing	 behavior	 automates	 many	 internal	
and	 external	 staff	 functions,	 reduces	 administrative	 work,	 improves	
generation	of	information	from	data,	and	increases	staff	responsiveness.		
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This	increased	staff	responsiveness	could	take	the	form	of	faster	decision	
making,	more	time	for	conceptual	thinking,	or	a	combination	of	both.

The	 DoD	 intends	 its	 “plug	 and	 play”	 information	 infrastructure	 to	
tie	together	all	of	the	information	generation	and	analysis	assets	that	
fall	under	the	command	and	control	of	the	combatant	commanders.8		
This	infrastructure	enables	the	shared	awareness	that	NCW	requires.		
This	same	infrastructure	serves	as	the	conduit	of	self-synchronization	
at	 all	 levels.	 The	 physical	 instantiation	 of	 the	 DoD	 information	
infrastructure	 at	 any	 particular	 combatant	 command	 headquarters	
is	 comprised	 of	 a	 set	 of	 information	 technology	 (IT)	 systems	 and	
supporting	personnel.		The	IT	systems	and	support	that	are	the	subject	
of	this	paper	comprise	the	“last	mile,”	quite	often	literally,	of	the	DoD	
information	infrastructure.					

The	DoD	provisions	IT	support	at	the	combatant	commands	through	
a	 multi-tiered	 system,	 shown	 in	 figure	 1.	 The	 Secretary	 of	 Defense,	
through	the	Assistant	Secretary	of	Defense	Networks	and	Information	
Integration	(NII)/DoD	Chief	Information	Officer	(CIO),	determines	
overall	DoD	IT	policy.		The	OSD(NII)’s	stated	mission	is	to	“enable	net-
centric	operations.”9	The	Defense	Information	Systems	Agency	(DISA)	
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works	for	OSD	NII	and	is	responsible	for	the	Global	Information	Grid	
(GIG),	 a	 broad-band	 telecommunications	 network	 and	 associated	
services.	 The	 GIG	 is	 similar	 in	 nature	 to	 a	 commercial	 IT	 services	
provider	when	viewed	from	a	computer	networking	perspective.			

The	 data	 transport	 portion	 of	 the	 GIG	 is	 the	 Defense	 Information	
Systems	 Network	 (DISN).	 The	 GIG/DISN	 provides	 “points-of-
presence”	at	various	DoD	locations,	including	all	combatant	commands,	
for	 high-speed	 network	 services	 access.	 DISA	 funds	 DISN	 services	
through	a	Defense	Working	Capital	Fund	(DWCF),	with	the	Services	
paying	for	most	of	the	combatant	commands’	DISN	support.10		DISA,	
via	the	GIG/DISN,	provides	NCW-enabling	enterprise-level	software	
services	–	collaboration	tools	–	to	all	DoD	network	users.	DISA	calls	
this	 program	“Network	Centric	Enterprise	 Services”	 (NCES).	These	
NCES	replace	individual	combatant	command	collaboration	tools	that	
have	limited	or	no	interoperability	and	tenuous	funding.	The	NCES	
tools	 enable	 network-centric	 collaboration	 across	 all	 DoD	 elements,	
including	 the	 combatant	 commands.	 NCES	 has	 freed	 all	 DoD	
elements,	including	the	combatant	commands,	from	having	to	operate	
and	maintain	(and	fund	in	many	cases)	their	own	fundamentally	non-
network	centric	sets	of	collaboration	tools.		

Joint	 Publication	 1,	 Doctrine for the Armed Forces of the United 
States,	 states	 that	 the	 U.S.	 Strategic	 Command	 (STRATCOM)	 has	
responsibility	to	“plan,	integrate,	and	coordinate	DOD	global	network	
operations.”11	 	STRATCOM	does	so	through	the	Joint	Task	Force	–	
Global	Network	Operations	(JTF-GNO).12		The	commander	of	DISA	
is	dual-hatted	as	the	commander	of	JTF-GNO.13

The	desktop	IT	support	considered	in	this	paper	is	the	user	interface	to	
the	GIG;	the	“last	IT	mile”	between	the	GIG/DISN	and	each	IT	user.		
This	“last	 IT	mile”	 is	 extremely	 important	 to	NCW	as	much	of	 the	
information	that	combatant	commands’	use	 is	created,	manipulated,	
and	stored	by	the	various	“last	IT	mile”	systems	connecting	the	GIG/
DISN	to	the	combatant	commands’	desktops.

Desktop	 IT	 support	 at	 a	 combatant	 command	 headquarters	 is	 the	
purchase,	 installation,	 operation,	 and	 maintenance	 of	 hardware	 and	
software	systems	to	support	the	business	processes	of	that	headquarters.		
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This	IT	support	encompasses	all	user	devices	such	as	the	desktop	and	
laptop	computers	and	the	software	on	those	computers.	It	also	includes	
cellular	devices	and	software	used	to	provide	mobile	email	and	Internet	
access.	The	local	network	infrastructure	is	part	of	desktop	IT	support.		
This	 infrastructure	 includes	 server	 rooms	with	associated	servers	and	
support	infrastructure,	most	software	run	on	the	servers	in	the	server	
room(s),	24x7	help	desk	services,	and	the	logistics	system	that	supports	
every	IT	item,	cradle	to	grave.	The	level	of	support	required	is	significant	
–	meeting	the	24x7,	high-reliability	IT	requirements	of	the	combatant	
commander	and	his	staff	is	an	extremely	demanding	mission.	Likewise,	
the	cost	is	significant	–	in	the	neighborhood	of	$25	million	annually	
per	combatant	commander	when	a	contractor	provides	the	support.		

As	a	primary	enabler	of	NCW,	IT	support	has	become	ever	more	vital	
to	 the	 functioning	of	 the	national	defense.	As	computer	networking	
developed	in	the	1990’s,	desktop	IT	support	struggled	to	keep	pace,	
particularly	 from	 an	 organizational	 perspective.	 The	 Services	 each	
developed	their	own	methods	to	provide	this	support,	only	modestly	
unified	by	the	common	hardware	(IBM-PC	architectures),	operating	
system	 and	 office	 productivity	 software	 (Microsoft	 products),	 and	
the	TCP/IP	protocol.	In	all	 the	Services,	desktop	IT	support	started	
as	 a	 small-unit	 activity.	 IT	 systems	 were	 not	 standardized	 from	 any	
perspective.	 Over	 time,	 each	 Service	 has	 adopted	 a	 much	 more	
centralized	 approach.	The	Navy	has	 completely	 contracted	out	 their	
desktop	IT	support	to	a	single	contractor.	The	Army	and	the	Air	Force	
each	use	a	combination	of	contractors,	service	personnel,	centralized	
provisioning,	 and	 standards	 to	 provide	 their	 versions	 of	 desktop	 IT	
support.	The	Services’	motivation	 for	 central	 and	 standard	 solutions	
has	 been	 driven	 much	 more	 by	 lack	 of	 resources	 than	 enhancing	
NCW	capabilities.	However,	these	central	and	standard	solutions	have	
enhanced	the	Services’	NCW	capabilities.		From	the	desktop	IT	support	
perspective,	these	enterprise	solutions	better	enable	information	sharing	
and	improve	the	potential	for	self-synchronization	within	the	Services.				

The	DoD	assigns	each	combatant	command	a	Service	as	its	executive	
agent.14	The	Service,	as	executive	agent,	has	numerous	responsibilities,	
including	provisioning	of	IT	support.15	For	each	combatant	command,	
the	 executive	 agent	 accomplishes	provisioning	of	 IT	 support	unique	
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to	 that	 command,	 primarily	 influenced	 by	 the	 executive	 agent’s	 IT	
support	system.	Executive	agent	control	of	IT	support	funding,	or	lack	
thereof,	has	also	influenced	the	wide	spectrum	of	IT	support	methods	
employed	at	the	combatant	commands.	

There	 are	 several	 DoD	 Directives	 that	 deal	 with	 information	
technology.16	 None	 of	 the	 directives	 specifically	 address	 desktop	 IT	
support.	Their	perspective	is	strategic,	yet	their	direction	applies	quite	
specifically	to	the	“tactical”	problem	of	provisioning	desktop	IT	support	
at	the	combatant	commands’	headquarters.	Several	of	these	directives	
address	constructing	and	enabling	a	network	centric	DoD.		All	of	them	
apply	direction	at	the	enterprise	 level,	raising	but	not	addressing	the	
question:	Is	the	DoD	and	Joint	Community,	comprised	mainly	of	the	
combatant	commands,	an	“enterprise?”	A	network-centric	approach	to	
warfare	would	seem	to	require	the	answer	to	be	a	resounding	“yes!”		Yet	
given	the	current	desktop	IT	support	situation,	there	is	certainly	not	
such	an	enterprise	–	particularly	when	it	comes	to	data	and	information	
management.	

The	 DoD	 Directive	 Management of DoD Information Resources and 
Information Technology,	serves	as	the	capstone	DoD	information	system	
directive.	While	it	does	not	directly	address	combatant	command	IT	
support,	it	does	direct	DoD	Components	to	use	DoD-wide	automated	
information	systems	and	software.17	This	Directive,	along	with	DoD	
Directive	“IT	Portfolio	Management,”18	require	a	level	of	IT	management	
expertise	and	resources	normally	found	only	at	organizations	providing	
enterprise-level	 IT	 support.	 These	 organizations	 are	 few	 within	 the	
DoD	 –	 DISA,	 the	 Services’	 communications	 commands,	 and	 the	
Defense	Intelligence	agency	(DIA)	are	examples.

The	DoD	Directive	 “Data	Sharing	 in	 a	Net-Centric	Department	of	
Defense,”	mandates	that	DoD	data	be	visible,	accessible,	understandable,	
and	 trustable;	 and	 by	 inference,	 retained	 for	 possible	 future	 use.19	
The	 implementing	 guidance	 for	 this	 directive	 clearly	 recognizes	 the	
magnitude	 and	 difficulty	 of	 implementing	 this	 mandate,	 explicitly	
breaking	 the	 implementation	 into	 “communities	 of	 interest”	 in	 an	
attempt	to	build	this	capability	incrementally.20	Additional	direction	on	
network	centric	data	conformity,	provided	by	DoD	Directive	8320.03,	
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mandates	unique	identification	(UID)	standards	for	“discrete	entities.”	
It	infers	that	each	combatant	command	is	such	a	discrete	entity.21

Joint	 doctrine	 does	 not	 directly	 address	 the	 provisioning	 of	 desktop	
IT	support	to	the	combatant	commands.	Joint	Publication	6-0,	“Joint	
Communications	 Systems,”	 does	 not	 address	 combatant	 command	
headquarters	IT	support;	the	reader	is	left	to	infer	that	it	is	a	combatant	
command	J-6	responsibility.22	The	focus	of	Joint	Pub	6-0	is	on	force	
projection	communications	and	network	operations,	all	supported	by	
the	GIG.	

IT Support Methods

The	 differences	 in	 IT	 support	 methods	 at	 the	 ten	 combatant	
commands	are	well	illustrated	by	examining	the	extremes.	On	one	end	
of	that	spectrum	is	the	Navy-provisioned	support	of	Pacific	Command	
(PACOM)	and	on	the	other	end	is	the	“do-it-ourselves”	approach	of	
European	 Command	 (EUCOM).	 The	 two	 commands	 have	 many	
similarities.	 Both	 are	 geographic	 combatant	 commands	 (GCC),	
responsible	 for	 engagement	 with	 large	 numbers	 of	 countries	 spread	
over	 large	 geographic	 areas.	Both	have	 assigned	 forces	 through	 their	
component	commands,	and	both	have	been	in	existence	since	the	end	
of	World	War	II.	The	executive	agent	for	PACOM	is	the	Navy,	while	
the	executive	agent	for	EUCOM	is	the	Army.

The	Navy	provides	IT	support	to	PACOM	via	the	Navy	Marine	Corps	
Intranet	 (NMCI).	 	NMCI	 is	 a	 consolidated,	 enterprise	 approach	 to	
providing	 IT	 support	 to	 Navy	 and	 Marine	 Corps	 forces,	 activities,	
and	supported	commands	such	as	PACOM.		At	end	state,	NMCI	will	
support	over	700,000	users	with	standard	sets	of	hardware	and	software	
services.23		NMCI	is	a	multi-year	contracted	effort	costing	several	billion	
dollars,	and	has	been	the	subject	of	considerable	congressional	scrutiny.		
It	 has	 suffered	 from	 most	 issues	 that	 large	 enterprise-wide	 projects	
tend	 to	 incur	–	particularly	projects	 focused	on	 satisfying	 the	needs	
of	hundreds	of	thousands	of	customers.24	The	IT	Services	Division	in	
the	PACOM	J6	provides	the	staff	interface	between	the	PACOM	staff	
and	NMCI;	NMCI	staff	manages	all	the	IT	hardware,	software,	and	
network	operations.		Headquarters	PACOM	business	processes	and/or	
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technical	requirements	that	require	changes	to	the	NMCI	standardized	
solution(s)	must	be	implemented	in	such	a	way	that	all	NMCI	users	
remain	 supported	 and	 all	 security	 requirements	 remain	 satisfied.	 In	
practice,	 customization	 of	 enterprise	 IT	 systems	 is	 a	 difficult	 task	
both	administratively	and	technically.	Therefore,	reaction	time	to	user	
requirements	that	necessitate	change	is	usually	lengthy.		This	tends	to	
force	organizations	to	comply	with	existing	network	standards	rather	
than	pursue	solutions	that	would	require	network	changes.25

Although	 the	 Army	 is	 the	 executive	 agent	 for	 EUCOM,	 most	 of	
EUCOM’s	IT	support	is	self-provided.	Using	an	IT	services	contract	
provided	 and	 managed	 by	 the	 General	 Services	 Agency	 (GSA),26	
EUCOM	 has	 a	 task	 order	 that	 provides	 all	 aspects	 of	 IT	 support	
with	the	exception	of	the	unclassified	network	infrastructure	–	cable,	
switches	and	routers	provided	and	managed	by	the	Army.	A	contractor	
provides	 all	 other	 IT	 support	 through	 the	 task	 order	 off	 the	 GSA	
contract.	All	 the	 IT	hardware,	 software,	 and	network	operations	 are	
managed	 directly	 by	 the	 Headquarters	 Enterprise	 Services	 Division	
in	 the	 EUCOM	 J6.	 Because	 the	 IT	 contractor	 responds	 directly	 to	
EUCOM’s	requirements,	EUCOM’s	desktop	IT	services	directly	reflect	
the	local	requirements	of	the	EUCOM	Headquarters	staff	–	i.e.	they	
are	customized	and	often	have	limited	compatibility	with	components	
and	other	combatant	command	IT	systems,	 from	a	business	process	
perspective	and/or	a	technical	interface	perspective.

NCW-Related Problems Created by IT Support Methods

The	current	combatant	command	HQ	IT	support	methods	significantly	
impede	the	NCW	tenets	of	shared	awareness	and	self-synchronization.		
Fundamentally,	the	NCW	issue	is	information	sharing	–	it	is	extremely	
difficult,	 if	not	impossible,	for	all	the	required	parties	to	see	and	use	
each	 others’	 information	 due	 to	 fundamental	 incompatibilities	 that	
the	support	methodologies	introduce	into	the	information	technology	
systems.	This	section	of	the	paper	will	examine	several	examples	where	
systems	and/or	support	methods	inhibit	rather	than	empower	NCW.

Tasker Management. 	Tasker	management	is	an	excellent	example	to	
comprehensively	exhibit	how	the	current	IT	methods	 inhibit	NCW.		
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The	 “tasker”	 is	 a	 documented	 requirement	 for	 some	 kind	 of	 work.		
Tasker	 systems	 are	used	 throughout	 the	DoD.	Normally,	DoD	 staff	
elements	 use	 taskers	 for	 staff	 actions	 and	 not	 direct	 command	 and	
control	of	forces.	As	such,	tasker	information	is	sometimes	associated	
with	 the	 non-military	 elements	 of	 national	 power	 –	 an	 important	
consideration	as	NCW	at	the	combatant	command	level	must	consider	
and	help	synchronize	all	elements	of	national	power.		

Taskers	drive	much	of	the	work	that	occurs	at	combatant	commands	–	
and	the	tasker	management	systems	contain	much	of	the	information	
that	 this	 work	 generates.	 There	 is	 a	 diversity	 of	 tasker	 management	
systems	in	use	in	the	combatant	commands,	as	well	as	the	Joint	Staff.		
This	 diversity	 has	 lead	 to	 inaccessible	 information	 both	 inside	 and	
outside	the	commands,	as	well	as	ad-hoc	methods	to	bridge	the	systems	
so	 that	 taskers	 can	 flow	 between	 the	 Joint	 Staff	 and	 the	 combatant	
commands,	 and	 between	 the	 combatant	 commands	 and	 their	
component	commands.	In	some	cases,	this	information,	when	stored	
in	the	personal	account(s)	of	a	staff	member,	 is	destroyed	when	that	
staff	member	departs	a	command.	The	impact	on	NCW	is	that	much	
of	 the	 information	 generated	 by	 the	 work	 of	 combatant	 commands	
is	 excluded	 from	present	 and	 future	NCW	shared	awareness	 efforts,	
impeding	 progression	 to	 the	 self-synchronization	 sought	 through	
NCW	methods.

For	 many	 years,	 EUCOM	 has	 used	 Microsoft	 Outlook	 as	 the	 IT	
software	 system	 supporting	 its	 tasker	 management	 business	 process.		
Using	 this	 system,	 little	 data	 is	 accessible	 beyond	 the	 action	 officer,	
except	 for	 those	 recipients	 of	 the	 emails	 generated	 by	 the	 business	
process.		When	action	officers	depart	the	command,	IT	management	
personnel	delete	their	accounts	for	security	reasons	–	along	with	all	of	
the	information	they	acquired	and	generated	during	their	assignments.27		

Personal	Outlook	files	are	not	publically	searchable	–	so	the	user	can	
only	manually	transfer	this	information	by	emails	and	attachments.			

As	 a	 self-supporting	 IT	 services	 organization,	 EUCOM	 developed	
its	own	tasker	management	system.	Several	years	ago,	Outlook	was	a	
convenient	tool	that	met	the	business	process	–	NCW	was	not	a	factor	
and	the	extremely	 limited	 information	availability	was	an	acceptable	
risk.		For	several	years,	EUCOM	has	attempted,	on	its	own,	to	develop,	
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purchase,	and	implement	other	software	systems	to	better	support	tasker	
management.		To	date,	these	efforts	have	been	unsuccessful	due	to	lack	
of	resources	in	the	Command,	most	notably	government	IT	persons	
with	 business	 software	 expertise.	 The	 resulting	 deleterious	 second	
order	effects	of	software	customization	to	meet	business	processes	and	
user	training	and	acceptance	have	caused	Outlook	to	remain	in	place,	
despite	its	information	management	and	NCW	issues.		

EUCOM’s	components	all	use	different	tasker	management	systems.		
Of	 note,	 U.S.	 Air	 Force	 Europe	 (USAFE)	 has	 implemented	 a	
specifically	 tailored	 Microsoft	 product	 for	 tasker	 management	 that	
provides	for	information	availability	to	all	its	users.	Africa	Command	
(AFRICOM),	derived	from	and	collocated	with	EUCOM,	has	chosen	
to	implement	this	same	Microsoft	product,	tailored	to	the	requirements	
of	 AFRICOM.	 EUCOM	 has	 chosen	 to	 replace	 its	 Outlook-based	
tasker	management	system	with	a	government-owned	software	product	
originally	designed	for	configuration	management.	This	software	has	a	
user	interface	customized	by	EUCOM	(using	a	contractor)	for	tasker	
management.	While	all	these	example	commands	have	taken	steps	in	
a	 positive	 direction	 for	 information	 management	 and	 NCW,	 none	
of	 the	 tasker	 management	 systems	 are	 directly	 compatible,	 and	 will	
require	“gluing	together”	of	their	respective	data-management	systems	
to	create	the	information	compatibility	required	for	NCW.		

The	 lack	 of	 a	 single	 common	 tasker	 management	 system	 across	 the	
DoD,	or	at	least	a	set	of	compatible	systems	across	the	Joint	community,	
is	directly	the	result	of	the	fractured	methods	used	to	deliver	desktop	
IT	services.	DoD	leaves	each	command	to	develop	its	own	system	–	
and	each	does	 so	because	 it	must.	The	combatant	commands	might	
realize	a	huge	savings	in	staff	effort	if	they	had	easy	and	routine	access	
to	all	their	previous	work.	Yet	past	work	is	often	inaccessible	at	best.		
The	 “knowledge”	 foundation	 required	 to	 support	 shared	 awareness	
across	the	broad	spectrum	of	combatant	command	work	documented	
by	 taskers	 simply	 does	 not	 yet	 exist	 –	 and	 may	 not	 exist	 until	 an	
agency	with	the	right	expertise	in	information	management,	business	
enterprise	software,	and	NCW	develops	and	fields	a	common	tasker	
management	system	across	the	Joint	community.	
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TSCMIS.		Several	of	the	combatant	commands	have	each	developed	
their	 own	 Theater	 Security	 Cooperation	 Management	 Information	
Systems	 (TSCMIS).	 Each	 TSCMIS	 serves	 as	 an	 information	 focus	
point	for	the	command’s	theater	security	cooperation	programs,	as	well	
a	tool	to	enhance	the	command’s	theater	awareness	directly	supporting	
command	 and	 control.	 The	 systems	 are	 the	 combatant	 commands’	
major	IT	link	to	information	supporting	the	non-military	elements	of	
national	power.	The	information	contained	in	these	systems	is	already	
essential	to	the	shared	awareness	required	by	NCW.	However,	the	lack	
of	a	single	IT	services	provider	for	all	 the	combatant	commands	has	
caused	those	who	need	a	TSCMIS	system	to	develop	their	own.	There	
has	 been	 effort	 at	 the	 OSD	 level	 to	 pull	 the	 individual	 combatant	
commands’	TSCMIS	development	processes	 together.	While	 a	good	
idea,	this	has	created	a	competition	between	the	commands	for	who’s	
system	will	“win,”	requiring	additional	resources	to	be	spent	advertising	
and	defending	the	existing	systems.	Without	any	single	agency	in	place	
to	 both	 guide	 the	 development	 and	 become	 the	 program	 manager	
(PM),	 a	 single	 TSCMIS	 solution	 for	 all	 the	 combatant	 commands	
seems	 unlikely.	 The	 resulting	 system	 incompatibilities	 will	 continue	
to	be	an	impediment	to	the	seamless	information	sharing	that	NCW	
requires.

Defense Messaging System.		The	Defense	Messaging	System	(DMS)	
is	an	IT	system	that	directly	supports	DoD-wide	command	and	control	
(C2).	 DMS	 is	 essential	 to	 the	 combatant	 command	 C2	 mission.	
All	 DMS	 messages	 are	 stored	 and	 thus	 form	 an	 historical	 record	 of	
combatant	command	C2	actions.	This	information	is	essential	for	the	
shared	awareness	required	by	NCW.	Unlike	standard	email	messaging,	
DMS	has	required	delivery	times,	assured	delivery,	precedence,	as	well	
as	security	and	directory	service	features	tailored	to	the	DoD	mission.		
DISA	has	overall	responsibility	for	the	DMS,	but	the	executive	agents	
usually	 provide	 DMS	 service	 to	 the	 combatant	 commands.	 Each	
Service	executes	this	mission	differently,	using	different	user	software,	
and	 sometimes	 with	 indifferent	 funding	 priorities.	 The	 result	 is	 the	
combatant	 commands	 have	 different	 user	 interfaces	 and	 different	
access	 to	 the	 stored	 messages.	 More	 importantly,	 the	 combatant	
commands	sometimes	find	themselves	embroiled	in	funding	disputes	
with	their	executive	agents	over	the	continued	financing	of	this	vital	
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system.	When	this	enormous	store	of	historical	C2	data	is	transformed	
per	 DoD	 Directive	 8320.02	 to	 enable	 NCW	 data	 sharing,	 Service	
implementation	 and	 funding	 differences	 will	 likely	 not	 produce	 the	
unified	results	needed	by	the	combatant	commands	for	future	NCW	
development.	 DMS	 also	 has	 an	 uncertain	 future,	 as	 DoD	 has	 not	
developed	a	replacement	for	this	legacy	system.	If	the	DoD	eliminates	
DMS	without	fielding	an	equivalent	replacement,	this	could	force	the	
combatant	commands	to	come	up	with	their	own	individual	solutions.	
The	data	and	functional	incompatibilities	this	could	introduce	would	
be	detrimental	to	future	DoD	NCW	efforts.

Global Command and Control System – Joint.		The	Global	Command	
and	Control	System	–	Joint	 (GCCS-J)	 is	 the	DoD	Joint	Command	
and	Control	(C2)	enterprise	information	technology	system	of	record	
tied	most	closely	with	implementing	a	user	interface	for	NCW	at	the	
combatant	commands.	The	DoD	uses	GCCS-J	to	correlate	and	share	
situational	 awareness	 and	 to	 monitor,	 direct,	 and	 execute	 missions.	
GCCS-J	provides	operational	environment	awareness	by	generating	a	
near	 real-time	 picture	 necessary	 to	 conduct	 joint	 and	 multinational	
operations.	 The	 system	 integrates	 imagery,	 intelligence,	 status	 of	
forces,	and	planning	information.28	DoD	fielded	the	GCCS-J	to	the	
combatant	 commands	 several	 years	 ago,	 and	 is	 currently	developing	
and	fielding	periodic	hardware	and	software	upgrades.

There	are	several	issues	associated	with	local	IT	support	and	GCCS-J,	
a	 DISA	 program	 of	 record.	 Maintaining	 currency	 in	 hardware	 and	
software;	 and	 promoting	 wide-spread	 use	 by	 combatant	 command	
personnel	 are	 the	 two	 most	 important	 issues	 affecting	 NCW	
capabilities.	Each	combatant	command	has	responsibility	for	funding	
most	GCCS-J	upgrades	(with	funding	from	its	executive	agent);	 the	
PM	then	supports	 the	purchasing,	fielding,	and	training	of	GCCS-J	
upgrades	 in	 cooperation	with	 the	 combatant	 commands	desktop	 IT	
support	process.	As	funding	is	almost	always	in	short	supply,	GCCS-J	
funding	requires	prioritized	recognition	by	the	combatant	commander.		
GCCS-J	is	not	widely	used	outside	of	joint	commands;	therefore	many	
senior	 commanders	 have	 only	 cursory	 knowledge	 of	 its	 capabilities.		
This	 makes	 it	 difficult	 for	 the	 IT	 staffs	 to	 get	 GCCS-J	 upgrades	
prioritized	to	achieve	reliable	and	timely	funding.		
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The	lack	of	comfort	with	GCCS-J	on	the	part	of	joint	senior	leadership	
as	well	as	their	staffs	has	led	to	limited	use	of	GCCS-J.	People	tend	to	
use	enterprise	IT	systems	that	 their	 leadership	uses;	when	 leadership	
avoids	or	works	around	an	enterprise	system,	so	does	 the	rest	of	 the	
organization.29	For	GCCS-J,	the	small	user-base	means	 limited	user-
demand	for	new	or	expanded	capabilities.	The	system	becomes	stove-
piped.	 A	 single	 common	 combatant	 command	 IT	 services	 provider	
could	 better	 manage	 the	 funding	 and	 upgrades,	 as	 well	 as	 promote	
the	use	of	GCCS-J	and	other	future	NCW	systems	at	the	user	level.		
Those	same	users	could	provide	valuable	feedback	to	a	single	agency	
where	that	feedback	would	affect	current	and	future	systems.	As	it	is,	
combatant	command	users	provide	feedback	on	all	IT	systems	to	their	
local	IT	services	providers,	who	in	most	cases	have	little	or	no	influence	
over	the	fielded.

Multi-National Information Systems. The	 Multi-National	 Inform-
ation	Systems	(MNIS)	is	a	DISA	program	that	provides	the	Combined	
Enterprise	 Regional	 Information	 Exchange	 System	 (CENTRIXS)	
and	other	 coalition	networking	 capabilities.	DISA	globally	 links	 the	
individual	combatant	command	CENTRIXS	networks;	the	combatant	
commands	own	and	operate	their	local	network	elements	in	virtually	the	
same	model	as	used	for	NIPRNet	and	SIPRNet	capabilities.		However,	
the	CENTRIXS	set	of	hardware	and	software	is	relatively	limited	and	
standardized	so	in	theory,	the	data	issues	for	NCW	are	far	fewer	than	
in	 the	 U.S.-only	 IT	 services	 discussed	 above.	 However,	 the	 tenuous	
year-to-year	funding	of	the	combatant	command	CENTRIX	networks	
combined	with	the	different	forms	of	desktop	IT	support	have	created	
a	static	technology	and	user	training	situation.		This	effectively	prevents	
any	network(s)-wide	improvements	in	NCW	capabilities,	such	as	the	
data	sharing	technique	required	by	the	DoD	Directive	“Data	Sharing	
in	a	Net-Centric	Department	of	Defense.”30

Senior Leader Decisions.	 Combatant	 commands,	 in	 particular	 the	
geographic	 combatant	 commands,	 tend	 to	 be	 current	 operations-
focused	 and	 have	 tightly	 constrained	 resources.	 Therefore,	 senior	
leadership	 decisions	 that	 impact	 desktop	 IT	 support	 within	 these	
commands	will	almost	always	give	priority	to	the	current	operations	
requirements	 over	 long-term	 requirements	 such	 as	 implementing	
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NCW-capable	 systems.	 Users	 generally	 view	 desktop	 IT	 support	 as	
a	utility,	much	 like	 electric	power	 and	 telephone	 service.	This	 could	
be	a	suitable	model	if	IT	support	was	regulated	and	provisioned	like	
other	 utilities	 –	 regulated	 by	 DoD	 to	 international	 standards	 and	
provisioned	by	large,	independent	providers	such	as	the	Services	and/
or	DISA.	However,	desktop	IT	support	at	the	combatant	commands	
is	neither	regulated	(with	the	exception	of	security)	nor	independently	
provisioned.	 In	 all	 dimensions,	 with	 some	 security	 exceptions,	 it	
responds	 to	 the	 requirements	 of	 the	 combatant	 command.	 The	
combatant	commands’	focus	on	current	operations,	most	especially	in	
the	geographic	combatant	commands,	makes	it	extremely	difficult	for	
them	to	support	long-term	NCW-enabling	efforts.		

Possible Solutions and Analysis 

The	 solution	 space	 for	 supporting	 NCW	 through	 combatant	
commands’	desktop	IT	support	is	fairly	well	constrained.	A	consistent	
constraint	 is	 the	 level	 of	 classification	 –	 Secret	 –	 and	 therefore	 the	
requirement	for	heavy	involvement	of	U.S.	government	personnel	and	
U.S.	 security	 clearances	 for	most	 IT	 support	personnel.	The	current	
desktop	IT	support	solution	is	a	diverse,	evolutionary	set	of	different	
support	 structures.	 It	 represents	 the	 least	 centralized,	 most	 locally-
controlled	 overall	 solution.	 The	 most	 centralized	 solution	 would	 be	
for	a	single	DoD	Agency,	most	 logically	DISA,	to	provide	centrally-
managed	 desktop	 IT	 support	 for	 all	 the	 combatant	 commands.	 In	
the	middle	of	 this	 solution	 space	would	be	 the	different	 IT	 support	
structures	presently	 in	place,	with	 additional	 oversight	 and	program	
management	 from	 JTF-GNO	 and	 DISA.	 These	 three	 points	 in	 the	
solution	space	are	analyzed	in	detail	below,	with	a	focus	on	meeting	the	
need	to	support	NCW	through	desktop	IT	support	at	the	combatant	
commands.

There	are	three	major	areas	to	examine	when	comparing	and	contrasting	
these	three	possible	solutions.	The	first	is	the	most	critical	–	does	the	
solution	continue	to	support	ongoing	combatant	command	operations	
at	least	as	well	as	the	present	solution?	The	second:	does	the	solution	
significantly	 improve	 the	 future	 NCW	 capabilities	 of	 the	 supported	
command,	inclusive	of	the	JIIM	environment,	and	the	DoD?	Finally,	
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what	resources	and	bureaucratic	changes	will	the	DoD	have	to	make	to	
implement	the	solution?

The	status	quo	has	managed	 to	provide	 suitable	desktop	IT	support	
to	conduct	current	operations.	As	discussed	previously	 in	this	paper,	
the	 status	quo	does	not	 support	NCW	in	a	 suitable	manner,	 failing	
most	 particularly	 in	 the	 management	 of	 data	 and	 information,	 and	
the	 adoption	 of	 NCW-focused	 systems.	 In	 fact,	 it	 places	 the	 future	
of	NCW	in	the	combatant	commands	in	peril.	For	that	reason	alone,	
it	 is	 not	 a	 suitable	 solution	 for	 the	 future	 of	 desktop	 IT	 support	 at	
the	 combatant	 commands.	However,	 the	 current	 set	of	 IT	 solutions	
does	 provide	 some	 significant	 advantages	 to	 some	 of	 the	 combatant	
commands,	 i.e.	 local	 control	 of	 both	 IT	 resources	 and	 the	 funding	
that	buys	and	supports	those	IT	resources.	As	this	solution	is	also	the	
current	solution,	changes	to	resourcing	or	bureaucratic	systems	are	not	
required.

A	solution	that	increases	the	oversight	of	DISA	and	JTF-GNO	to	control	
the	separate	combatant	command	desktop	IT	support	systems	could	
significantly	improve	the	future	of	NCW	in	the	combatant	commands.		
This	solution	builds	on	the	DoD	IT	support	model	already	in	place,	
in	 which	 JTF-GNO	 provides	 a	 significant	 level	 of	 network	 control	
focused	on	security,	and	DISA	provides	program	management	of	a	few	
DoD	IT	systems-of-record	(e.g.	GCCS-J	and	MNIS),	some	web-based	
DoD-wide	NCW-enabling	collaboration	tools,	as	well	as	support	and	
assistance	with	network	security	systems.	This	solution	could	improve	
the	future	of	NCW	IT	systems	within	the	combatant	commands	if	it	is	
able	to	overcome	the	significant	resistance	to	“new	and	improved”	that	
IT	users	exhibit	when	asked	to	give	up	their	“tried	and	true”	solutions.		
The	 major	 obstacles	 are	 choice	 and	 often	 the	 overwhelming	 current	
operations	 focus	 of	 some	 of	 the	 commands.	 The	 local	 IT	 support	
ownership	of	some	of	the	combatant	commands	gives	them	an	option;	
if	they	do	not	like	the	DISA-provided	solution,	they	can	keep	or	seek	
their	own.		Stovepipe	solutions	do	not	support	NCW	within	DoD	or	
in	the	JIIM	environment.	Those	commands	with	Service-provisioned	
solutions	 face	 the	 opposition	 of	 the	 Services	 to	 adapt	 their	 Service-
oriented	IT	systems	to	include	what	are	typically	Joint-only	solutions.		
Adaptation	 almost	 always	 costs	 resources.	 This	 solution	 does	 take	
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advantage	 of	 existing	 resource	 and	 bureaucratic	 systems.	 However,	
it	would	require	additional	resourcing	of	JTF-GNO,	DISA,	and	the	
combatant	commands’	IT	services.	Tighter	control	and	additional	PM	
work	automatically	incurs	additional	resource	costs,	with	no	offsetting	
savings.	In	addition,	compliance	with	additional	control	and	additional	
PM	fieldings	will	require	additional	work	by	the	IT	support	services	at	
the	combatant	commands,	again	with	no	offsetting	savings.

Handing	over	responsibility	 for	all	combatant	command	desktop	IT	
support	 to	 DISA	 is	 not	 as	 radical	 a	 solution	 as	 might	 first	 appear.		
Presently,	 DISA	 provides	 DISN	 services	 to	 each	 of	 the	 combatant	
commands.	Each	combatant	command	has	a	 supporting	DISA	field	
office.	 In	 terms	 of	 IT,	 the	 DISN	 brings	 high-capacity	 SIPRnet	 and	
NIPRnet	connections	from	the	Global	Information	Grid	(GIG)	to	the	
combatant	 command	desktop	 IT	 systems.	DISA	also	provides	 some	
PM	services,	some	web-based	DoD-wide	NCW-enabling	collaboration	
tools	 (NCES)	 as	well	 as	 a	 significant	 level	 of	 assistance	 via	 training,	
inspections,	 systems,	 and	 exercise	 support	 in	 the	 network	 security	
arena.	Giving	DISA	responsibility	 for	all	 elements	of	 the	combatant	
commands’	IT	support	 is	 the	 logical	next	step	to	strongly	bolstering	
the	 future	 of	 NCW	 in	 the	 combatant	 commands	 and	 the	 DoD.	 It	
removes	the	most	significant	obstacle	to	IT	systems	that	enable	NCW	
at	 the	 combatant	 commands,	mainly	 the	 reluctance	 and	 inability	of	
the	combatant	commands	to	pull	their	own	resources	away	from	the	
current	operations	mission	to	support	future	IT	systems	development	
and	fielding.	

An Example of Success 

A	 DoD	 agency	 already	 successfully	 provides	 a	 service	 to	 all	 the	
combatant	commands	–	and	part	of	this	successful	service	provisioning	
includes	desktop	 IT	 support.	The	Defense	 Intelligence	Agency	 (DIA)	
provides	 the	 Joint	 Worldwide	 Intelligence	 Communications	 System	
(JWICS)	to	each	combatant	command	as	part	of	an	overall	intelligence	
support	 package.31	 This	 IT	 support	 includes	 hardware,	 software,	
and	 DIA	 personnel	 and	 contractors	 to	 provide	 desktop	 support,	 plus	
future	 systems	 development,	 fielding,	 and	 training.	 DIA	 supports	
the	 combatant	 commands’	 intelligence	 IT	 completely,	 enabling	 the	
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commands	to	focus	their	intelligence	resources	on	their	missions,	rather	
than	 partially	 on	 intelligence	 IT	 support.	 This	 DIA	 JWICS	 support	
model,	applied	to	collateral	IT	support,	could	strongly	enhance	NCW	
from	a	 technology	perspective.	As	a	pure	 information	services	agency,	
DISA	could	bring	much	more	expertise	 to	 the	problem	of	 improving	
desktop	IT	technology	to	support	NCW	than	the	one	or	two	persons	
at	each	combatant	command	who	might	have	this	task	as	an	additional	
duty;	 DISA	 could	 also	 bring	 more	 expertise	 to	 bear	 than	 any	 of	 the	
Services.	A	DISA	solution	follows	the	existing	“chain-of-command”	for	
NCW	 IT	 solutions.	 OSD/NII	 has	 the	 mission	 of	 enabling	 network-
centric	 operations.	 The	 commander	 of	 DISA	 works	 for	 the	 Assistant	
Secretary	of	Defense,	NII.	DISA	is	already	responsible	within	DoD	for	
providing	network-centric	enterprise	services	–	with	the	exception	of	the	
“last	IT	mile”	to	the	desktops	of	the	combatant	commands.	That	“last	
IT	mile”	is	absolutely	critical	to	maximizing	the	NCW	capabilities	of	the	
combatant	commands.

Recommendations
1.	DISA	 should	 prepare	 to	 assume	 responsibilities	 for	 desktop	 IT	

support	to	the	combatant	commands.
2.	DISA	should	quickly	assume	support	of	the	combatant	commands’	

coalition	 desktop	 IT	 services	 as	 part	 of	 its	 MNIS	 program.	 The	
CENTRIX	networks	present	an	opportunity	for	DISA	to	assume	
a	well-defined	but	small	portion	of	desktop	IT	support	duties	for	
the	combatant	commands.	As	a	test	case,	this	should	provide	DISA	
and	the	DoD	with	the	experience	needed	to	eventually	assume	all	
combatant	command	desktop	IT	support.

3.	DISA	 and	 combatant	 command	 representatives	 should	 study	
the	 DIA	 model	 used	 for	 providing	 intelligence	 support	 to	 the	
combatant	commands.	Where	appropriate,	DISA	should	analyze	
the	experiences	gained	by	DIA	and	adapt	and	adopt	these	experiences	
to	support	desktop	IT	support	at	the	combatant	commands.	This	
study	group	must	place	special	emphasis	on	supporting	NCW.		

4.	DoD	 should	 extract	 the	 additional	 resources	 required	 by	 DISA	
from	the	existing	desktop	IT	support	structures	at	the	combatant	
commands.	 This	 includes	 personnel	 and	 funding.	 DISA	 could	
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adapt	 the	 Defense	 Working	 Capital	 Fund	 approach	 to	 include	
future	 costs	 of	 providing	 desktop	 IT	 support	 to	 the	 combatant	
commands,	 enabling	 baseline	 IT	 service	 costs	 to	 continue	 to	 be	
funded	 by	 the	 Services	 (as	 the	 combatant	 command	 executive	
agents),	with	optional	and/or	enhanced	desktop	IT	support	services	
to	be	funded	by	the	requiring	combatant	command(s).	

Conclusion

This	paper	has	discussed	desktop	IT	support	at	the	combatant	commands	
and	its	effect	on	NCW	capabilities.	With	specific	focus	on	information	
sharing	as	an	enabler	of	the	NCW	tenet	of	self-synchronization,	this	
paper	examined	several	examples	of	current	combatant	command	IT	
systems.	 It	 also	 examined	 the	 effects	 of	 combatant	 command	 senior	
leader	 decisions	 regarding	 IT	 support	 to	 current	 operations	 versus	
modernization	to	support	DoD-wide	NCW	capabilities.	The	research	
revealed	that	the	current	desktop	IT	support	methods	do	not	adequately	
support	combatant	command	NCW	capabilities.		After	examining	three	
possible	 future	 combatant	 command	 desktop	 IT	 support	 methods,	
this	paper	provided	the	recommendation,	with	supporting	discussion,	
that	DISA	become	the	single	provider	of	desktop	IT	support	to	all	the	
combatant	commands.	
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On	 15	 January	 2009,	 the	 Chairman	 of	 the	 Joint	 Chiefs	 of	
Staff	 (CJCS)	 published	 his	 Capstone	 Concept	 for	 Joint	
Operations,	 calling	 it	 the	 most	 fundamental	 of	 all	 U.S.	

military	 concepts.1	 In	 it,	 Admiral	 Mullen	 describes	 a	 vision	 for	 the	
future	joint	force	in	terms	of	four	military	activities:	combat,	security,	
engagement,	and	relief	and	reconstruction.	He	lauds	U.S.	forces	today	
as	 the	 most	 capable	 in	 our	 nation’s	 history.	 However,	 after	 praising	
people	as	our	greatest	advantage,	he	states	that	our	patriotism,	training,	
discipline,	 leadership,	 and	 ability	 to	 adapt	 are	 not	 enough	 to	 meet	
future	challenges.	Somehow,	something	is	missing.		

Missing	are	new	capabilities	and	improved	capacities	of	existing	ones	
as	 well	 as	 doctrine,	 tactics,	 techniques,	 and	 procedures.	 The	 CJCS	
advocates	 new	 methods	 of	 integration,	 as	 well	 as	 better	 selection,	
education,	 training,	 equipment,	 and	management	of	 the	 force	–	 led	
by	broadly	educated,	adaptive,	and	thinking	professionals	to	meet	the	
full	spectrum	of	national	security	challenges.	Beyond	the	professional	
commitment	and	honor	imbued	in	the	current	force,	we	must	cultivate	
the	all-important	ability	to	take	proper	action	in	the	absence	of	specific	
guidance.2		

The	 Chairman	 offers	 17	 institutional	 implications	 for	 the	 joint	
force	to	fulfill	his	vision.	Eight	of	these	call	for	direct	more	coherent	
development	of	knowledge	and	adaptability	within	our	force:3

•	 Improve	knowledge	of	and	capabilities	for	waging	irregular	warfare.
•	 Improve	 knowledge	 of	 and	 capabilities	 for	 nuclear	 warfare	 and	

operations	 in	 chemical,	 biological,	 and	 radiological	 nuclear	
environments.

•	 Improve	knowledge	of	 and	capabilities	 for	 security,	 engagement,	
and	relief	and	reconstruction	activities.
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•	Markedly	increase	language	and	cultural	capabilities	and	capacities.
•	 Institute	mechanisms	to	prepare	general-purpose	forces	quickly	for	

new	mission	sets.
•	 Improve	organizational	solutions	for	protracted	missions	that	cut	

across	geographical	boundaries.
•	Develop	innovative	and	adaptive	leaders	down	to	the	lowest	level.
•	 Improve	Service	and	 institutional	adaptability	 to	deal	with	rapid	

change.

The	 Chairman’s	 imperatives	 signal	 both	 a	 shift	 of	 focus	 within,	
and	 expansion	 of,	 the	 military	 domain	 from	 today’s	 framework	 of	
Network	 Centric	Warfare	 (NCW)	 toward	 what	 Phister	 and	 Plonish	
call	Knowledge	Centric	Warfare	 (KCW).4	At	first	 this	 appears	 to	be	
a	simple	evolutionary	step	from	the	centricity	of	the	1980’s	platforms	
and	the	1990’s	networks	to	the	future	centricity	of	knowledge.5	But	it	is	
also	a	profound	shift	back	to	what	has	been	most	important	all	along	–	
the	physical	and	mental	capacity	and	capability	of	our	Soldiers,	Sailors,	
Airman	and	Marines,	 as	well	 as	 that	of	 the	professionals	 supporting	
them.	

The	 shift	 is	 timely	 and	 appropriate	 because	 the	 threat	 has	 changed.	
Instead	of	operating	within	the	effective	and	clearly	defined	Westphalian	
concept	of	political	and	military	competition	between	states,	we	now	
do	battle	with	conditions.	Although	U.S.	and	coalition	military	might	
is	unrivaled,	the	elusive	nature	of	our	collective	political	objectives	is	
frustrating.	 Fortunately,	 in	 improving	 each	 warrior’s	 understanding	
of	 the	 broad	 range	 of	 the	 tools	 of	 war	 and	 techniques	 for	 the	 local	
or	national	application	of	the	instruments	of	power,	we	become	more	
effective.	 By	 integrating	 knowledge	 itself	 more	 thoroughly	 into	 the	
force,	we	create	the	capability	to	be	successful	not	only	in	a	war	against	
people,	but	also	in	a	war	among	the	people.6	

This	 paper	 proposes	 a	 more	 careful	 focus	 for	 the	 collective	 joint	
force	 to	 support	 the	 Chairman’s	 vision.	 It	 proposes	 a	 knowledge-
centric	 framework	 for	 understanding	 the	 complex	 nature	 of	 warfare	
at	all	 levels.	 It	 suggests	 that	 the	necessary	evolutionary	step	that	will	
capture	the	promises	as	well	as	fill	the	voids	within	NCW	resides	 in	
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centering	our	warfighting	ontology	on	the	people	who	fight	wars	and	
what	 they	 know	 –	 and	 not	 the	 technology	 supporting	 them.	 This	
thesis	is	overtly	philosophical	since	knowledge	resides	in	humans	who	
know	–	living,	breathing,	understanding,	and	fallible,	but	potentially	
brilliant,	people	who	are	central	to	any	enterprise.	This	thesis	presents	
an	epistemological	 challenge	 to	 those	who	misunderstand	 the	 subtle	
but	enormous	difference	between	knowledge	and	information,	which	
is	born	of	the	gradual	corruption	of	what	it	means	to	know.	

Due	 to	 the	 tremendous	 gains	 in	
our	 capacity	 to	 store,	 process,	 and	
manipulate	information	in	the	modern	
age,	 many	 people	 now	 mistake	 the	
capture	 of	 data	 and	 information,	
however	 contextually	 rich,	 as	 the	
preservation	 and	 distribution	 of	
knowledge.	 Accordingly,	 knowledge	
centricity	is	a	response	to	the	dilemma	
that	while	we	swim	in	information,	we	
are	starving	for	knowledge.			

KCW	takes	the	best	of	the	network-centric	operational	concepts	to	the	
next	level.	It	culls	the	proven	ideological	tenants	from	those	less	viable	
and,	with	focus	on	the	warrior,	applies	all	we	have	learned.	In	1998,	the	
introduction	of	NCW	revolutionized	the	way	both	warriors	and	thinkers	
view	war,	yet	this	concept	remains	somehow	incomplete.	The	complex,	
intricate,	and	awe-inspiring	technological	marvels	of	silicone	and	steel	
we	have	created	do	not	capture	what	Clausewitz	called	the	passion	of	
war.	KCW	focuses	on	what	we	know	and	how	we	know	it	–	on	what	
is	in	our	minds	and	how	it	got	there.	It	is	knowledge	of	ourselves	and	
the	enemy	in	a	broader,	more	integrated	context,	creating	a	knowledge	
edge	 by	 “leveraging	 and	 exploiting	 information,	 communications	
and	other	 technologies,	and	by	 the	application	of	human	cognition,	
reasoning	and	innovation.”7	Knowledge	Centric	Warfare,	empowered	
by	technology,	embraces	the	fundamentals	of	Knowledge	Management	
(KM)	 to	generate	 an	 advantage	by	 influencing	decision-making	 and	
enhancing	 effective	 execution.8	 KCW	 centers	 on	 the	 warfighter,	
developing	then	synthesizing	the	mental	acumen	and	technical	savvy	

Figure 1: The Knowledge Pyramid
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required	to	fulfill	the	Chairman’s	vision	while	developing	a	collectively	
superior	force.		

KCW,	like	KM,	is	an	integrative	concept	–	it	attempts	to	reassemble	our	
perception	of	the	world	in	some	semblance	of	how	it	“really”	is	by	beaming	
its	messages	at	the	intersection	of	people,	process,	and	technology.	The	
ambiguity	of	the	“information	age”	environment	initially	fostered	the	
development	of	Information	Technology	(IT)	solutions	to	KM	with	the	
vague	promise	that	organizational	commitment,	zeal,	and	money	might	
transform	the	seeking	firm	into	the	vaunted	“learning	organization.”	

The	 notion	 that	 KM	 can	 be	 purchased	 from	 a	 software	 vendor	
and	 deployed	 by	 an	 institution	 initially	 blurred	 the	 KM	 picture	 by	
emphasizing	 the	 wrong	 node	 of	 KM’s	 process-people-technology	
triad.	Current	research	in	the	quest	to	manage	knowledge	is	shifting	
institutional	 focus	 away	 from	 primarily	 IT	 solutions	 to	 a	 more	
integrated,	 people-centric	 view,	 thereby	 relegating	 technology	 to	 a	
supporting	role,	though	one	still	essential.	The	organizational	imperative	
of	knowledge	transfer	is	now	assuming	a	more	social	character	in	the	
form	of	Communities	of	Practice	and	other	IT	enabled	forums.		

Physical Dimension
- systems
- platforms
- sensors

Informational Dimension
- collection
- processing
- storage

Cognitive Dimension
- mental models
- perception
- opinion
- knowledge

Social 
Dimension

Figure 2: The Information Environment9
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Similarly,	KCW	is	a	broad,	abstract	concept	centering	at	the	intersection	
of	 our	 technological	 capacity,	 the	 processes	 embedded	 within	 our	
war-fighting	 apparatus,	 and,	 most	 importantly,	 the	 people	 using	
both	to	prevail	in	the	modern	struggle	of	wills.	In	Power	to	the	Edge:	
Command,	Control	in	the	Information	Age,	the	authors	discuss	four	
dimensions	 of	 command	 and	 control	 (C2):	 physical,	 informational,	
cognitive,	and	social	(see	figure	2).10

	Physically,	NCW	connects	platform	sensors	and	systems	into	a	cohesive	
whole.	At	the	information	level,	data	is	pulled,	posted,	processed,	and	
stored.11	Often	overlooked	(or	assumed)	is	the	cognitive	development	
of	 the	 people	 using	 these	 systems	 and	 sensors	 as	 well	 as	 the	 social	
domain	 in	 which	 they	 operate.	 KCW	 emphasizes	 the	 cognitive	 and	
social	domains	of	not	only	C2,	but	also	the	nature	of	warfare	itself.	

Philosophical Roots: Epistemology, Semiotics, and 
Cognition  

What	is	knowledge?	This	is	certainly	a	question	for	the	ages,	and	one	
that	philosophers,	scientists,	poets,	religious	leaders,	and	the	rest	of	the	
world’s	great	thinkers	have	struggled	with	for	recorded	history.	Indeed,	
one’s	answer	 to	 this	question	 frames	one’s	approach	 to	many	 things,	
but	a	workable	answer	is	a	core	component	of	KCW.	Fortunately,	by	
standing	on	the	shoulders	of	the	great	thinkers	of	our	time,	it	is	possible	
to	develop	at	least	a	working	definition	of	what	knowledge	is	for	the	
purposes	of	creating	the	KCW	framework.	

Epistemology,	from	the	Greek	word	episteme,	meaning	“knowledge,”	
is	 a	 branch	 of	 philosophy	 that	 considers	 the	 nature,	 origin,	 and	
limits	of	human	knowledge	and	understanding.12	Among	the	ancient	
philosophers,	both	Plato’s	theory	of	forms	and	Aristotle’s	examination	
of	cause	and	effect	holds	that	knowledge	is	possible	when	subjected	to	
reason	and	logic.	Conversely,	ancient	skepticism,	like	that	of	Pyrrho,	is	a	
philosophy	of	doubt	that	generally	suspends	judgment	on	our	capacity	
to	know	anything	and	holds	that	true	knowledge	is	impossible,	masked	
by	appearances	and	sensory	misperception.13	

Modern	 (17th-19th	 century)	 philosophers	 and	 epistemologists	 –
Descartes,	Locke,	Hume,	and	Kant	among	them	–	pondered	the	true	
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nature	of	knowledge	and	set	rigorous	standards	for	what	constituted	
actual	knowledge	as	opposed	to	some	lesser	form	of	intellectual	activity.	
Two	principle	schools	of	thought	emerged:	rationalism,	which	posits	
that	 certain	 a	 priori	 knowledge	 exists	 in	 the	 mind;	 and	 empiricism,	
which	 asserts	 that	 all	 knowledge	 is	 experiential.14	 Though	 rooted	 in	
more	 ancient	 philosophy,	 John	 Locke’s	 “blank	 slate”	 is	 a	 modern	
expression	of	empiricism.15	Famously,	Descartes’	Cogito Ergo Sum,	or	
“I	think,	therefore	I	am,”	is	a	skeptical	philosophic	proof.	After	careful	
examination,	he	determined	all	of	his	previous	knowledge	was	simply	
belief	 when	 subjected	 to	 his	 standard	 that	 all	 knowledge	 is	 certain	
cognition	and	certainty	 is	 freedom	from	doubt.	The	only	 irrefutable	
claim	to	knowledge	he	could	make	was	that	because	he	could	think,	he	
must	exist,	and	his	existence	was	therefore	true.16		

Kant,	 inter	 alia,	 distinguished	 knowledge	 from	 opinion	 and	 faith	
by	 theorizing	 about	 levels	 of	 ascent,	 where	 each	 level	 is	 subject	 to	
increasingly	 stringent	 justification.	 At	 the	 lowest	 level,	 a	 knower	 can	
hold	a	proposition	weakly	supported	by	reasoning	–	an	opinion.	More	
stringent,	 but	 still	 subjective	 beliefs	 are	 assents	 held	 strongly,	 but	
they	 lack	 objective	 sufficiency.	 Knowledge,	 the	 final	 rung,	 is	 “assent	
that	 is	 sufficient	 both	 subjectively	 and	 objectively.”17	 Clearly,	 Kant’s	
classifications	rely	on	their	sufficiency	–	needing	some	form	of	internal	or	
external	justification	to	cross	the	thresholds	of	propositional	ascension.	

Using	a	proposition	construct	for	the	consideration	of	what	constitutes	
knowledge,	 the	 claim	 to	 having	 knowledge	 of	 a	 given	 proposition	
requires	three	things:		truth,	belief,	and	justification,	each	“individually	
necessary	 and	 jointly	 sufficient”18	 to	 support	 the	 epistemological	
claim.	As	such,	the	Justified	True	Belief	(JTB)	construct	is	a	model	for	
knowledge	(where	p	is	the	proposition	and	K	is	the	knower)	generally	
given	as:19	

S	knows	that	p	if	and	only	if:	
p	is	true;20	
K	believes	that	p;	
K	is	justified	in	believing	p	(either	internally	or	externally).21	
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Prominently,	 the	 philosophic	 pursuit	 of	Truth,	 solidly	 in	 the	 realm	
of	epistemology,	exceeds	 the	 scope	of	 this	paper.	But	 the	acceptance	
of	 JTB	 as	 a	 working	 definition	 for	 knowledge,	 however	 contingent	
or	 tentative,	 is	 sufficient	 to	 the	 extent	 that	 knowledge	 inextricably	
requires	 a	 knower.	 Of	 the	 several	 challenges	 remaining,	 those	 of	
utmost	 concern	 are:	 discovery	 of	 how	 knowledge	 manifests	 itself	
within	an	organization;	methods	of	capturing,	reusing,	and	generating	
knowledge;	and	techniques	of	representing	knowledge.	

Cognition

Cognition	 is	 the	 process	 or	 act	 of	 knowing,	 inclusive	 of	 perception	
and	judgment.	It	is	the	experience	of	knowing,	as	opposed	to	feeling	
or	willing.22	Cognitive	science	is	a	relatively	new	interdisciplinary	field	
embracing	“philosophy,	psychology,	artificial	intelligence,	neuroscience,	
linguistics,	 and	 anthropology”23	Arguably,	 cognitive	 awareness	 is	 the	
sine	 qua	 non	 of	 knowledge	 and	 is	 the	 threshold	 for	 distinguishing	
knowledge	from	otherwise	contextually	rich	information.	

Semiotics

All instruction is either about things or about signs; but things are 
learned by means of signs.24 

—Augustine	(On	Christian	Doctrine,	I:2).

Semiotics	 is	 a	 branch	 of	 philosophy	 that	 concerns	 itself	 with	
signification	and	language,	particularly	as	it	relates	to	the	concepts	or	
things	that	signs	(sounds	or	symbols)	represent.	It	is	important	because	
it	has	everything	to	do	with	how	we	convey	elements	of	what	we	know.	
The	capacity	to	accurately	convey	and	interpret	meaning	both	within	
and	beyond	organizational	bounds	poses	a	significant	challenge,	even	
as	 we	 use	 a	 “common”	 language	 to	 explicate	 data	 and	 information.	
In	 an	 increasingly	 globalized	 world,	 changing	 languages	 while	
preserving	 meaning	 is	 a	 tremendous	 informatics	 challenge.	 Brodner	
asserts	that	semiotic	challenges	are	the	principle	reason	“most	real	IT	
implementations	have	turned	out	to	be	a	barrier	to	rather	than	an	enabler	
for	organizing	more	productive	work	and	value	creation	processes.”25	
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Broadly,	 semiotics	 is	broken	 into	 three	categories:	 semantics,	 syntax,	
and	pragmatics.		

Semantics	is	the	study	of	meaning	within	language	best	illustrated	by	
an	 old	 joke	 that	 highlights	 different	 meanings	 of	 the	 word	 “secure”	
within	the	U.S.	Armed	Forces:	

Commander:	“Secure	that	building!”	
•	A	Sailor	immediately	turns	out	the	lights	and	locks	the	doors.
•	A	Soldier	posts	an	MP	and	no	one	gets	in	without	a	special	pass.	
•	A	Marine	sets	up	machine	gun	crossfire,	lays	down	a	mortar	barrage,	

and	calls	for	air	strikes	and	artillery	support.
•	An	Airman	takes	out	a	two-year	lease	with	an	option	to	buy.	

Given	the	same	command,	each	audience	interprets	it	differently	and	
acts	accordingly	based	on	the	cultural	model	to	which	they	subscribe.	
Discussion	of	cultural	models	follows.		

Syntax	concerns	 itself	with	the	formal	use	of	rules	and	standards	for	
combining	symbols	to	convey	meaning.	Proper	grammatical	structures	
for	the	writer	and	logical	precision	for	the	computer	programmer	are	
examples	of	syntax,	which	effectively	conveys	the	intended	meaning	or	
instruction	through	the	application	of	specific	rules.	

Pragmatics	 involves	 the	 study	of	conveying	more	meaning	 than	that	
which	 is	 explicitly	 stated.	 Inference	 is	 required	on	 the	 receiving	 end	
of	a	pragmatic	statement	to	derive	the	fullest	meaning.	A	moment	of	
reflection	might	 reveal	 that	most	misunderstandings	between	people	
are	the	product	of	pragmatic	misfires.	Pragmatism	requires	more	than	
context	–	it	requires	a	priori	knowledge	(but	not	in	the	Kantian	sense)	
and	is	sensitive	to	not	only	what	is	said	or	written,	but	also	to	what	is	
not.26	

Shared	meaning	reduces	semiotic	challenges	within	groups.	Developing	
a	shared	lexicon	is	a	critical	component	in	the	development	of	shared	
meaning,	 especially	 across	organizational	boundaries.	Beyond	 shared	
meaning,	understanding	how	knowledge	flows	within	an	organization	
and	how	shared	meaning	becomes	a	shared	understanding	is	important.	
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In	Dynamic	Theory	of	Organizational	Knowledge	Creation,	Nonaka	
cautions	“although	the	terms	‘information’	and	‘knowledge’	are	often	
used	interchangeably,	there	is	a	clear	distinction	between	information	
and	knowledge.”27	He	then	quotes	Dretske:

Information is that commodity capable of yielding knowledge, and 
what information a signal carries is what we can learn from it. 
Knowledge is identified with information-produced (or sustained) 
belief, but the information a person receives is relative to what he 
or she already knows about the possibilities at the source.28

Organizational Learning and Knowledge Transfer

There	 are	 three	 general	 approaches	 to	 knowledge	 transfer	 within	
organizations:	the	positivist	approach	in	which	objects	have	independent	
meaning	 in	 the	 world;	 the	 social-constructionist	 view	 that	 assumes	
knowledge	 is	 a	 social	 construction	 whose	 meaning	 derived	 from	 its	
usage;	and	the	socio-cognitive	perspective	that	assumes	knowledge	is	
internalized	in	the	mind	and	body	of	the	knower	and	then	reconciled	
through	 external	 influences.	 The	 validity	 of	 the	 accepted	 approach	
depends	on	 the	philosophical	notion	of	what	 constitutes	knowledge	
which,	in	turn,	determines	the	threshold	that	information	must	cross	
to	become	knowledge.	

Nonaka	posited	there	are	two	types	of	knowledge:	tacit	and	explicit.	He	
theorizes	knowledge	is	created,	or	transferred,	through	the	conversion	
of	the	two	types.29	Tacit	knowledge	is	the	knowledge	inside	one’s	head,	
and	 explicit	 knowledge	 is	 tacit	 knowledge	 somehow	 externalized,	
recorded	 in	 some	way	 to	 facilitate	 its	 disembodied	 transfer.	Nonaka	
further	 identifies	 four	 modes	 of	 knowledge	 conversion	 between	 the	
two	types	(See	figure	3,	next	page):30	
•	Tacit-to-tacit:	Occurs	between	people	thru	face-to-face	socialization	

–	shared	experience,	observation,	imitation,	and	practice.	
•	Explicit-to-explicit:	Between	individuals	thru	some	medium:	phone,	

email,	etc.
•	Tacit-to-explicit:	 Externalization	 of	 knowledge	 –	 recording	 what	

you	know.
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•	Explicit-to-tacit:	Similar	 to	 traditional	 learning,	 internalization	of	
disemodied	knowledge.		

Nonaka’s	model	exhibits	significant	explanatory	power,	but	is	subject	
to	misinterpretation	if	not	considered	in	his	full	context.	Specifically,	
the	interplay	between	the	tacit	and	explicit	knowledge	involves	a	cycle	
that	 creates	 or	 transfers	 knowledge	 through	 at	 least	 one	 iteration.	
Contributing	to	the	confusion,	Nonaka	himself	uses	explicit	knowledge	
and	information	interchangeably	in	his	discussion	of	explicit-to-explicit,	
or	 the	combination	knowledge	transfer	mode:	“The	reconfiguring	of	
existing	information	through	the	sorting,	adding,	recategorizing,	and	
recontextualizing	of	explicit	knowledge	can	lead	to	new	knowledge.”31	
This	objectification	of	knowledge,	disembodied	from	the	knower	as	a	
type	on	intellectual	currency,	has	allowed	terms	like	“knowledge-base”	
to	replace	“data-base”	in	our	evolving	lexicon	and	undermines	what	it	
means	to	know.		

The	positivist	approach	to	knowledge	transfer	assumes	that	disembodied	
knowledge	can	be	stored	and	its	meaning	adequately	codified	to	qualify	
as	 knowledge.32	 The	 principal	 challenge	 associated	 with	 a	 positivist	
perspective	is	the	assumption	that	a	retriever	will	be	able	to	interpret,	
in	context,	the	captured	knowledge.			

The	social-constructionist	approach	to	knowledge	transfer,	built	upon	
constructivist	 theory,	 posits	 derivation	 of	 meaning	 comes	 through	
usage.	 Constructivists	 assert	 individuals	 construct	 knowledge	 for	
themselves	in	context	of	the	physical	world	around	them	while	building	

Figure 3: Nonaka’s Model of Knowledge Transfer
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on	knowledge	previously	acquired.	Immanuel	Kant,	Jean	Piaget,	and	
Lev	Vygotsky	are	among	important	contributors	to	the	constructivist	
theory.33	Vanden,34	cited	in	Lauzon,	asserts,	“learning	is	a	constructive	
process	in	which	the	learner	is	building	an	internal	representation	of	
knowledge,	a	personal	interpretation	of	experience…an	active	process	
in	which	meaning	is	developed	based	on	experience.”35	

Situated	Cognition	is	a	subset	or	branch	of	constructivism	developed	
by	Lave.	It	asserts	that	while	knowledge	is	acquired	through	the	context	
of	activity,	knowledge	transfers	take	place	only	in	a	similar	situation,	
and	they	are	largely	unintentional.36	The	condition	of	a	similar	context	
is	the	underpinning	of	Communities	of	Practice,37	or	forums	of	similar	
experience.	Similarity	of	experience	and	context	enables	the	transfer	of	
knowledge.38

Etienne	Wenger	and	Jean	Lave	first	introduced	the	term	Communities	
of	Practice	(CoP)	more	than	15	years	ago.39	In	a	later	work,	Wenger,	
et	al.,	define	CoP	as	“groups	of	people	who	share	a	concern,	a	set	of	
problems,	or	a	passion	about	a	topic,	and	who	deepen	their	knowledge	
and	expertise	 in	 this	area	by	 interacting	on	an	ongoing	basis.”40	The	
authors	 assert	 that	 while	 the	 term	 is	 relatively	 new,	 the	 idea	 of	 a	
community	of	practice	 is	 quite	old.	They	 cite	medieval	 guilds	 as	 an	
early	example,	and	believe	the	concept	retains	the	capacity	to	create	a	
framework	and	infrastructure	in	a	modern	learning	organization.41

The	shift	in	thinking	from	a	KM	perspective	is	important	as	it	moves	
away	from	viewing	knowledge	as	an	object	or	artifact.	This	is	a	tendency	
of	 IT-dominated	KM	efforts	 that	 focus	on	codification	and	capture.		
As	 a	 result,	 data,	 information,	 and	 knowledge	 are	 culled	 from	 their	
context	in	a	tacit-to-explicit	knowledge	transfer	process,	and	thus	lose	
meaning.	This	tendency	is	affirmed	in	a	2004	case	study	of	a	Danish	
software	firm	where	“management’s	preoccupation	with	implementing	
technological	 solutions	 for	 codifying,	 archiving,	 and	 creating	 global	
access	to	information	[was]	conflicting	with	the	practitioners’	focus	on	
seeking	context-rich	information	through	collegial	networks.”42

Instead,	 in	a	connectionist	view	of	knowledge,	 in	which	the	knower	
is	a	required	entity	and	the	separation	of	the	knower	from	the	known	
is	 impractical	 (if	 not	 philosophically	 impossible),	 CoPs	 create	 a	
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vehicle	for	sharing	tacit	knowledge.	Nonaka	believes	that	the	majority	
of	 organizational	 knowledge	 is	 tacit,	 embodied	 in	 the	 people	 that	
comprise	 the	 organization.43	 CoPs	 create	 and	 exploit	 the	 social	 and	
cultural	 underpinnings	 of	 knowledge	 by	 facilitating	 tacit-to-tacit	
knowledge	 transfer.44	 The	 largest	 store	 of	 organizational	 knowledge	
may	 be	 tapped	 by	 creating	 conditions	 conducive	 to	 the	 transfer	 of	
elusive	and	difficult-to-capture	tacit	knowledge.45	So,	it	is	not	difficult	
to	understand	the	broad	appeal	of	a	Communities	of	Practice	approach	
to	managing	and	creating	organizational	knowledge.	CoPs	are	effective	
because	the	shared	cultural	models	upon	which	they	are	based	facilitate	
the	transfer	of	information,	thereby	creating	knowledge.	

Structure, Design, and Membership of a Community of 
Practice (CoP)

CoPs	can	take	many	forms;	they	are	typically	organized	around	common	
goals.	They	can	be	sponsored	by	an	organization	or	exist	outside	any	
formal	recognition.46	In	either	case	according	to	Wenger,	a	CoP	shares	
three	fundamental	characteristics:	a	domain	of	knowledge,	a	collection	
of	people	concerned	with	the	domain,	and	a	shared	practice.47	Practice	
is	the	operative	word;	it	is	the	engine	that	drives	negotiation	within	the	
community.	Practice	fosters	sharing	of	knowledge	and	best	practices	by	
those	who	are	actually	engaged	in	the	CoP.	The	practicing	community	
ultimately	discovers	new	knowledge.		

Wenger	offers	seven	conditions	upon	which	a	CoP	should	be	designed	
“with	a	light	hand”:	the	ability	to	evolve,	open	dialogue	among	varying	
perspectives,	different	levels	of	participation,	both	public	and	private	
spaces,	a	focus	on	value,	a	balance	between	familiarity	and	excitement,	
and	 rhythm.48	Within	 this	fluid	design,	Dalkir,49	 citing	Kim,	breaks	
community	 membership	 into	 five	 categories	 –	 visitors,	 novices,	
regulars,	 leaders,	 and	 elders	 –	 each	 beginning	 with	 different	 levels	
of	 participation	 that	 potentially	 mature	 through	 participation.50	 An	
example	would	be	a	visitor	who	becomes	a	novice	participant	because	
the	visitor	found	value	in	participating.	Through	exposure,	time,	and	
participation,	the	individual	could	evolve	into	a	leader	within	the	CoP.	
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Fisher’s	 2004	 study	 on	 CoP	 within	 the	 Data	 Management	 User	
Technology	 (DMUT)	 Division	 at	 the	 IBM	 Corporation	 expands	
Wenger’s	 three	 fundamentals	 of	 a	 CoP	 while	 adopting	 them	 in	 a	
more	formal	fashion.	Abandoning	the	light-handed	approach,	Fisher	
stresses	 the	 important	 role	 of	 common	 goals	 and	 missions	 within	
the	 IBM	 communities.51	 The	 purpose	 of	 the	 formalized	 goals	 and	
missions	 directed	 by	 management,	 as	 opposed	 to	Wenger’s	 more	 ad	
hoc	 approach,	 is	 to	 provide	 a	 rally	 point	 for	 the	 diverse	 and	 cross-
functional	 members	 of	 the	 communities	 within	 the	 division.	 Each	
knowledge	domain	centers	on	a	product	group	and	communities	fall	
into	 two	distinct	 categories:	 skill-based	 communities	 and	goal-based	
communities.	Employees	typically	belong	to	at	least	one	community	
of	each	type	and	can	belong	to	more	than	one	group	in	a	skill-based	
CoP.52

At	 IBM’s	 DMUT,	 the	 skill-based	 CoPs	 function	 much	 as	 Wenger	
describes.	Workers	with	a	common	skill	set	share	best	practices	in	an	
informal,	collaborative	environment.	Fisher	specified	four	mechanisms	
adopted	 at	 IBM	 for	 the	 nurturing	 of	 these	 skill	 communities:	 skill-
based	 councils	 sponsored	 	 by	 companies	 whose	 members	 form	 the	
CoP;	 collaborative	 communication	 and	 learning	 facilitated	 by	 both	
the	 company	 intranet	 and	 Lotus	 Notes	 to	 transfer	 knowledge	 and	
document	 best	 practices;	 mentorship,	 which	 closely	 observes	 Kim’s	
model;	 and	 physical	 proximity,	 a	 deliberate	 attempt	 to	 collocate	
knowledge	workers	close	to	their	skill-based	communities.53	

Goal-based	communities	perform	a	different	function	at	DMUT.	More	
aligned	with	traditional	western	corporate	hierarchy,	these	communities	
form	 among	 specific	 product	 groups	 and	 their	 membership	 is	
multidisciplinary.	 They	 focus	 on	 the	 product;	 producing	 it	 on	 time	
and	 within	 budget.	 The	 goal-based	 communities	 interact	 with	 each	
other	 and	 govern	 the	 skill-based	 communities.	 Firmly	 grounded	 in	
corporate	reality,	Fisher	notes	that	“the	skill	communities	do	not	exist	
to	exhibit	perfection	in	their	skills;	they	exist	to	contribute	those	skills	
to	a	specific	business-related	goal,	such	as	the	design,	development,	and	
shipment	of	Product	A	on	schedule	on	budget.”54	

This	valuable	case	study	describes	one	way	to	establishment	CoPs	in	
a	 large	corporation	and	offers	a	concrete	example	of	CoPs	in	action.	
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Fisher	 concludes	 by	describing	 the	 struggle	 to	find	balance	between	
the	different	types	of	CoPs	at	IBM	–	perfecting	skills	as	well	as	creating	
and	sharing	knowledge	versus	the	business	imperatives	of	schedule	and	
budget.	The	study	does	not	offer	any	metrics	to	assess	the	value	added	
by	the	CoPs.

For	 all	 their	 utility,	 CoPs	 do	 not	 offer	 a	 complete	 KM	 solution	 in	
industry,	nor	are	they	the	panacea	for	KCW.	While	there	are	enthusiastic	
sponsors	 of	 the	 concept	 and	 a	 growing	 body	 of	 literature	 on	 CoPs,	
actually	 measuring	 the	 CoP	 contribution	 to	 business	 enterprise	
remains	 difficult.	 If	 it	 cannot	 be	 measured,	 how	 has	 it	 managed	 to	
create	a	competitive	advantage?55	In	a	farming	analogy,	practitioners	are	
encouraged	to	plow	a	fertile	field	in	the	proper	place	hoping	for	a	viable	
yield;	however,	this	“faith-based”	approach	is	not	an	option	when	the	
security	of	the	nation	is	at	stake.	Other	models	and	theories	of	learning	
have	applicable	explanatory	power	 in	the	knowledge	transfer	process	
(See	 Table	 1).56	 Additionally,	 within	 CoPs	 themselves,	 undisclosed	
issues	that	could	limit	their	viability	are	lurking	in	dark	corners.	

The	social	dynamic	within	a	CoP	is	left	to	nature	in	much	literature.	
Roberts	 allows	 that	 issues	 of	 power,	 trust,	 and	 predisposition	 are	
powerful	 influences	 in	 the	 community.	 The	 development	 of	 shared	
meaning	within	the	community	might	simply	reflect	the	dominance	
of	 powerful	 community	 members.	 Issues	 of	 trust,	 based	 on	 a	 host	
of	 sociological	 factors,	 can	 inhibit	 sharing	 of	 knowledge.	 Likewise,	
members’	 predispositions	 regarding	 participation	 might	 limit	 the	
degree	to	which	the	CoP	is	a	viable	solution	in	certain	environments.

Hemre	 describes	 the	 importance	 of	 recognizing	 CoP	 life	 cycles	 and	
their	 relative	values	over	 time.57	Wenger	offers	caution	regarding	 the	
dual-edged	nature	of	CoPs:	“shared	perspectives	on	a	domain,	 trust,	
a	 communal	 identity,	 longstanding	 relationships,	 and	 an	 established	
practice	–	are	the	same	qualities	that	can	hold	it	hostage	to	its	history	
and	 its	 achievements.”58	 Communities	 might	 become	 atrophied	 by	
certain	 historical	 best	 practices	 and	 immobilized	 in	 the	 community	
power	structure.	These	circumstances	could	inhibit	the	creativity	and	
innovation	 that	was	 their	 charter.	 In	 view	of	 the	power	of	doctrine,	
such	obstacles	to	a	dynamic	CoP	could	be	debilitating.	
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The	principal	contribution	to	the	development	of	KM	and	to	KCW	
by	the	CoP	approach	is	the	departure	from	principally	technological	
solutions	 toward	 sociological	 considerations	 in	 the	 construction	 of	
learning	organizations.	Their	reliance	on	the	social	nature	of	learning	
and	knowledge	transfer	brings	rich	context	to	the	KCW	triad.	Whereas	
technological	contributions	receive	much	emphasis	and	lean	six-sigma	
initiatives	aggressively	study	processes,	the	CoP	concept	brings	the	same	
level	of	attention	to	understanding	the	most	important	component	of	
knowledge	and	its	management	–	the	people.	

A	more	complex	and	powerful	socio-cognitive	approach	to	knowledge	
transfer	reveals	the	profound	impact	of	mental	models	on	individual	
cognitive	processes,	somewhat	in	contrast	to	the	social	constructionists’	
emphasis	 on	 shared	 practice	 and	 experience.59	 Cultural	 and	 private	
mental	 models	 create	 an	 interpretive	 framework	 for	 socio-cultural	
feedback	 and	 strategic	 thinking	 processes	 (categorical	 and	 reflective	

Theory Principal Authors Key Points Model

Problem Based 
Learning Barrows and Kelson

Hands on active learning
Investigation and resolution of messy, 
real-world problems

Cultural

Experiential 
learning Kolb

Four stage cycle
Combines experience, perception, 
cognition, and behavior

Cultural

Affordance 
Theory Gibson World is a perception and  perception 

drives action Private

GOMS Model Card, Moran, and 
Newell

Human information processing
Predictive behavior in uncertain situ-
ations

Private

Discovery 
Learning Bruner

Inquiry based instruction
Best for learners to discover facts and 
relationships

Private

Situated 
Learning Lave Learning is unintentional

Role of activity, context, and culture Cultural

Stage Theory 
of Cognitive 
Development

Piaget
Cognition develops in four stages: 
sensorimotor, preoperational, 
concrete, and formal

Private

Multiple 
Intelligences 
Theory

Gardner

Seven ways people understand 
the world: Linguistic, Logical-
Mathematical, Visual-Spatial, 
Body-Kinesthetic, Musical-Rhythmic, 
Interpersonal, Intrapersonal

Cultural

Table 1: Learning Theories
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thinking).	 The	 implication	 is	 that	 nuanced	 interpretation	 is	 a	
prerequisite	 to	 knowledge.	 Further,	 the	 cognitive	 interplay	 of	 the	
relative	strength	of	cultural	and	mental	models	explains	how	the	same	
data	 applied	 to	 the	 same	 scenario	by	different	people	 often	 leads	 to	
different	 knowledge	 outcomes.	 It	 follows	 that	 the	 objectification	 of	
knowledge	upon	which	both	the	positivist	and	social	constructionist	
approach	to	knowledge	transfer	rely	is	too	simplistic.60	To	understand	
the	creation	and	transfer	of	knowledge	one	must	account	for	cognitive	
processes	and	the	factors	that	 influence	them.	Ringberg	and	Reihlen	
offer	a	four-step	recursive	process:61

•	Cognitive	context:	embodied	cultural	and	private	models
•	Cognitive	content:	reflective/categorical/strategic	processing
•	Environmental	feedback:	divergent-convergent	social	processes
•	Cognitive	outcome:	collective,	negotiated,	unique,	or	stereotypical	

knowledge	

The	cognitive	outcome	or	knowledge	this	process	produces	using	the	
socio-cognitive	model	offers	a	great	deal	of	flexibility	and	better	reflects	
real-world	observed	phenomena.		

Negotiated	knowledge	emerges	from	discrepancies	between	the	mental	
models	of	the	participants.	It	is	typical	of	cross-boundary	information	
exchange	 between	 practitioners	 of	 different	 disciplines	 who	 hold	
different	assumptions.62	However,	the	exchange	remains	valuable	only	
as	long	as	the	participants	remain	engaged	and	they	dissect,	understand,	
and	 ultimately	 resolve	 their	 discrepancies.	 Resolution	 constitutes	 an	
adjustment	in	the	participants’	cultural	or	private	models	and	it	forms	
the	basis	for	more	effective	knowledge	transfer	in	the	future	(see	figure	
4).63

Collective	knowledge	relies	on	shared	cultural	models	that	come	from	
shared	 experience,	 education,	 or	 training	 –	 items	 that	 are	 typical	 in	
military	organizations.64	It	relies	less	on	reflective	thinking	and	more	
on	categorical	thinking.	Knowledge	transfer	in	this	scenario	is	akin	to	
the	silent	hand	and	arm	signals	shared	among	infantryman,	produced	
by	intense	training	to	develop	shared	cultural	models.	More	personally,	
it	is	the	power	of	“the	look”	between	a	husband	and	wife,	emanating	
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from	 the	 shared	 traditions,	 customs	 and	 habits	 developed	 through	
an	 intense	 personal	 relationship.	 One	 of	 the	 challenges	 of	 this	 type	
of	knowledge	 is	 that	 it	 limits	knowledge	 transfer	 from	those	outside	
the	group.	Empirically,	a	glimpse	of	the	challenges	among	the	military	
branches,	services,	and	the	interagency	support	this	concept.	

The	remaining	two	knowledge	transfer	scenarios	relate	to	the	degree	of	
categorical	thinking	or	reflective	thinking	involved.	Unique	knowledge	
embeds	a	high	degree	of	reflection,	with	limited	social	interaction	and	
little	categorical	influence.65	Self-created	conceptual	worlds	dominate	
the	cognitive	capacity	of	 those	with	unique	knowledge.	The	transfer	
of	unique	knowledge	is	rarer	due	to	limited	social	interaction	of	what	
Ringberg	and	Reihlen	call	an	emancipated	postmodernist	disposition.	
However,	often	 those	with	unique	knowledge	 are	 able	 to	 contribute	
disproportionately	to	out-of-the-box	thinking	that	is	perhaps	foreign	
to	categorical	thinkers,	provided	a	social	bridge	connects	the	two.66	

Stereotypical	knowledge	refers	to	transfer	scenarios	where	categorical	
thinking	dominates	with	little	evident	reflection.	Routines	for	the	sake	
of	 the	 routine,	 which	 are	 characteristic	 of	 large	 bureaucracies,	 are	 a	
typical	manifestation	of	stereotypical	knowledge.67	Without	reflection,	
stereotypical	knowledge	may	lead	to	blind	spots	or	cognitive	comfort	
in	situations	that	should	be	alarming.

Adopting	 a	 more	 complex	 view	 of	 knowledge	 creation	 and	 transfer,	
where	private	 and	 cultural	models	 are	 of	 critical	 importance	 for	 the	
generation	and	identification	of	the	four	types	of	knowledge,	is	a	key	
step	 in	 the	 evolution	of	KCW.	Additionally,	 the	 active	development	
of	 private	 and	 cultural	 mental	 models	 held	 by	 each	 of	 us	 (applying	
relevant	 aspects	 of	 the	 learning	 theories	 introduced	 Table	 1.)	 is	 of	
paramount	importance.	

Toward the Centricity of Knowledge

This	 paper	 offers	 theoretical	 justification	 to	 alter	 the	 philosophical	
aim	 point	 in	 the	 development	 of	 the	 future	 force.	 Our	 professional	
development	 should	 focus	 on	 the	 cognitive	 capacity	 of	 those	 who	
populate	 our	 networks,	 as	 opposed	 to	 the	 technical	 capacity	 of	 the	
network	itself.	This	shift	will	enable	us	to	build	a	force	more	capable	
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of	embracing	 the	 full	 spectrum	of	 traditional	 and	emergent	military	
responsibilities.	This	cognitive	development,	in	turn,	requires	deliberate	
focus	 on	 developing	 the	 mental	 and	 cultural	 models	 inherent	 in	
everyone.	Evolving	from	NCW	to	KCW	requires	a	reexamination	of	
the	assumptions	upon	which	NCW	rests.	

David	Alberts	describes	NCW	as	having	four	basic	tenets.	First,	a	robustly	
networked	 force	 shares	 information	 more	 readily.	 Second,	 sharing	
information	both	increases	the	quality	of	the	information	shared	and	
facilitates	collaboration.	Third,	shared	awareness	is	the	result	of	greater	
collaboration	and	leads	to	self-synchronization.	Finally,	taken	together,	
the	previous	three	tenants	dramatically	improve	mission	effectiveness.68	
This	 analysis	 assumes	 that	 when	 connections	 have	 been	 established,	
they	will	be	used	to	achieve	effective	ends.	Implicitly,	NCW	assumes	
connected	people	will	collaborate	to	generate	new	levels	of	knowledge	
because	they	are	connected.

At	the	heart	of	NCW	is	Metcalf ’s	law.	Introduced	by	George	Gilder	in	
1993	in	an	article	about	Metcalf ’s	observations,	the	law	states	that	the	
value	of	a	network	is	proportional	to	the	square	of	its	users.69	In	the	
case	of	NCW,	this	value	is	roughly	analogous	to	warfighting	capacity.	
It	 follows	 that	 more	 nodes	 equal	 more	 combat	 power.	 Additionally,	
Alberts	 asserts	 that	 network-centric	 operations	 apply	 to	 more	 than	
just	high-intensity,	force-on-force	warfare.	He	claims	networks	create	
the	potential,	albeit	subtly,	to	be	successful	in	irregular	warfare	when	
applied	appropriately.70	

However,	we	are	really	using	all	of	the	networks	to	create	knowledge	in	
the	minds	of	the	human	beings.	Thus,	we	should	focus	on	the	cognitive	
dispositions	 of	 our	 force	 through	 a	 deliberate	 effort	 to	 create	 the	
conditions	that	give	rise	to	new	knowledge.71	A	more	viable	assumption	
is	that	technical	capability	will	continue	to	increase	due	to	the	global	
nature	 of	 computing	 in	 the	 information	 age.	 It	 is	 more	 effective	 to	
develop	 our	 minds	 using	 existing	 networks,	 social	 and	 technical,	 to	
generate	a	warfighting	advantage.	

The	 modularization	 of	 warfighting	 organizations	 into	 smaller	 and	
self-contained	fighting	enterprises	empowered	by	the	ability	 to	share	
information	represents	a	move	away	from	industrial	age	organizational	
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theory.72	 The	 older	 and	 more	 rigid	 C2	 mechanisms	 have	 yielded	
grudgingly	 to	 flatter	 and	 more	 efficient	 structures.	 In	 the	 newer	
construct,	 the	 demand	 for	 strategic	 knowledge	 at	 the	 tactical	 level	
compels	development	of	 intellectual	 adroitness	 across	 the	 force.	The	
ubiquitous	 nature	 of	 information	 flow	 in	 modern	 society	 respects	
neither	 linear	 nor	 vertical	 lines	 of	 communication.	 The	 premise	 of	
the	“strategic	corporal”	whose	real-time	tactical	actions	have	strategic	
consequences	relegates	the	formal	chain	of	command	to	nothing	more	
than	simply	another	actor	on	the	national	security	stage.73	

Private	mental	and	shared	cultural	models	perform	the	sense-making	
function	 in	 cognition.	 Taken	 together,	 they	 form	 the	 multifaceted	
lens	through	which	we	view	the	world.	KCW,	specifically	categorical	
thinking	is	the	point	of	leverage.	

The	deliberate	development	of	reflective	thinking	is	another	useful	lever.	
Strategic	thinking	is	not	the	exclusive	territory	of	national	strategists.	
Strategy,	or	the	artful	application	of	ends,	ways	and	means	to	achieve	
national	 security,	 can	 be	 used	 at	 any	 level	 in	 an	 organization	 --	 the	
end	can	be	 local	or	global.	The	 socio-cognitive	model	of	knowledge	
transfer	 provides	 a	 method	 to	 understand	 the	 impact	 of	 mental	
model	development	and	 the	 resultant	 types	of	knowledge	produced.	
Fortunately,	a	renewed	KM	effort	is	underway.	If	it	is	properly	applied,	
it	 may	 provide	 the	 strategic	 advantage	 necessary	 to	 accelerate	 the	
evolution	of	the	force	and	realize	the	CJCS’s	vision.		

Knowledge Management in the U.S. Army

The	Army	first	recognized	KM	in	2001,	emphasizing	the	IT	demands	
of	the	emerging	concept	in	vogue	at	the	time.	More	recently,	the	Army	
published	Field	Manual	 (FM)	6-01.1,	Army Knowledge Management 
(AKM),	a	doctrine	that	advances,	develops,	and	articulates	12	principles	
largely	adapted	from	the	civilian	sector	(see	figure	5).74	

“It’s	all	about	increasing	collaboration,	and	that	has	huge	implications	
for	 war	 fighters,”	 according	 to	 Bob	 Neilson,	 KM	 adviser	 to	 the	
Army’s	CIO.	“It’s	about	not	only	sharing	information	but	having	the	
responsibility	to	provide	knowledge	across	the	enterprise.”75		FM	6-01.1	
relies	 heavily	 on	 Nonaka’s	 theories	 of	 knowledge	 types	 and	 transfer	
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processes.76	 Consequently,	 there	 remains	 mixed	 messages	 regarding	
what	 constitutes	 information	 as	 opposed	 to	 knowledge	 as	 well	 as	
critical	 semantic	 difference.	 However,	 the	 document	 is	 a	 significant	
step	forward	because	 it	establishes	structure	and	functions	for	a	KM	
staff	in	support	of	commanders.

Conclusion

Although	a	compelling	factor	in	warfare	through	the	ages,	technology	
itself	is	but	one	factor	accounting	for	the	superiority	of	one	force	over	
another.	Currently,	among	the	dominant	technologies	are	the	computer	
networks	 born	 of	 the	 information	 age.	 Although	 this	 burgeoning	
technology	can	capture	and	store	information,	as	well	as	process	and	
deliver	information	at	the	limits	of	imagination	by	means	of	vast	arrays	
of	granularity	and	concise	summation,	it	does	not	create	knowledge.	
The	 analysis	 and	 synthesis	 leading	 to	 genuine	 understanding	 is	
irrevocably	a	mental	process.	As	such,	increasing	the	usefulness	of	the	
networks,	both	 socially	 and	 technologically,	must	depend	ultimately	
on	the	development	of	the	cognitive	capacity	of	those	who	use	them.		

KCW	lies	at	the	intersection	of	people,	processes,	and	technology.	This	
composite	concept	crosses	academic	and	organization	boundaries	by	
definition.	 KWC	 focuses	 on	 developing	 knowledgeable	 warfighting	
professionals	–	what	they	know,	how	they	know	it,	why	they	believe	it,	

Figure 5: Transformation and KM Principles

Building Blocks for Transformation:
The Key Elements of Capability

U.S. Army
Knowledge Management Principles

Process
Protect/secure information
Embed knowledge
Enterprise level standardization

People/Culture
 Train and educate
Reward Knowledge Sharing
Collaborate
Use every interaction
Prevent Knowledge loss

Technology
Collaborative tools
Open Architectures
Robust search capability
Single sign-on

KM

≈
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where	they	learned	it,	and	how	that	knowledge	enables	others.	KCW	
facilitates	 enterprise-level	 thinking	 in	 an	 effort	 to	 achieve	 strategic	
synergy	at	the	joint	and	interagency	level.	

Just	as	NCW	built	upon	Platform	Centric	Warfare,	KCW	will	build	
upon	NCW	–	a	logical,	more	refined,	and	powerful	concept	that	focuses	
on	using	the	tools	rather	than	building	them.	The	focus	of	NCW	has	
been	to	build,	protect,	and	populate	the	net.	The	focus	of	KCW	is	use	
the	net	to	develop	and	protect	the	knowledge,	and	thus	know	the	net	
thoroughly.77	KCW	is	about	warfighters	and	their	capacity	to	know.	

The	 true	 strength	 of	 a	 knowledge	 centric	 approach	 is	 it	 its	 intrinsic	
ability	to	prepare	warriors	for	the	unexpected.	In	Inevitable	Surprises,	
Peter	Schwartz	advises	that	while	we	will	be	surprised	in	the	future,	we	
can	be	in	a	position	to	deal	with	it	by	increasing	our	ability	to	both	
see	 opportunity	 and	 respond	 to	 surprise.	 He	 admonishes	 readers	 to	
place	“very,	very	high	premium	on	learning”	while	noting	that	most	
failures	to	adapt	are	 in	fact	 failures	to	 learn	quickly	enough.78	KCW	
creates	a	framework	that	enables	us	to	learn	quickly	enough	to	respond	
vigorously	to	the	inevitable	surprise,	and	thus	protect	the	nation.



enablinG Security, Stability, tranSition 
and reconStruction oPerationS throuGh 

knowledGe manaGement

Commander Timothy L. Daniels
United	States	Navy

The	challenges	inherent	in	today’s	strategic	environment	amplify	
the	 criticality	 for	 adaptive	 and	 responsive	 leadership	 and	
organizations.	Globalization	and	rapidly	diffused	information	

flows	tighten	global	interconnectedness	and	create	the	expectation	for	
near	instantaneous	and	decisive	action.	Strategic	leaders	face	demands	
for	effective	and	timely	analysis	and	decision-making	that	juxtapose	a	
host	of	ill-structured	or	wicked	problems.1	These	unique,	crosscutting,	
and	 interactively	 complex	 problems	 often	 require	 perpetual	 sets	 of	
neither	correct	nor	incorrect	cascading	solutions.	Additionally,	leaders	
and	organizations	face	an	external	environment	characterized	as	volatile,	
complex,	 uncertain	 and	 ambiguous	 (VCUA).2	 It	 is	 an	 environment	
requiring	innovation,	accelerated	transformation,	pervasive	sensing	and	
continual	 learning.	 In	 essence,	 tumultuousness	 prevails.	 The	 VCUA	
environment	drives	 rapid	external	and	 internal	change,	decision	and	
resource	demands,	and	evolving	missions	and	strategic	foci	as	leaders	
and	organizations	attempt	to	shape,	influence,	adapt	and	respond.

The	 post-conflict	 Security,	 Stability,	 Transition,	 and	 Reconstruction	
(SSTR)	 efforts	 in	 Iraq	 and	 Afghanistan	 typify	 strategic	 operations	
in	 tumultuous	 and	 VCUA	 external	 environments.3	 Compounding	
the	 substantive	 challenges	 inherent	 in	 this	 environment,	 however,	
is	 an	 equally	 complex	 internal	 environment	 comprised	 of	 multiple	
organizations	 collectively	 responsible	 for	 the	 SSTR	 mission.	 As	
outlined	in	National Security Presidential Directive-44	(NSPD-44),		the	
Secretary	of	State	has	overall	 responsibility	 for	 coordinating,	 leading	
and	 integrating	U.S.	SSTR	efforts	across	all	“U.S.	Departments	and	
Agencies	with	relevant	capabilities”	and	also	those	of	the	nation’s	coalition	
partners.4	Specific	to	the	United	States	alone	and	although	dependent	
on	the	situation,	these	organizations	may	encompass	the	Departments	
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of	 Defense,	 Treasury,	 Energy,	 Agriculture,	 Commerce,	 Health	 and	
Human	 Services,	 Transportation,	 and	 Homeland	 Security,	 among	
others.	Accomplishing	the	SSTR	mission,	thus,	requires	collaboration,	
coordination,	 synchronization,	 and	 synthesized	 execution	 across	 an	
extremely	complex	network	of	responsible	organizations	with	differing	
values,	cultures,	norms,	technologies,	policies	and	goals.	Additionally,	
in-theater	 organizations	 characterized	 by	 discontinuous	 membership	
exacerbate	internal	challenges	through	inconsistent	ebbs	and	flows	of	
information,	situational	awareness,	and,	most	importantly,	experience-
derived	 knowledge.5	 Collectively,	 this	 complex	 multi-organizational	
construct	 must	 effectively	 address	 a	 myriad	 of	 SSTR	 requirements	
and	 wicked	 problems	 that	 transcend	 organizational	 hierarchies	 and	
authorities.6		

Addressing	ill-structured	or	wicked	problems	in	the	context	of	SSTR	
efforts	 requires	 that	 the	 network	 of	 responsible	 organizations	 build	
sufficient	collaborative	and	SSTR-specific	long-term	problem	solving	
capacity.7	Building	this	capacity,	in	turn,	necessitates	that	leaders	and	
organizations	within	 the	network	create,	 acquire	or	draw	upon,	 and	
add	to	a	collective	SSTR	knowledge	base	through	learning.	Learning	
occurs	by	attempting	to	structure	or	address	SSTR	problems;	namely,	
the	 “designing”	 cognitive	 function	 of	 operational	 art.8	 Learning	
also	 occurs	 by	 assessing	 decision	 or	 solution	 implementation	 and	
adjusting	based	on	outcomes.	Overall,	however,	the	complex	problems	
themselves	often	become	“the	main	objects	 to	be	dealt	with	and	the	
driving	 force	behind	knowledge	acquisition.”9	A	growing	knowledge	
base,	thus,	is	critical	to	generating	new	ideas	and	fostering	innovation	
and	 creativity	 required	 to	 address	 or	 structure	 other,	 emerging,	 or	
future	SSTR	problems.	In	essence,	the	knowledge	created	or	acquired	
through	addressing	SSTR	wicked	problems	becomes	the	very	resource	
required	to	continue	effectively	doing	so.	

The	 efforts	by	 the	United	States	 and	Coalition	partners	 in	 Iraq	 and	
Afghanistan	 clearly	 demonstrate	 that	 collaboration,	 organizational	
learning,	 and	 knowledge	 sharing	 are	 essential	 elements	 of	 post-
conflict	Security,	Stability,	Transition,	and	Reconstruction	Operations	
(SSTRO.	 Specifically,	 knowledge	 created	 and	 shared	 within	 and	
among	responsible	organizations	enables	timely	and	effective	problem	
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solving,	 decision-making,	 adaptivity	 and	 responsiveness	 critical	 to	
successful	 SSTRO	 in	 VCUA	 post-conflict	 environments.	 As	 such,	
Knowledge	 Management	 (KM)	 provides	 a	 key	 strategic	 SSTRO	
enabler.	 Organizational	 culture,	 however,	 poses	 a	 major	 barrier	 to	
effective	knowledge	management	employment	within	and	across	 the	
U.S.	Department	of	Defense	(DOD)	and	interagency	organizations.		

The	 analysis	 provided	 herein	 explores	 KM	 as	 a	 strategic	 SSTRO	
enabler	and	specifically	examines	the	efforts	of	the	Combined	Security	
Transition	 Command-Afghanistan	 (CSTC-A)	 using	 the	 Intelligent	
Complex	Adaptive	 System	 (ICAS)	Model	 of	KM.	The	 ICAS	model	
describes	 how	 KM	 creates	 the	 organizational	 intelligence	 necessary	
for	effective	and	efficient	response	to	the	environments	characteristic	
of	SSTRO.	Accordingly,	applying	the	ICAS	model	demonstrates	the	
strategic	 utility	 of	 KM	 for	 SSTRO-tasked	 DOD	 and	 interagency	
organizations.	Implementing	KM	to	achieve	strategic	success,	however,	
necessitates	overcoming	prohibitive	cultural	barriers.	Considering	this,	
the	analysis	provided	herein	also	explores	organizational	culture	as	 a	
barrier	 to	KM	 implementation	and	use	 and	 includes	 focus	 areas	 for	
overcoming	 culture-centric	 obstacles.	 Finally,	 the	 analysis	 concludes	
with	three	recommendations	centered	on	realizing	the	strategic	utility	
of	KM	as	part	of	SSTRO	and	in	achieving	national	security	objectives	
overall.		

Analytical Precursors – Learning Organizations and 
Organizational Knowledge 

Successfully	 accomplishing	 the	 SSTR	 mission	 necessitates	 unity	 of	
action	 and	 effort.	The	multi-organizational	network	must	 effectively	
function	as	a	whole	 in	addressing	SSTR	challenges	presented	by	the	
external	VCUA	environment,	as	well	as	the	wicked	problems	inherent	
in	the	overall	SSTR	mission.	An	integral	component	in	achieving	this	
strategic	end-state	is	to	establish	an	internal	environment	that	has	the	
capability	 and	 capacity	 to	 do	 so.	 This	 is	 largely	 possible	 given	 three	
organizational	 mandates.	 First,	 organizations	 within	 the	 network	
must	 value	 collective	 knowledge	 creation,	 sharing,	 acquisition,	 and	
application.		Second,	organizations	within	the	network	must	understand	
how	their	actions	affect	both	the	external	and	internal	environments.		
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Finally,	 organizations	 within	 the	 network	 must	 not	 only	 recognize	
requirements	for	change,	but	also	have	the	capacity	to	effectively	and	
intelligently	 change	 based	 on	 internal	 and	 external	 drivers.	 In	 this	
context,	 two	 critical	 enabling	 concepts	 emerge,	 specifically	Learning	
Organizations	and	KM.	Although	the	focus	of	this	analysis	is	on	KM	
as	 a	 strategic	 SSTRO	 enabler,	 Learning	 Organizations	 and	 KM	 are	
synergistic	and	mutually	supportive.10	Further,	Learning	Organizations	
posses	or	develop	a	culture	of	learning,	which	is	a	knowledge-centric	
endeavor,	and	organizational	culture	is	a	significant	determiner	of	KM	
success.11	 As	 such,	 briefly	 exploring	 certain	 key	 aspects	 of	 Learning	
Organizations	 as	 an	 enabling	 component	 of	 the	 internal	 SSTRO	
environment,	as	well	as	KM	success,	provides	a	worthwhile	backdrop	
for	the	follow-on	KM	analysis	herein.										

Harvard	 Business	 School	 professor	 David	 Garvin	 (1998)	 defines	 a	
learning	organization	as	“an	organization	skilled	at	creating,	acquiring,	
and	 transferring	knowledge,	 and	at	modifying	 its	behavior	 to	 reflect	
new	knowledge	and	insights.”12	

In	the	context	of	SSTRO	and	KM,	developing	a	network	of	learning	
organizations	 will	 help	 create	 the	 required	 internal	 environment	
previously	described	from	three	perspectives.			First,	learning	organizations	
are	knowledge-centric	and	value	the	creation	and	sharing	of	knowledge;	
learning	 becomes	 an	 important	 aspect	 of	 the	 overall	 organizational	
culture,	which,	in	turn,	affects	effective	KM	implementation	and	use.13		
Second,	learning	organizations	utilize	a	systems	thinking	approach	to	
understand	 decision	 and	 action	 implications.14	 Organizational	 and	
network	knowledge	is	an	essential	component	of	systems	thinking	as	
it	 assists	 in	understanding	 complexity	 and	 recognizing	high-leverage	
change.15	 Accordingly,	 a	 system	 thinking	 focus	 has	 the	 potential	 to	
improve	decision-making.	Finally,	learning	organizations	seek	to	adapt	
or	change,	including	organizational	behavior	or	structure	if	required,	
based	 on	 the	 effectiveness	 of	 their	 actions.16	 Faced	 with	 an	 external	
VCUA	 environment,	 adaptivity	 and	 agility	 increase	 organizational	
effectiveness	and	responsiveness.	In	a	complex	internal	environment,	
adaptivity	and	agility	better	position	organizations	to	embrace	change,	
such	as	that	associated	with	KM	implementation	and	use.							
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Exploring	 KM	 as	 a	 strategic	 enabler	 for	 SSTRO	 also	 requires	
understanding	 the	 concept	 of	 knowledge	 in	 organizations.	 Thomas	
Davenport	and	Laurence	Prusak	(1998)	define	knowledge	as	follows:

Knowledge is a fluid mix of framed experience, values, contextual 
information, and expert insight that provides a framework for 
evaluating and incorporating new experiences and information. It 
originates and is applied in the minds of knowers. In organizations, 
it often becomes embedded not only in documents or repositories but 
also in organizational routines, processes, practices, and norms.17

There	is	an	intuitive	understanding	that	knowledge	goes	beyond	data	
and	 information	 –	 a	 type	 of	 hierarchy	 or	 continuum	 that	 builds	 or	
moves	 from	 data	 to	 information	 to	 knowledge.	 Data	 represents	
“discrete,	 objective	 facts	 about	 events.”18	 Although	 organizationally	
valuable,	data	by	itself	has	no	meaning.	Conversely,	adding	meaning	
or	value	to	data,	through	contextualization,	categorization,	calculation,	
correction,	and/or	condensation,	 transforms	data	 into	 information.19		
Information	 provides	 increased	 organizational	 value	 over	 data,	 and	
organizations	invest	heavily	in	processes	and	technology	tools	dedicated	
to	 information	management.	Similar	 to	 information,	knowledge	has	
meaning,	but	despite	 frequent	 interchangeable	use,	 information	and	
knowledge	are	not	the	same.	Unlike	information,	knowledge	“is	about	
beliefs	 and	 commitment”	 and	 “is	 a	 function	 of	 a	 particular	 stance,	
perspective,	 or	 intention.”20	 Also	 unlike	 information,	 knowledge	 is	
closer	 to	 action;	 the	 final	 intellectual	 asset	 required	 for	 planning	 or	
implementing	solutions	to	problems.21		

Organizationally,	 knowledge	 tacitly	 or	 explicitly	 derives	 from	
information	 through	 individuals	 or	 groups	 as	 either	 a	 manageable	
process	 or	 asset.22	 Tacit	 knowledge,	 which	 has	 both	 technical	 and	
cognitive	 dimensions,	 is	 personal,	 contextual,	 non-tangible,	 or	
typically	within	the	mind	of	the	knower	such	as	“know-how,”	mental	
models,	 heuristics,	 intuition,	 innate	 intelligence	 or	 the	 ability	 to	
reason.23	Tacit	knowledge	predominantly	derives	from	experience	and	
practice,	 and	 is	 a	 resource	 that	 improves	 the	 speed	 and	 effectiveness	
of	decision-making	and	problem	solving.	Explicit	knowledge,	on	the	
other	hand,	 is	 systematic,	 formal	and	something	expressible,	capable	
of	codification,	or	documentable	in	some	form	of	media.24	Tacit	and	
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explicit	knowledge,	however,	do	not	exist	as	separate	or	discreet	entities	
within	organizations.	According	to	pioneering	experts	within	the	field	
of	organizational	knowledge,	Ikujiro	Nonaka	and	Hirotaka	Takeuchi,	
tacit	 and	 explicit	 knowledge	 interact,	 known	 as	 organizational	
knowledge	creation,	 through	 four	modes	of	“knowledge	conversion”	
referred	 to	 as	 Socialization	 (tacit	 to	 tacit),	 Externalization	 (tacit	 to	
explicit),	 Combination	 (explicit	 to	 explicit),	 and	 Internalization	
(explicit	to	tacit)	–	the	SECI	model.25

Knowledge Management as a Strategic Enabler

Increasingly	over	the	past	decade,	the	concept	and	practice	of	Knowledge	
Management	as	a	mechanism	to	improve	organizational	performance	
pervades	 organizational	 literature	 and	 focus.26	 In	 general,	 KM	
encompasses	the	“capture	and/or	creation,	sharing	and	dissemination,	
and	 acquisition	 and	 application”	 of	 knowledge.27	 Practitioners	 view	
knowledge	as	an	increasingly	valuable	in-tangible	commodity	due,	in	
large	part,	to	pioneering	works	by	authors	such	as	Peter	Drucker	who,	in	
1993,	introduced	knowledge	and	the	“knowledge	worker”	as	the	“basic	
economic	resource”	of	society.28	However,	a	majority	of	KM	research,	
investment	and	application	generally	occurs	within	the	private	sector	
(one	exception	being	the	U.S.	military)	where	the	value	of	KM	includes	
increased	 innovativeness,	 better	decision-making,	 reduced	 costs,	 and	
faster	responsiveness.29	Today,	the	private	sector	predominantly	views	
KM	 as	 critical	 to	 increasing	 the	 “capacity	 to	 integrate	 and	 apply	
distributed	knowledge	to	create	agility,	responsiveness,	and	adaptivity”	
in	 a	 complex	 and	uncertain	business	 environment.30	 It	 is	 a	 business	
environment	 characterized	 by	 the	 geographically	 unconstrained	
transfer	 and	 exchange	 of	 capital,	 products,	 services,	 information,	
and	 knowledge	 throughout	 a	 global	 network	 of	 independent	 and	
interdependent	firms,	enterprises,	and	consumers.	Within	the	private	
sector,	thus,	KM	delivers	a	sustainable	competitive	advantage	critical	
to	meeting	the	demands	and	challenges	of	an	interconnected,	complex	
and	uncertain	globalized	business	environment.31			

Contextually,	 the	 strategic	 value	 of	 KM	 within	 the	 public	 sector	
parallels	 that	 of	 the	 private	 sector	 albeit	 not	 profit	 or	 competition-
driven.	Explicit	and	tacit	knowledge	within	the	public	sector	is	equally,	
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if	 not	 more,	 important	 as	 public	 sector	 organizations	 are	 primarily	
knowledge-intensive.32	As	such,	numerous	public	sector	organizations	
were	early	to	adopt	and	continue	to	leverage	KM	as	a	strategic	enabler.		
Many	U.S.	federal	agencies,	such	as	the	DOD,	have	well	established	
KM	 technologies,	 tools	 and	 programs	 geared	 toward	 managing	 a	
vast	array	of	data	and	 information.33	One	of	 the	most	 recognized	 in	
KM	 literature	 is	 the	 U.S.	 Army’s	 After	 Action	 Review	 (AAR)	 and	
Center	 for	 Army	 Lessons	 Learned	 (CALL)	 programs.34	 Leveraging	
the	success	and	effectiveness	of	CALL	and	other	programs,	the	Army	
is	 increasing	 its	 focus	 on	 KM.	 In	 July	 2008,	 the	 Chief	 of	 Staff	 and	
Secretary	of	the	Army	jointly	issued	a	memorandum	promulgating	the	
Army’s	12	Knowledge	Management	Principles	as	a	“first	step”	toward	
developing	an	“enterprise	approach”	to	KM	from	the	“cultural,	process	
change,	and	technical”	perspectives.35	Other	well-recognized	programs	
within	 DOD	 include	 the	 U.S.	 military	 knowledge	 portals,	 such	 as	
Army	Knowledge	Online	 (AKO),	Navy	Knowledge	Online	 (NKO),	
and	 Defense	 Knowledge	 Online	 (DKO),	 that	 provide	 information,	
communication,	 collaboration,	 decision	 support,	 education,	 and	
training	environments	for	a	globally	distributed	workforce.36	In	addition	
to	portals,	the	U.S.	military	is	leveraging	KM	communities	of	practice	
to	 increase	 collaboration,	build	 expertise,	 expedite	 information	flow,	
and	 improve	decision-making	 and	problem	 solving.37	The	Air	Force	
Material	 Command	 (AFMC)	 pioneered	 KM	 within	 the	 Air	 Force	
(AF)	promoting	 communities	 of	 practice	 as	 a	 “key	 technique	 across	
the	AF.”38	These	DOD	uses	of	KM	are	by	no	means	comprehensive	
and	 represent	 only	 a	 few	 examples.	 Overall,	 DOD	 KM	 techniques,	
tools,	and	practices	span	a	full	range	of	functions	including	acquisition,	
intelligence,	 logistics,	 and	operations	with	 current	 and	 future	 trends	
moving	toward	Joint	and	“cross-service	integration.”39	

Within	the	U.S.	public	sector,	the	horrific	terrorist	attacks	of	September	
11,	 2001,	 represent	 the	 most	 poignant	 lesson	 in	 the	 criticality	 of	
government	KM	and	coordinated	action.40	The	 lessons	 learned	 from	
these	 attacks	 resulted	 in	 President	 George	 W.	 Bush	 establishing	 the	
Department	of	Homeland	Security	(DHS)	to	rectify	critical	knowledge	
sharing	 and	 coordination	 gaps.41	 More	 recently,	 KM	 is	 receiving	 a	
renewed	 national	 security	 and	 interagency	 strategic	 focus	 as	 lessons	
emerge	from	the	significant	security	and	stability	challenges	faced	in	
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Iraq	and	Afghanistan.	An	April	2008	RAND	SSTR	study	 regarding	
U.S.	civilian	personnel	identifies	KM	as	a	critical	component	for	driving	
“continuous	performance	improvement	by	identifying	and	addressing	
gaps	 in	 effective	 leadership	 and	 implementing	 and	 maintaining	
programs	 that	 capture	 organizational	 knowledge	 and	 promote	
learning.”42	Additionally,	in	November	2008	the	Project	on	National	
Security	Reform	identified	“enhancing	knowledge	management	across	
all	components	of	the	national	security	system”	as	a	core	reform.43	As	
evidenced	by	the	relatively	recent	focus	on	KM	at	the	national	strategic	
level,	 KM	 is	 receiving	 increasing	 recognition	 as	 a	 strategic	 enabler	
across	the	spectrum	of	U.S.	public	sector	activities.	

Aside	from	the	military	element	of	national	power,	within	the	public	
sector	realm	there	is	a	primary	focus	on	addressing	or	managing	social	or	
public	problems,	characterized	as	wicked,	where	knowledge	is	integral	
to	structuring	or	understanding	these	problems.44	Specific	to	SSTRO,	
the	problem	sets	faced	by	the	multi-organizational	network	represent	
the	 full	 spectrum	 of	 public	 issues	 including	 political,	 economic,	
infrastructure,	 informational,	 social,	 humanitarian,	 and	 legal,	 often	
within	societies	marked	by	fledgling	governance	and	reduced	security.			
Regarding	 the	 security	 and	 stability	 aspects	 of	 SSTRO,	 U.S.	 Army	
doctrine	 recognizes	KM	as	“key	 to	understanding	and	exists	 to	help	
commanders	make	informed,	timely	decisions	despite	the	complexity	
inherent	in	stability	operations.”45		A	specific,	present	day	manifestation	
is	 the	 focus	 Multi-National	 Corps-Iraq	 (MNC-I)	 is	 placing	 on	 KM	
as	a	critical	enabling	capability	for	operations	in	Iraq.46	However,	the	
multi-organizational	network	responsible	for	SSTRO,	which	in	many	
regards	is	similar	to	the	complex	networks	found	in	the	global	business	
environment,	must	synergize	efforts	and	actions	across	the	spectrum	of	
SSTRO	given	the	wicked	nature	of	problems	faced.	As	such	and	given	
the	 spectrum	 of	 problems,	 KM	 use	 and	 focus	 must	 transcend	 only	
certain	departments	or	organizations	to	the	whole	of	U.S.	government	
with	 SSTR	 capabilities	 and	 responsibilities.47	 As	 articulated	 by	 the	
Chairman	of	the	Joint	Chiefs	of	Staff,	even	the	success	of	future	military	
operations	“will	require	the	integrated	application	of	all	the	instruments	
of	national	power.”48	Derived	tactical,	operational,	and	strategic	tacit	
and	explicit	knowledge	within	the	SSTR	network,	thus,	become	critical	
dynamic	strategic	resources	that	SSTR	organizations	and	the	network	
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as	a	whole	must	manage.	It	is	the	accumulated,	largely	tacit	knowledge	
that	enables	the	expanding,	shared	SSTR	knowledge	base	necessary	for	
continuous	collective	learning,	increased	problem	solving	capacity,	and	
improved	responsiveness,	adaptability,	and	decision-making.

Managing	 SSTRO	 knowledge	 as	 a	 resource	 within	 the	 multi-
organizational	 network,	 however,	 presents	 three	 primary	 challenges.		
These	challenges,	though,	are	also	the	primary	justifications	for	KM	as	
a	strategic	enabler.	First,	tacit	knowledge	is	difficult	to	capture,	share,	
and	if	possible,	make	explicit;	doing	so	takes	focus	and	resources	and	is	
subject	to	individual	and	organizational	cultural	and	social	dynamics.49	
However,	 the	 knowledge	 transfer	 speed	 and	 effectiveness	 required	
for	responsiveness,	adaptability	and	agility	in	complex	and	uncertain	
environments	 requires	 rapid	 and	 effective	 knowledge	 transfer	 and	
sharing.50	Rapid	transfer	and	sharing	must	include	both	tacit	and	explicit	
knowledge,	but	realizing	this	strategic	capability	is	significantly	easier	
with	explicit	knowledge.	Second,	 in	a	discontinuous	member	multi-
organizational	 environment,	 individual	 tacit	 and	 explicit	 knowledge	
ebbs	 and	 flows	 as	 individuals	 rotate	 in	 and	 out	 of	 organizational	
positions	 within	 the	 network.	 Continually	 expanding	 and	 accessing	
the	collective	network’s	knowledge,	however,	improves	problem	solving	
capacity,	 responsiveness,	 and	 decision-making.51	 Finally,	 leveraging	
SSTRO	capabilities	from	multiple,	globally	located	organizations	results	
in	 geographical	 and	 organizational	 knowledge	 dispersion.	 Further,	
organizations	 within	 the	 responsible	 network	 vary	 in	 technologies,	
size,	 structure,	 cultural	 values,	 policies	 and	 procedures.52	 Effectively	
addressing	 SSTRO	 challenges	 and	 achieving	 unity	 of	 action	 and	
effort,	however,	requires	effective	knowledge	sharing	and	collaboration	
throughout	the	multi-organizational	network.	In	this	overall	context,	
despite	the	significant	challenges	to	KM	implementation	and	use,	KM	
represents	a	powerful	strategic	enabler	 for	meeting	the	demands	and	
challenges	of	SSTRO	in	a	VCUA	environment.

CSTC-A and the Intelligent Complex Adaptive System 
(ICAS) KM Model

Overall,	the	mission	of	the	Combined	Security	Transition	Command-
Afghanistan	 (CSTC-A)	 is	 to	 “plan,	 program	 and	 implement	
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structural,	 organizational,	 institutional	 and	 management	 reforms	 of	
the	 Afghanistan	 National	 Security	 Forces	 (ANSF)”	 in	 partnership	
with	the	Government	of	the	Islamic	Republic	of	Afghanistan	and	the	
international	community.53		CSTC-A	accomplishes	its	SSTRO	mission	
through	 advisors,	 mentors	 and	 trainers	 to	 the	 Afghan	 Ministries	 of	
Defense	and	Interior,	as	well	as	an	internal	staff	to	manage	the	planning	
and	programming	efforts	required	to	organize,	man,	train,	equip,	and	
build	 facilities	 for	 the	ANSF.	As	 a	United	States	Central	Command	
(USCENTCOM)	organization,	CSTC-A	must	 coordinate	 its	 efforts	
with	the	NATO-led	International	Security	Assistance	Force	(ISAF)	and	
the	U.S.	Embassy.54	Understanding	this,	collaboration	and	knowledge	
sharing	are	essential	to	CSTC-A	mission	accomplishment.

Key	 components	of	 the	CSTC-A	SSTRO	mission	 are	planning	 and	
programming	for	ANSF	generation	including	manning,	equipping,	and	
building	 facilities.	 Shared	 responsibilities	 necessitate	 synchronization	
across	U.S.	and	ISAF	organizations	to	effectively	train,	field,	and	equip	
Afghan	National	Army	(ANA)	units	and	Afghan	National	Police	(ANP)	
forces.	Component	members	of	the	CSTC-A	staff	primarily	accomplish	
assigned	tasks	through	direct	internal	interaction	with	other	members	
of	 the	 staff,	as	well	as	direct	external	 interaction	with	corresponding	
component	members	of	ISAF	and	other	U.S.	organizations.	Equipping	
the	ANSF,	for	example,	requires	internal	interaction	between	CSTC-A	
CJ7,	CJ4,	CJ8,	CJ-Engineering,	the	CSTC-A	Deputy	Commanding	
Generals	 for	 ANA	 and	 ANP	 development,	 the	 CSTC-A	 Deputy	
Commanding	 General,	 and	 the	 CSTC-A	 Commanding	 General.		
Externally,	ANSF	equipping	requires	interactions	with	staff	members	
from	the	ANA	and	ANP,	Afghan	Ministries	of	Defense	and	Interior,	
ISAF,	the	Defense	Security	Cooperation	Agency	(DSCA),	U.S.	Army	
G8,	 and	 USCENTCOM	 J4.	 Equipping	 the	 ANSF	 also	 requires	
periodic	 external	 interactions	with	 the	DOD	Inspector	General	 and	
the	U.S.	Congress	Government	Accountability	Office	(GAO)	as	part	
of	 their	 accountability	 and	 oversight	 functions.	 Due	 to	 the	 VCUA	
environment	 associated	 with	 SSTRO,	 the	 duration	 and	 extent	 of	
interactions	 is	 extremely	 dynamic	 and	 often	 varies	 depending	 on	
internally	 and	 externally	driven	 changes	 to	 goals,	policies,	priorities,	
and	strategic	focus.
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Viewed	 through	 a	 KM	 lens,	 the	 description	 of	 CSTC-A	 within	 its	
strategic	 and	 operational	 environment	 mirrors	 that	 of	 an	 Intelligent	
Complex	Adaptive	 System	 (ICAS).55	As	 such,	 the	 ICAS	KM	model	
is	 useful	 in	 identifying	 the	 criticality	 of	 KM	 within	 the	 CSTC-A	
construct	 and	 specifically	 by	using	 the	five	 key	processes	within	 the	
model	of	“understanding,	creating	new	ideas,	solving	problems,	making	
decisions,	 and	 taking	 actions	 to	 achieve	 desired	 results.”56	 CSTC-A	
performs	 these	 processes	 through	 continuously	 evolving	 interaction	
with	 key	 organizations	 and	 stakeholders.	 For	 example,	 CSTC-A	
purchases	ANSF	equipment	 through	the	DSCA	and	associated	U.S.	
military	 service	 organizations	 as	 part	 of	 the	 Foreign	 Military	 Sales	
(FMS)	program.	As	part	of	the	CSTC-A	CJ-4	equipping	mission,	an	
equipment	procurement	“sub-system”	forms	to	address	the	full	range	
of	 related	 activities.	 These	 activities	 include	 requirements	 definition	
(understanding);	 identifying	 alternatives	 when	 specific	 equipment	
is	 unavailable	 or	 delivery	 schedules	 do	 not	 support	 operational	 and	
strategic	requirements	(creating	new	ideas	and	problem	solving);	signing	
Memorandums	of	Agreement	(MOAs)	based	on	equipment	types	and	
quantities	 being	 purchased	 (making	 decisions);	 and	 executing	 and	
monitoring	contracts	and	delivery	schedules	(taking	actions	to	achieve	
desired	 results).	 Shared	 knowledge	 is	 central	 to	 these	 processes	 as	 it	
represents	the	critical	organizational	or	network	resource	that	enables	
effective	action	in	dynamic,	complex	and	uncertain	environments.57		

The	equipping	example	described	above	represents	one	of	many	CSTC-A	
sub-systems	 formed	 to	 ensure	 mission	 accomplishment.	 However,	
using	the	ICAS	KM	model	describes	the	adaptive	nature	of	CSTC-A	
as	staff	“sub-systems”	dynamically	form	and	evolve	to	address	SSTRO	
problems	 or	 issues.	 Internal	 and	 external	 organizational	 cooperation	
and	collaboration	are	essential	to	achieving	unity	of	action	and	effort.		
Among	the	challenges,	however,	is	knowledge	attenuation	as	members	
of	the	CSTC-A	staff,	as	well	as	other	organizations,	frequently	rotate	
in	 and	 out	 of	 these	 sub-systems	 due	 to	 U.S.	 and	 coalition	 military	
deployment	 cycles,	 which	 can	 range	 from	 six	 to	 15	 months,	 or	
civilian	position	transfers.	Knowledge	attenuation	significantly	affects	
organizational	effectiveness	when	key	individuals	or	leaders	within	the	
sub-system	 ineffectively	 transfer	 critical	 experience-based	 knowledge	
to	 follow-on	 members.	 Knowledge	 “vacuums”	 are	 frequent	 as	 new	
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members	acquire	or	create	sufficient	knowledge	to	add	value	to	sub-
system	efforts	and	performance.

The	ICAS	KM	model	also	identifies	eight	organizational	characteristics	
useful	 in	 analyzing	 CSTC-A	 through	 a	 KM	 lens.	 As	 depicted	 in	
figure	 1,	 these	 characteristics,	 which	 emerge	 from	 the	 nature	 of	 the	
organization,	 include	 organizational	 intelligence,	 shared	 purpose,	
selectivity,	 optimum	 complexity,	 permeable	 boundaries,	 knowledge	
centricity,	flow,	and	multidimensionality.58	Overall,	these	characteristics	
describe	how	flexibly	an	organization,	within	its	environment,	applies	
the	 right	 knowledge	 at	 the	 right	 time	 to	 attain	 goals.59	 Within	 the	
ICAS	 model	 and	 specific	 to	 CSTC-A,	 these	 characteristics	 manifest	
through	 hierarchical	 and	 sub-system	 interactions	 that	 facilitate	
vertical	 internal	 knowledge	flows	 and	 external	horizontal	 knowledge	
flows	 throughout	all	 levels	of	 the	organization.	Further,	 information	
technology	tools	such	as	e-mail,	video	teleconferencing,	shared	portals,	
and	meetings	enable	 these	knowledge	flows	and	communicate	goals,	
strategic	and	operational	direction,	and	priorities.	Additional	enablers	
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Figure 1: Overview of the ICAS Model60
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include	training,	personnel	skill	alignment,	and	organizational	agility	
critical	to	effectively	responding	to	the	dynamic	external	and	internal	
environments.	Overall,	the	ICAS	model	describes	CSTC-A	knowledge	
management	through	its	capacity	and	ability	to	solve	complex	problems	
as	well	as	make	and	implement	decisions	to	achieve	operational	and	
strategic	goals.61	

Socio-Cultural Implications for Knowledge 
Management  

The	“first	generation”	of	KM,	which	evolved	to	roughly	the	mid-1990s,	
neglected	 much	 of	 the	 socio-cultural	 aspects	 of	 knowledge.62	 Two	
studies	completed	in	the	late	1990s	identified	culture	as	one	of	the	main	
barriers	 to	 KM	 implementation.63	 During	 this	 first	 generation,	 KM	
efforts	largely	concentrated	on	information	technology	and	“converting	
tacit	 to	 explicit	 knowledge”	 that	 was	 more	 easily	 shared	 through	
information	 systems.64	 Consequently,	 despite	 significant	 codification	
and	 technology	 investments,	 ineffectiveness	and	 failure	characterized	
many	 KM	 endeavors.	 Over	 the	 past	 decade,	 however,	 the	 second-,	
third-,	 or	 “next-generation”	 of	 KM	 study	 and	 practice	 increasingly	
focus	 on	 socio-cultural	 aspects	 of	 KM	 as	 organizational	 knowledge	
derives	from	people	and	is	subject	to	group	and	social	dynamics	such	
as	 organizational	 culture.65	 These	 dynamics	 significantly	 increase	 in	
complexity	with	multi-organizational	networks	and	contextually,	 the	
introduction	of	Complex	Adaptive	Systems	and	Chaos	theories	in	later	
generation	KM	models	proves	instrumental	in	understanding	the	role	
of	KM	in	organizations.66	However,	organizational	culture	remains	a	
key	determinant	to	KM	success	as	it	affects	the	spectrum	of	knowledge	
“capture	and/or	creation,	sharing	and	dissemination,	and	acquisition	
and	application”	activities.67

Organizational	 knowledge	 is	 primarily	 tacit	 and	 as	 such	 requires	
individual	willingness	to	share	and	the	ability	to	effectively	articulate	
or	transfer	what	 is	 in	 individual	minds.68	Further,	 tacit	knowledge	is	
more	prevalent	in	increasingly	complex	environments	and	problems.69	
Considering	that	tacit	knowledge	sharing	is	the	basis	for	organizational	
knowledge	creation,	the	social	interaction	that	enables	tacit	knowledge	
sharing	becomes	critical.70	Organizational	cultures	and	subcultures	serve	
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as	a	governing	mechanisms	for	this	interaction	and	are	key	components	
of	 “ensuring	 that	 critical	 knowledge	 and	 information	flow	within	 an	
organization.”71	 Culture	 dynamically	 manifests	 in	 how	 organizations	
value	 trust,	 openness,	 internal	 and	 external	 knowledge,	 change,	
innovation,	learning,	and	collaboration.	Trust	is	fundamental	to	internal	
and	 external	 knowledge	 sharing	 and	 can	 significantly	 influence	 the	
extent	to	which	individuals	are	willing	to	share	knowledge.72	Captured	
knowledge,	ideas,	collaboration,	and	learning	contribute	to	and	enhance	
knowledge	creation,	sharing,	acquisition	and	application	by	increasing	
organizational	memory,	absorptive	and	problem	solving	capacities,	and	
innovation.73	By	extension,	culture	is	often	a	critical	enabler	to	improved	
organizational	 performance	 in	 complex	 environments.	 Culture	 also	
affects	the	effectiveness	of	multi-organizational	network	environments	
across	the	dimensions	of	relationships,	accessibility,	experience,	language,	
values,	 and	 interests.74	 Contextually,	 thus,	 organizational	 culture	 is	
an	 essential	 element	 of	 KM	 yet	 often	 presents	 significant	 barriers	 to	
effective	KM	implementation	and	use.				

Overcoming Cultural Barriers

Although	cultural	barriers	to	KM	efforts	cover	a	broad	spectrum,	three	
primary	categories	emerge.	The	first	category	is	barriers	to	knowledge	
sharing	and	includes	trust,	collaboration,	social	capital,	and	language.		
The	second	category	is	barriers	to	knowledge	acquisition	and	includes	
learning,	receptiveness,	and	absorptive	capacity.	The	third	category	is	
barriers	 to	 application	 and	 includes	 organizational	 risk	 aversion	 and	
intolerance.	Due	 to	 the	nature	of	 knowledge	 in	organizations,	 these	
categories	 are	 not	 discreet	 and	 significantly	 influence	 one	 another.		
Further,	 all	 of	 these	 cultural	 barriers	 exist	 to	 lesser	 or	 more	 degrees	
within	and	across	the	U.S.	DOD	and	interagency	environment.	Given	
that	 organizational	 culture	 is	 the	 “medium	 in	 which	 organizations	
reside,”	 changing	 culture	 is	 both	 a	 difficult	 and	 lengthy	 process.75		
Implementing	and	using	KM,	however,	invariably	necessitates	cultural	
change.	Resultantly,	resistance	is	inevitable	and	presents	an	obstacle	or	
block	to	effective	or	successful	change.76	Resistance	occurs	from	both	
individuals	and	groups	which	makes	addressing	resistance	challenging.77		

If	unaddressed,	however,	resistance	can	derail	a	change	effort	and	may	
result	 in	 the	 unintended	 consequences	 of	 negative	 organizational	
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turmoil,	employee	dissatisfaction,	or	the	necessity	to	refocus	a	change	
effort	 toward	 damage	 control	 vice	 successfully	 implementing	 the	
required	 change.	 As	 such,	 understanding	 and	 overcoming	 resistance	
must	be	an	integral	part	of	any	KM	organizational	change	strategy.

Overall,	the	cultural	barriers	to	knowledge	sharing	center	on	knowledge	
creation	and	capture.	The	primary	barrier	to	knowledge	sharing	is	lack	
of	 trust.78	 Trust	 develops	 and	 improves	 through	 social	 interaction,	
which	is	the	basis	for	knowledge	creation.		Accordingly,	organizational	
cultures	that	limit	or	discourage	social	interaction	jeopardize	knowledge	
creation	 and,	 by	 extension,	 knowledge	 management	 initiatives	
overall.79	Collaboration,	or	the	extent	to	which	organizations	leverage	
combinative	intellectual	efforts	in	achieving	goals,	also	affects	knowledge	
sharing	and	includes	the	organizational	components	of	epistemology	
and	identity.80	Epistemology	refers	to	the	“nature”	and	perspective	of	
knowledge	within	an	organization	or	network	–	either	objectivist	(i.e.,	
knowledge	as	an	object,	valuing	explicit	over	 tacit)	or	practice-based	
(i.e.,	knowledge	as	embedded	in	practice	and	socially	constructed).81	
Organizations	 with	 an	 objectivist	 perspective	 tend	 not	 to	 value	 the	
social	 interaction	 and	 communication	 critical	 to	 collaboration	 and	
knowledge	sharing.82		Additionally,	identity	refers	to	the	extent	to	which	
the	organization	or	network	 share	 a	 sense	of	purpose	or	direction.83		

Lacking	a	shared	identity	decreases	the	likelihood	of	knowledge	sharing,	
which	is	essential	to	effective	collaboration.84		Related	to	collaboration,	
social	capital	is	“the	stock	of	relationships,	context,	trust,	and	norms	
that	 enable	knowledge	 sharing	behavior.”85	These	 relationships	often	
are	contingent	on	internal	and	external	politics	as	well	as	perceptions	of	
knowledge	as	a	source	of	power,	which	can	erode	organizational	trust	
and,	 thus,	 knowledge	 sharing.86	 Finally,	 language	 encompasses	 the	
technologies,	vocabularies,	and	mental	models	or	“frames	of	reference”	
within	organizations.87	Differences	in	technologies,	vocabularies,	and	
underlying	assumptions	limit	the	effectiveness	of	communication	and	
knowledge	 sharing;	 however,	 these	 differences	 typically	 exist	 within	
organizations	and	across	multi-organizational	networks.		

The	 barriers	 to	 knowledge	 acquisition	 center	 on	 understanding,	 or	
contextualizing,	 knowledge	 relative	 to	 the	 knowledge	 needs	 of	 the	
organization	 or	 network.88	 Individual	 and	 organizational	 learning	 is	
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inherent	 in	 knowledge	 acquisition	 and	 is	 critical	 to	 expanding	 the	
capacity	 of	 organizations	 or	 networks	 to	 understand	 and	 recognize	
knowledge	deficiencies,	obsolescence,	and	opportunities	in	addressing	
or	 solving	 problems.89	 Organizational	 cultures	 that	 inhibit	 learning	
also	limit	the	capacity	of	organizations	to	adapt,	develop,	and	change	
based	 on	 experience-derived	 knowledge.90	 A	 second	 cultural	 barrier	
to	 knowledge	 acquisition	 is	 the	 lack	 receptiveness	 to	 internally	 and	
externally	generated	ideas,	such	as	a	“not-invented	here	syndrome.”91			
Organization	 cultures	 characterized	 by	 a	 lack	 of	 receptiveness	
significantly	 limit	 how	 organizations	 contextualize	 new	 knowledge	
relative	 to	 their	 organization	 as	 well	 as	 implement	 change	 based	 on	
lessons	learned	and	in	response	to	environmental	demands.92	The	final	
cultural	barrier	to	knowledge	acquisition	is	low	or	lacking	absorptive	
capacity	 within	 organizations.	 Absorptive	 capacity,	 or	 openness	
to	 change	 and	 innovation,	 relates	 to	 existing	 internal	 and	 external	
knowledge	 and	 determines	 how	 effectively	 organizations	 understand	
and	 leverage	 knowledge	 as	 a	 mechanism	 for	 successful	 change.93		
Organization	 cultures	 that	 do	 not	 value	 openness,	 learning,	 or	
innovation	lack	in	absorptive	capacity	and	are	ineffectual	in	the	change	
required	for	effective	KM	implementation	and	use.

Finally,	the	barriers	to	application	focus	on	how	organizations	use	or	
apply	knowledge	in	decision-making,	problem	solving,	or	change	efforts.	
The	first	cultural	barrier	to	knowledge	application	is	risk	aversion.	Risk-
averse	organizations	are	reluctant	to	embrace	environmental	uncertainty	
and	the	innovation	and	creativity	required	to	adapt	in	achieving	desired	
results.94	Risk-averse	organizational	cultures	are	also	less	likely	to	value	
or	apply	unproven	knowledge	as	part	of	decision-making	or	problem	
solving	processes.	Further,	risk	aversion	determines	the	degree	to	which	
organizational	leaders	will	undergo	change.95		The	more	risk	averse	the	
organizational	culture,	 the	 lesser	 the	degree	of	change	organizational	
leaders	are	willing	to	undergo.96	The	final	cultural	barrier	to	knowledge	
application	is	intolerance	for	mistakes	or	a	perceived	need	for	help.97	
Intolerant	cultures	are	less	 likely	to	embrace	collaboration,	as	well	as	
apply	 new	 or	 unproven	 knowledge	 in	 decision-making	 or	 problem	
solving.98	 Organizational	 intolerance	 stifles	 knowledge	 base	 growth	
and	resultantly	limits	effective	KM	use	as	a	strategic	enabler.			
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Overcoming	cultural	barriers	to	knowledge	creation,	acquisition,	and	
application	 requires	 a	 threefold	 strategic	 leader	 focus.	 First,	 leaders	
must	 provide	 an	 organizational	 vision	 that	 incorporates	 knowledge	
and	 learning.99	 Providing	 a	 vision	 is	 the	 “primary	 task	 of	 strategic	
leaders”	 and	 “sets	 the	 long-term	 direction	 for	 an	 organization.”100		
In	 the	 context	 of	 KM,	 related	 tasks	 are	 to	 communicate,	 develop,	
and	 implement	 the	 vision	 in	 a	 way	 that	 promotes	 inter-	 and	 intra-
organizational	 interaction	 and	 relationship	 building.101	 Second,	
leaders	must	develop	and	shape	an	organizational	culture	that	values	
knowledge,	 collaboration,	 learning,	 and	 innovation.	 Organizational	
culture	 “supports	 and	 helps	 to	 communicate”	 the	 vision	 and	 is	 at	
the	 foundation	 of	 KM	 implementation	 and	 use.102	 Organizational	
cultures	that	value	knowledge,	collaboration,	learning,	and	innovation	
create	synergistic	and	mutually	supportive	environments	where	these	
characteristics	thrive.103	In	shaping	organizational	cultures,	KM	tools	
such	as	social	network	analysis	assist	strategic	leaders	in	understanding	
knowledge	 flows	 within	 and	 between	 organizations	 and	 provide	
a	 framework	 for	 identifying	 where	 gaps	 or	 barriers	 exist.104	 Once	
identified,	leaders	can	focus	resources	and	efforts	in	bridging	knowledge	
gaps	and	overcoming	identified	barriers.		Finally,	strategic	leaders	must	
build	 and	 shape	 joint,	 interagency,	 and	 multi-national	 relationships	
that	 enable	 and	 encourage	 knowledge	 sharing,	 acquisition,	 and	
application.105	These	 relationships	 are	 critical	 to	 realizing	 a	whole	of	
government	KM	approach	and	leveraging	the	collective	capabilities	of	
the	multi-organizational	network	in	achieving	SSTRO	unity	of	action	
and	effort.					

Recommendations

The	 preceding	 analysis	 explores	 KM	 as	 a	 strategic	 SSTRO	 enabler	
within	 an	 internal	 multi-organizational	 network	 environment	 and	
external	VCUA	environment.	Knowledge	obtained	 from	conducting	
SSTRO	 and	 through	 addressing	 the	 myriad	 of	 associated	 wicked	
problems	 is	 a	 dynamic	 strategic	 resource	 requiring	 effective	 internal	
and	cross-organizational	management.	As	such,	KM	provides	a	critical	
“deliberate	 and	 systemic”	 enabling	 mechanism	 for	 coordinating	 and	
leveraging	 the	 “people,	 processes,	 technology,	 and	 organizational	
structure”	for	synergistic	“knowledge	creation,	sharing,	and	application”	
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in	successfully	executing	SSTRO.106	The	analysis	contained	herein	also	
explores	 cultural	 barriers	 to	 KM	 implementation	 and	 use.	 Previous	
KM	initiatives	largely	failed	due	to	a	primary	focus	on	technology	and	
knowledge	codification	while	neglecting	the	socio-cultural	aspects	of	
KM	 that	 are	 integral	 to	KM	success.	 In	 this	 regard,	 it	 is	 critical	 for	
strategic	leaders	to	focus	on	overcoming	prohibitive	cultural	barriers	as	
part	of	any	KM	endeavor.	In	the	context	of	the	overall	analysis	provided	
herein,	three	specific	recommendations	follow.					

First,	 to	meet	 the	near-term	 challenges	 associated	with	 SSTRO,	 the	
U.S.	Department	of	Defense	and	the	U.S.	Department	of	State	Office	
of	 the	 Coordinator	 for	 Reconstruction	 and	 Stabilization	 (S/CRS),	
under	 the	 authority	 granted	 in	 NSPD	 44,	 must	 develop	 a	 formally	
recognized	 and	 KM-enabled	 SSTR	 community	 of	 practice.107	 The	
reasons	 for	 this	 are	 twofold.	First,	 communities	of	practice	 facilitate	
the	 trust-building	 social	 construct	 necessary	 for	 increased	 tacit	 and	
explicit	knowledge	sharing	and	capture,	accelerated	learning,	improved	
innovation,	and	more	efficient	and	effective	strategy	implementation.108		
Second,	 communities	 of	 practice	 help	 mitigate	 negative	 knowledge	
attrition	and	enhance,	through	improved	knowledge	sharing	within	the	
network,	the	derived	utility	of	other	knowledge	processes	and	KM	best	
practices	such	as	AARs	and	lessons	learned.109	A	comprehensive	social	
network	 analysis	 (SNA)	 should	precede	 establishing	 the	 community	
to	ensure	effective	capture	and	gap	analysis	of	knowledge	flows	within	
the	 network.	 Further,	 strategic	 leaders	 within	 responsible	 SSTR	
organizations	must	champion	the	community	and	drive	shared	vision,	
norms,	values,	language,	change,	and	investment	to	achieve	synergistic	
accomplishment	of	objectives,	goals,	and	overall	SSTRO	strategy.

Second,	 given	 the	 increasingly	 widespread	 recognition	 of	 KM	 as	 a	
strategic	 enabler,	 the	 collective	 National	 Security	 apparatus	 must	
develop	 and	 implement	 a	 whole	 of	 government	 KM	 strategy.	 The	
January	 2009	 U.S.	 Government	 Counterinsurgency Guide	 clearly	
articulates	 the	 primary	 justification	 for	 a	 whole	 of	 government	 KM	
strategy	 given	 “one	 of	 the	 most	 critical	 yet	 pervasive	 shortcomings	
that	 interagency	 operations	 face	 is	 the	 failure	 to	 manage	 and	 share	
knowledge.”110	 A	 comprehensive	 strategy	 must	 encompass	 all	 facets	
of	KM,	specifically	people,	processes,	 technology,	and	organizational	
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structure,	 and	must	begin	with	 strategic	 leadership.	As	 expressed	by	
organizational	management	author	Peter	Drucker:

One does not ‘manage’ people. The task is to lead people.  And the 
goal is to make productive the specific strengths and knowledge of 
each individual.111

Leadership	is	critical	to	KM	strategy	development	and	implementation	
as	 it	 drives	 the	 vision,	 cultural	 and	 structural	 change,	 process	 re-
engineering,	 and	 technology	 investment	 essential	 to	 KM	 effort	
success.112	Also	critical	are	people	as	knowledge	“exists	within	people,	
part	and	parcel	of	human	complexity	and	unpredictability.”113	A	whole	
of	government	KM	strategy	must	first	focus	on	socio-cultural	aspects	
of	 KM,	 with	 process,	 technology,	 and	 structural	 aspects	 changed	 or	
designed	to	support.114	Further,	leveraging	ongoing	and	planned	KM	
efforts	 and	 lessons	 learned,	 including	 those	derived	 from	developing	
a	SSTR	community	of	practice,	 is	 essential	 to	 efficient	 and	effective	
development	of	a	more	holistic	strategy.	Through	holistic	and	effective	
implementation	and	use	across	and	within	the	spectrum	of	U.S.	agency	
functions,	 KM	 provides	 an	 integral	 and	 unifying	 tool	 for	 achieving	
national	security	objectives.			

Finally,	 the	 U.S.	 Department	 of	 Defense,	 the	 U.S.	 Department	 of	
State,	 as	 well	 as	 the	 broader	 interagency	 must	 focus	 on	 becoming	
learning	organizations.	Learning	organizations	and	“an	organizational	
culture	and	structure	that	supports	 learning	and	the	sharing	and	use	
of	knowledge”	are	critical	success	factors	in	KM	implementation	and	
use.115	 Additionally,	 learning	 organizations	 emphasize	 shared	 vision,	
systems	 thinking,	 communities	 of	 practice,	 a	 learning	 culture,	 less	
hierarchical	 or	 more	 “self-organizing”	 structures,	 and	 an	 external	
environment	 focus.116	These	 characteristics	 enable	what	Nonaka	and	
Takeuchi	metaphorically	refer	to	as	a	“hypertext”	organization,	or	one	
that	leverages	combinative	and	complementary	bureaucracy	and	task	
force	efficiencies	and	effectiveness.117	Essentially,	it	is	an	organization	
with	the	“strategic	ability	 to	acquire,	create,	exploit,	and	accumulate	
new	knowledge	continuously	and	repeatedly	 in	a	cyclical	process.”118	

Thus,	 focusing	on	becoming	 learning	organizations,	 in	 concert	with	
KM	implementation	and	use,	will	 significantly	 improve	U.S.	 federal	
agency	 agility,	 responsiveness,	 innovation,	 and	 decision-making	 in	
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addressing	and	managing	the	myriad	of	challenges	in	today’s	strategic	
environment.

Conclusion

The	United	States	faces	an	increasingly	complex	and	uncertain	world	
typified	by	a	host	of	wicked	problems.	The	ongoing	SSTRO	efforts	in	
post-conflict	Iraq	and	Afghanistan	are	but	one	example	of	the	challenges	
faced	in	this	environment	and	one	that	clearly	highlights	the	critical	role	
that	whole	of	government	collaboration	and	knowledge	sharing	play	in	
achieving	 strategic	 success.	 In	 responding	 to	 this	 environment,	 KM	
provides	a	powerful	strategic	enabler	that	facilitates	improved	collective	
agility,	responsiveness,	innovation,	decision-making,	and	continuously	
expanding	 long-term	 problem	 solving	 capacity.	 Accordingly,	 U.S.	
federal	 agencies	 are	 increasingly	 focusing	 on	 KM	 to	 develop	 these	
strategic	competencies	–	competencies	that	position	the	United	States	
to	more	effectively	meet	U.S.	national	security	objectives.	Realizing	KM	
as	a	strategic	enabler,	however,	requires	overcoming	prohibitive	cultural	
barriers.	Foremost,	this	necessitates	strategic	leader	focus	as	leadership	
drives	the	vision,	culture,	and	relationships	required	for	continuously	
improved	knowledge	sharing,	acquisition,	and	application.	Including	
and	 beyond	 SSTRO,	 overcoming	 barriers	 transcends	 organizational	
boundaries	 as	 responsibility	 for	 achieving	unity	of	 effort	 and	overall	
strategic	 success	 falls	 on	networks	of	 knowledge	 and	 capabilities.	As	
such,	it	is	imperative	that	strategic	leaders	collectively	pursue	a	whole	
of	 government	 KM	 strategy	 in	 concert	 with	 developing	 learning	
organizations.	 In	 today’s	 environment,	 knowledge	 and	 continuous	
learning	are	vital	strategic	resources	we	can	no	longer	afford	to	lose.	
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